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31117 diSPLAY FEP-CLENE oottt s s bbb s st s s s bbb ss et sassss s santans 275
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311,18 AiSPLAY LD -SEIVEN ..ttt st s st st s s s s e s st st ensnssen 276
31119 diSPLAY TEP-USEIS ..ottt ettt sttt tb ettt 278
3.171.20 diSPLay STEP-CLIENT ..ottt b bbb bbbt s s s bbbt n s aesssas 279
3.1T.27 diSPLaY tFEP-CLENT.....ceee ettt sttt ass s s et s s s s sssssnsensnns 281
3.171.22 diSPlay tFtP-SEIVEE STALUS....c.ovireeeee ettt ettt et s et sas 282
317123 EXECULE.. ettt ettt b R b b e e bt ettt et a et enatan 283
3.1T.24 Ile PrOMIPL.ccc ettt s st s s ss s bbb s s e s s s s s bbb s ssenseasssssansensans 285
BLTT.25 FOIMAT ittt bbb st s bR bR a bR a bt b s a s an s e 286
BLTT.26 FED ettt ettt s AR AR SRR e AR bR s bt st n s s s bantans 287
BUTT.27 FED @CLiuirieree ettt AR AR A e sttt 291
3.1T.28 FEP CLIENE-SOUICE...... ettt et ettt b s e s eantas 292
3.11.29 FLP SEIVEE ENADLE.....eceeee sttt bbbttt e s s e 293
3.171.30 ftP SErVEr PEIMIL INEEITACE . ....oveeeereeie ettt sttt bbbt s st ssnsesssas 294
B.TT.37T FED SEIVET POItucniniiiie ettt ettt sttt a et s e bbb e e bbbt 296
3.11.32 FLP SEIVEI-SOUICTE.....eeeeerierieieteeteeeseae s ss s et ssssssssss bbb st ss s s s sss b s b st s es s s s esssbsssss b s s s s ssensessesssssnssssnsensessnsans 297
311,33 FED LIMEOUL oottt sttt s s s s s s s st bbbt et nsssse s s st st 299
3.171.34 GEL (SFTP CLIENT VIEW) ..ttt ettt s sas s ss s s s s s s s ss s sassessssessssensssnass 300
3.171.35 gL (FTP CLIENT VIBW) coueieeeceertee sttt sttt sa bbb sttt sas e san st 301
3.11.36 NELP (SFTP CLENT VIEW) ..ouuieiereereeieieisisetsetseesesssss sttt se st sss s bbbt ssssss s ssssss s sssssssssssssssssssssssssssssssssssnsans 302
BT T.37 IOttt st bbbttt e bbb s ettt ae e b bantans 303
3.171.38 MKAIT (FTP CLENT VIBW) oottt sttt st as s sas s sasasssssasassssssnsassones 304
3.T1.39 MKAIE (SFTP CLIENT VIEW) ..ottt ettt ettt s sttt s ettt st ss st st sssses st ssssesensans 305
B.TT.40 MKAIT (USEE VIEW) ...ttt es et se st se s s s s s s s sassese s sasasse s sasansesesasassesesasassesesasanans 306
BT AT MNIOT@ ettt ettt b et st et At bbbttt bttt et b et et 308
B.TT42 MOV ...ttt sttt st s ss s s st eSS s s s A A AR e A s A s A sttt senseeas 311
BT3B OPBN.ce ettt ettt aees 314
BLTT.44 PASSIVE....eeeieeteeeieesie ettt sttt st ettt a et s e A ARk et a et A ARt a bR s s e et e et e st enastenantenas 316
3.1T.45 PUL (FTP CLENT VIEW) oottt ses s s s st sss s s st st s s s sssssas st s sssssssssnssnen 317
3.171.46 PUL (SFTP CLIENT VIBW) oottt sss s bt s bbb bbb s s sassesassnas 319
3.1T.47 PWA (FTP CLHENE VIBW) oottt ettt ssss s bbbt s s sss s ba bbbt ssssnsansansanssnens 320
3.17.48 PWA (SFTP CLIENT VIBW) oottt sttt ssss sttt s sssss s st ssssssssssssssssssssnsansnsnnes 321
3.17T1.49 PWA (USEE VIEW) ...cvrieiierireeieietsieestessste s sssss st sssssssssssssssssssessssessssessssessssssssssssnsssssssssnssssessssessssesassessssesssssssesessnsnnes 322
3.1T.50 FEMOTENEIP....eieveee ettt bbbt s e bbb bbb s s s s s s bbbt s s st esaesansans 322
3.TT.57 r€MOVE (SFTP CLIENT VIBW) ..ttt ettt ettt ettt ettt se st es et ssssenssesessssssanens 324
B.TT1.52 FEMOVE (USEI VIBW) c..eevveeeeeveveeeteteteeee ettt sae et s st s et s s st s sasssesesasassesesasastesessasassesesasassesesasassesesesassssesasas 325
3.11.53 r8NAME (SFTP CLENT VIEBW) .ttt s sttt as s e s s st st sssasasssnasanes 325
B.TT.54 FENAME (USEI VIEW) ...ttt sese s st ssas s sssesssssssssssasesssssssssssesssssssesssssssssssssssesesssssesssesssssssssssssssns 326
3.1T.55 1ESEE FECYCLE-DIN..ce ettt st 329
31156 rMAIE (FTP CLHENT VIEW) .ottt st sst s sas s st s s st s assesssasasassssanas 331
BT T.57 IIMNAIT (USEE VIBW) .t sss s e ssssssassessssasssssssasssasasssssssssasasasssasasasasssssssasasasasnens 332
31158 rMAIr (SFTP CLIENE VIEW) .ottt sttt s st ses st et s st sessansesenann 333
3.11.59 St defaUlt fLP-IrECEOIY ...ttt bbbt s s bbb s s s sas s nsnsens 334
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3.11.60 set default titP-Air@CLONY....v ettt s st sas s s s nsnsnns 335
3.11.67 set Net-MaNAGEr VPN -INSTANCE.....c.oiierieirieirtcir ettt ettt et et et et 336
BT 1182 ST ettt et SRR R s bbb 338
3.1T.63 STED ClIENT-SOUICTE.....eeeeeeeeeeie ettt sttt s sttt s s as st et sn s s s s s s s sassensnen 343
3.1T.64 STED SEIVEI NADLE.......eeee ettt sttt sanen 344
BT 185 Bttt e R R bbbttt 345
3.1T.66 LD CLIENT-SOUICE. ...ttt sttt s s s bbbt se s s s s st en s nsnsssnssssnsans 348
BT T.67 LD -SEIVEE QCL.uteniieiee ettt sttt sttt b s enntas 350
3.1T.68 LD SEIVEE ENADLE.......ec ettt sttt s bbb bbb s e bbbt 351
3.1T.89 LD SEIVET POttt sttt ass st sttt s bbbt st s s e s s s s s et st st sasnssnassssnsansensns 352
3.11.70 LFEP SEIVET LIMEOUL.....euieicecee ettt et sttt es e 353
BT 7T UNAELELE ...ttt b bbb bbb bbbt 354
BT 172 UNZIPuutittitiiirtieeetiree sttt et e e s b bbbt 356
31073 USBI ettt sttt e bbbttt 358
BT 172 VEIDOSE. ...ttt e e bbbttt et 359
BUTT75 ZiP ittt b e bt 361
3.12 Configuring System Startup COMMANAS........ccoeuiurererieieieireereiseeseie sttt s st tss s s ss s essesssas s sseens 363
312,71 QUEOSAVE TINEEIVAL eueeieiieieeeeieie ettt e e b bbb bbb 363
3.12.2 QUEOSAVE LIME..eieiieieicicircireieeeeie et es st ses st ss s e st bttt seesensnnes 365
3.12.3 ClEAI MBSEE-TEASON. ...ttt ettt sttt se st et st ea st s et s et eesnsaen 368
3.12.4 change defaUlt-PASSWOIT..........c.ccueieieiririeeieeeeeeeeeistss sttt s st s s sss s s bbbt st ssssssssss bbb s sensessesans 369
3.12.5 COMPATe CONFIGUIATION ..ottt sttt ss st s sttt nsnsssssnsns 371
3.12.6 diagnoSe VETifY ENADLE.......oiieieeereere ettt sttt 373
3.12.7 display autoSave CONFIGUIATION.......c..cueveieeiei ettt s st sss s s bbb s sssesasssssansensas 374
3.12.8 display CUrTeNt-CONFIGUIATION. ..ottt sss st ss st ss s s s sas s snsnsnes 375
3.12.9 display factory-CONTIQUIAtION......coooiiiuriereeecreire ettt ettt sttt s s s 377
3.12.10 display factory-configuration Operate-mMOdE..........ccovieeeereeeeeeninisisessiesess e sss sttt ses s s sessensenes 380
312,771 diSPlaY FESEI-TRASON.....ceiueeeeeeirieireereieeesee st ssessesass s s st sss st ass s s s s s s s s s st sassssssssssssas s st snsssseasesssssnssnsansrnsns 381
3.12.12 display Saved-CoONFIGUIATION. ..ottt sttt 384
3.12.13 diSplay SCHEAULE FEDOOL..........ceceeeeeieriees ettt sttt bbb e b st 385
3.12.14 display snmp-agent trap feature-name configuration all........c.cceceeeerrnrrincnenneeese s 386
312,15 diSPLAY SEAITUP. e ceceeeeeeieieieietr ettt st s et bbb se e eae s e santas 388
3.12.T6 ISPLAY SYSTEM..ceeieieiecieistete ettt sttt b sttt s s bbbt s s s bbbt s s s s ssnsansansans 390
3.12.17 factory-configuration ProNibDit. ...ttt sssss s sansas 392
3.12.18 factory-CONFIGUIAtION FESEL.... .ottt bttt sttt eenes 393
BT2.19 FEDOOT ..ottt e e bbbt 394
3.12.20 reset SAVed-CONTIGUIATION ..o vttt sss st st sssssssssas st nsnsens 395
BUT2.27 SAVE..ietrieireetret ettt sttt sttt a et b et enes 396
3.12.22 SCHEAULE FEDOOT.......cocerieieeeie ettt ettt e e s bbbt 398
3.12.23 set faCtory-CONTIGUIAtION. ..ottt st s st s s s snnssnsas 400
3.12.24 set factory-configuration OPerate-MOME...........cocruriureeririneineirereiseirer ettt st eseeasens 402
3.12.25 snmp-agent trap enable feature-name CoNfigUIatioN........cccoeveeirieiiesiecieeeecee e sees 404
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3.12.26 startup SAVed-CONFIGUIATION........coveveirrerie ettt ss s as st sasssessnsansnns 405
3.12.27 STArtup SYSTEMI=-SOTEWAIE. ...ttt sttt bbbttt bbbt sa s e s s s 407
3.12.28 startup SystemM-SOfEWAIE DACKUP.......oovuririreereir ettt sttt nens 409
3.12.29 startup system-software Check ENabLe...........oieieiecee st s st sssssssans 411
3.12.30 STAITUP PACN..eie ettt ettt bbbt 412
3.12.31 bootloader Startup MENU ENADLE..........c.ovririririereeee ettt sss st sss st s s sssssesns 413
3.12.32 display bootloader StArtUp MENU........c.ccueieieirieisi et sessassssssssssss s ssssssasssssassasses s sssessesanes 414
3.13 UPQGrade COMMANGS.......cceirerirerireiriereesesessessisesesssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssssssssssnssnes 415
3.13.T dIiSPLAY LICENSE....eeeeeieritcteteieee ettt b bbbt s s s bbbt s s s s bt sen s st s ssas 416
3.13.2 display liceNSe aCCEPL AgIrEEMENT. ...ttt ettt b st s st st s b ss st esassessssenasssnsssnans 421
3.13.3 dIiSPLAY LICENSE ©SN...uiuieiiiiereriieieisieisist sttt ss s bbbt s s s bbbt st s st s s s s s s s sn s st ensessnssnsas 425
3.13.4 display lICENSE MESOUICE USAQE........cceveierrerrieiesieeeseesessasssssssssesssssssssssssasssssss s ssessessessssassassasssssssssssessssassassassassans 426
3.13.5 display lICENSE rVOKE-TICKET........cureeeeieereir ettt ettt ss st es st nsees 427
3.13.6 dIiSPlay LICENSE STALE.......ceieicieieiciee ettt bbbt bbbt s s s s bbb s s s s s san st 428
3137 dISPLAY PATceiiieeee ettt et A bbb et e s senas 429
3.13.8 display PatCh-INfOrMAtION.......cciiiieececeee ettt ss st s st st ssssnsnnans 430
3.13.9 diSPlay FOWDACK SEALE.....coieeeeeeerieeereireie ettt ettt ettt et s s es e b ss s s s s e bnsanesns 432
313,10 LICENSE QCEIVE....c.ceiereeeietrettret ettt e bbbttt 433
3.13.11 license active aCCEPL AgIEEIMENT. ...ttt st sas bbb s s s s s ssssassssssssnsessnssnsans 435
3.13.T2 LICENSE EIMEBIGENCY..oeuiuiuiereueierirreeereesseseesessesses s sssssssssssessessessssssssssssss s sssesseasessssssesssssesesssesssssessssssessasssesssssessssssnnen 436
3.13.13 LICENSE FUNCEION. ...t ettt ee e cb s b bbb 437
3.13.14 LICENSE MBSOUICTE.....eueeeeeiierieiesieeeetssessseessssssssssssesssssssssessssessssesssssssssssssssssssssessssessssessssessssessssesssssssssssessssessssesassesans 439
313015 LICENSE FEVOKE ...ttt e bt 440
3.13.T6 PALCN AELELE All.ueueeieeieiece sttt bbb e s bbb bbbt a e enaesansans 441
31317 PALCN L0 ettt ettt ettt bbb bbb bbb s et ansnae 442
BT3018 FOUDACK ettt b bbb et 443
3.13.T9 SEE OULPUL SLOTu ettt s sttt benen 444
3.13.20 upgrade slot startup boOOLroM (USEI VIEW).......cveierieririririeisissiseissesesssssssssssssssssssssssssssssssssssssssssssssssssanes 446
3.14 Smart Upgrade COMMANGS.........ccoiueeuiuieeieeirisisisiseesiesessse s s ses st st sssssssss s sssessssssssessssssssssssssssessessssssassansansas 447
3.14.1 display smart-upgrade iNfOrMatioN........co.cerririrrirerese ettt s st ss st st ssssnnans 447
3.14.2 SMArt-UPGrade ENADLE........oeeeeee ettt b sttt bbbt s s bbbt s s s s s sansans 451
3.14.3 sMart-upgrade iINfOIMAtION. ..ottt sttt 452
3.14.4 SMArt-UPGrade FGNT-NOW......couiiiereceieieeeie sttt ssss s sss bbbt sssssss s s ssssss s b ssssssssessnsans 454
3.14.5 SMAIT-UPGIAde LiME.. .ottt bbbt a s b e a s s s s s bbbt st ebsesassansansansans 455
4 Device Management COMMANS..........cccceveeereereecreereesseesaeeseesaseseesasssessasssessasessssassssssaasns 458
4.1 Device Status Checking COMMANS.........ccoveuieierieirieiee et sssss s sss s e sss e sas s s ssssssssesssssnsnsas 458
.11 AISPLAY CPUUSAGE. ...t sstssessss st tsssssssssssss s s st s essessessssss s e s s s st sssesssssessssssssnsenssnsessessnssnsassansnns 458
4.1.2 display cpu-USAge CONFIGUIATION. ....c.oiurerieierrie ettt ss ettt es s sases bbb ss st ssenaes 461
A.1.3 AISPLAY AOVICE....e ettt sttt s st s s ss s ee e s s s s s s st e s s s ensensssssssnsnnsans 463
4.1.4 display diagnostiC-iNfOrMAtiON......c..ciiueieeieeieieieeee ettt bt e s bbb bbb s sessansanes 467
1.5 AISPLAY @LADEL ..ottt sttt s 470
A.1.6 AISPLAY BNttt bt st s s s s b s s s s s b s b et e s bR R AR A s R b A a s st et nsenaenas 474
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A7 AISPLAY TNttt et s et es Rt n s tes 475
418 dISPLAY NEALEN.....eeeee ettt sttt 476
4.1.9 display MeMOIY-allOC Mid......ccooiiiiiierieieieieisieses ettt sas bbbt ss s s bbb s s ssssssssssansansans 480
4.1.10 diSPlay MEIMOIY-USQQE......ccrurirrrreerereerseresrssesssssssssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssssssssssssssssssssessssssssssssans 481
4.1.17 diSplay MEMOIY-USQQE PrOCESS......cevurerierireureusessereesessessessessesstssssssssssessssssssessssssssssssssssssssssssssasssssssssssssssssssssssasens 482
4.1.12 display MEMOIY-USAQE PrOCESS VIP.....cwerriruerrirerssssensssssesssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssessssassansas 486
4.1.13 display memory-usage threSNOLd.. ...ttt ssss s s snens 488
A.1.14 ISPLAY POWET ...ttt st s st s st s sttt b st bbb se s et eeassnesansentas 490
4.1.15 diSPlay POWET SYSLEIM....iuieeieeieriiireieeeseessisss s st sessas s s s s s s s s s s ssss bbb st s s sssssesassssbs s st essessessssassansanssnsnns 491
A.1.16 dISPLAY SNuervriiriiririeireieeis ettt sss st st s s ss st s s s s s s a s s e AR e A s Rt et na et s sansas 493
41717 diSPlay LEIMPEIATUIE.......ceeceee ettt es ettt s ettt s s eeaneanen 495
4.1.18 dISPLAY LrANSCRIVET .....veieeeeeceereeierieie sttt bbbt s s s s s s s b st s s s s s e b b en bt ensessssesansansans 497
A.1.19 dISPLAY VEISION ...ttt sttt ass st st ss s st ssssss s s s s s s st sssesss s s s st en s s s s s sesssssssssssssssnsnssnsensnsanen 501
4.1.20 display dYiNgQasp CAP@CITY......coceurrurrurrereiriuriirieeseeiseiseeseeseasesstss s isss st ess s sas e s st se s s s eassastss s sssssessssssnsens 504
4.2 Hardware Configuration COMMANTS.........cccceiuruiineeeeerieneeisisssesiesesseessesessssssssssssessssssssssssssssssssssssessssssssssssassessanes 505
4.2.1 DACKUP ELADBL....e oottt st s st san s e snsns 505
A.2.2 CLEAT TOOL-KEY ...ttt ettt b st eenntas 508
4.2.3 display root-KeY CONTIGUIAtION.......ciciueieeieeeieieiste ettt sttt bbb se s s bbb s s esassasssnsnsans 509
A4.2.4 AISPLAY FPS ELADEL.....oeeeeee ettt ettt a s nas 510
.25 AISPLAY FPS SLATUS...ceueeceeieeieieireiretr ettt es ettt eas s ettt et es et s et eeanenneas 512
4.2.6 diSPLay IPS LEMPEIATUIE........eieeieeieieieeieieteeee ettt e bbbt ss s s s s b s bt s s s s s s sassssssnssssnsessnssnsans 513
4.2.7 AISPLAY IPS VEISION.....eieieriirieriieieisisiestssissessssssssss st ss st sssssssssssssssssssssessssssssssssssssasssssassssssssssssssssssssssssssssssssssssssans 514
4.2.8 diSPlay SLlAVe EFAULL.......cueeeeeeee ettt ettt ettt eantas 515
4.2.9 diSPlay SWITCNOVET STATE......ceveicieeeeieeetcie ettt sss bbb s s bbb b es s s s e s st e 516
4.2.10 display super-fast NArdWare STAte........c.ccorrrininere ettt s s ssnsns 517
4.2.17 OSP-MOAULE MEIMOIY=SIZE......oerieieeieeieieireireie ettt sttt es ettt bbb s ese st b et es s s ss et eesseanean 518
Z.2.12 POWET ..ttt ettt ettt ettt ettt e b ettt bt sttt e et b b et ae b e b e bt et st e bt a b e b et A b ettt ae bt et s et et aeae b e bt e st 520
42713 1ESEE SLOT.u ettt bbb 521
4.2.14 5et CPU-USAGE TNIESNOLA.......cuieieeee ettt eantas 521
4.2.15 set MemMOry-Usage tNrESNOLA.. ...ttt s st e s bbb snaes 523
4.2.16 SET OPEIALOI-COUE.....oririrerireirieriee ettt seseesesssss st s s st ssss e s sss s s ss s st st sesssssssssas s st sn s s s esssssssssssnssnsssssesessnssssssssnsnns 525
4.2.17 SET OULPUL-MOAE OSP...uerivrieieieieieireiteseiseas s tsses e ss e essesss s st s s sessessesssse s s st seseeseesseassassasssssstssssessesssan 525
A.2.18 SEE FOOT-KEY ...ttt sttt essse s bbbt ssssesss s s bs bbb e s b s s s bbbt et s s bbb s ebss s s bbb en b s s ssessnsanes 527
A.2.19 SEE IPS FOICE..oueieeeeeeeeete sttt ettt st s s s eSS s e st en s s s s s s s sas s et nen 527
4.2.20 SO LFANSCRIVEN ...ttt sttt sttt st ettt sttt st sttt bbbt ettt bt seeae 528
4.2.271 set tranSCeIVEI-IMONITOIING.....ciiirirerieieisieeeieestses ettt sttt se et se s se s ss st s s s e sas s s senassenssssnsssnsnsns 530
4.2.22 SET VENAOIMAME....cuiiuiiiieineiireireie et eessease e st ses s ssses s s s et ettt st bbbttt baeen 531
4.2.23 SLAVE AEFAULL. ..ottt ea s e skttt 532
£.2.22 SLAVE FESEAIT ... ceuieeeieeeeeieeieeere ettt ea e es e s s st a s bbb bbbttt a s 533
4.2.25 SLAVE SWITCNOVET ...ttt es s s bbbttt 534
4.2.26 SWItCHOVET ENADLE.......oieiee ettt ettt bbb 535
4.2.27 transceiver phony-alarm-diSabLe............coieiieieinieieeisesis ettt ssss s s senens 536
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4.2.28 upgrade 0SP-MOAULE SOTEWAIE........corveerireireireeeeiseseeis ettt sttt ss s s s st ss s s sss s s s st ensnes 537
4.2.29 set 0SP POWET UNINEEITUDTIDLE. .....c.cuieiereeeieieicirei ettt sttt senen 538
4.2.30 super-fast NArdWare @NAbLe...........iiceee ettt bbbt bnes 539
4.3 Information Center Configuration COMMANGS...........coeuririerirrirrineensenenisessssssssssssssssssssssssssssssssssssssssssssssssssssans 540
4.3.1 display actived-alarm NiGheSt-LEVEL..........c ettt st eaeeans 540
4.3.2 AISPLAY CRANNEL....veeeeeeee ettt s bbb s ss bbbt s s s s s s s banen 541
4.3.3 diSPlay AEDUGGING...coiiririeieireie ettt ss s s st st s s st s s s s bbbt en s st s sesas 545
4.3.4 AiSPLAY INTO-CONEET ...ttt s ettt sttt 546
4.3.5 display iNfO-CENLET FIlEEI-TT. ...ttt b st ss s bbbt s st ensessnsans 550
4.3.6 display info-center LOgfile Path........oe ettt ss st 552
4.3.7 display info-center rate-limit rECON.......coouririeee ettt es st eaeeaes 552
4.3.8 display info-center rate-limit threSOLd...........ccoueirieirire ettt s s es 554
4.3.9 display INO-CENEET STALISTICS.....vvriririrririreir sttt ss s sas bbbttt s s s s s s s s s st ensnsanen 555
A.3.10 dISPLAY LOGuu e ettt sttt ea e s s ettt 557
A.3.17 diSPLlAY LOGDUFTEI ...ttt bbbt bbb s bbbt b s san s s 560
4.3.12 dISPLAY LOGFILE.cr ettt st s s s ettt sesa s st tes 565
4.3.13 diSPlay TraPDUTTEI ...ttt bbbt santas 568
4.3.14 info-center aULOSAVE LOGDUTTEN ...t bbb s s 571
4.3.15 INFO-CONEET CHANNEL..cu ettt bbb st 572
4.3.16 INfO-CENTEI ChANNEL NAME ...ttt sttt santas 575
4.3.17 INTO-CONEET ENADLE....... ettt e bbbt es 576
4.3.18 INTO-CONLET FILEEI-I0. ...t et et s e 577
4.3.19 INTO-CONTET LOGDUTTRI ...c ettt sttt ees 579
4.3.20 INFO-CONLET LOGDUFFEI SIZE......eieeieieieee ettt bbbt ss s bbb st esss e s s saes 580
4.3.27 INfO-CONTLEY LOGFIlE PATN.cieieiee ettt sttt 581
4.3.22 INFO-CONTET LOGFILE SIZE....euieee sttt bbbttt 583
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6.11.12 display Mac-address DIIAGE. ..ottt sttt ss st sessessesssanen 1856
B.1T.T3 I MAP DIIAGE .ottt s s st s st s bbbt s s s s s s n s s st ensenes 1860
6.11.T4 INEITACE DIIAGE-I ..ottt s st e s bbb b st s sanen 1862
6.11.15 mac-address aging-time Dridge. ...ttt sas s senen 1863
6.11.16 Mmac-address Blackhole DIriAGe......... ettt s bbbt sssssansansens 1865
6.11.17 mac-address (Bridge-if iINtErfate VIEW) .....cceuiueeeueieieeiceeeeeeesessisss et s s s s s s s sassees 1866
6.11.18 MAC-address StAtIC DIIAGE......c.oveirieciee ettt s s s ss s snsens 1868
6.11.19 MAP Dridge DIrOQAUCAST......veeeeeeerrieeeeereire et tae et s s s s s et s et eeen 1870
6.171.20 reSet Dridge STAtISTICS....covvrurereerrerierieirisiret sttt ss st st sssss s st es s s snsssssssnssnsanen 1871
6.11.21 reset counters iNterface Dridge-if....... ettt bnes 1872
B.7171.22 FOULING 1P wueveiierieerieeeieesietseet sttt ses et es st bbbt sttt sttt a et ettt ae ettt b eeaesnaeen 1874
6.11.23 SHULAOWN (DFIAGE VIEW) ...ttt ss sttt ss e sas bbbt esssns 1875
6.11.24 UNdO MAC-AAAIESS DIIAGE...... ettt ettt sttt 1876
7 WAN COMMANGS....counirrinrinrinnistnississiessissssssisssssssissssssssssssssssssssssssssssssssssssssnssssssssssses 1878
7.1 DCC Configuration COMIMANS...........cceurururereirsineeneinesisesessesssssssessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 1878
70T dIALEE DUNGLE ettt e bbbt es 1878
7.1.2 dialer DUNALE-IMEIMDET ...ttt ettt s s nas 1880
7.1.3 Ialer CIFCULAI-grOUP....veieeieeieirisisis sttt st s st s s s s st st ess s s s s sassse s s st snsesssssessnsansans 1881
7.4 dIAlEr AISCONNECL......veeeeceeeieecieete ettt s s bbbt b b s s s se b s bbb s bt ensesssssnsansansans 1883
7.1.5 dialer @Nable-CirCULAT. ..ottt ettt 1884
77106 IALEE NUMIDE ...ttt sttt st s b s bbb st s s se bbb s s essensesansans 1885
7017 IALEE PIIOTITY . vuceieeieieieir ettt st s ettt s et b sttt b et eeassantans 1887
7.71.8 dialer QUEUE-LENGLN ...ttt ss s bbbttt sesanen 1889
71,9 dIALEE FOULE..... ettt ettt sttt s s b st s s b s s s senns 1890
7.1.70 dialer tiMEr QUEOAIAL. ...ttt ts sttt e bbbt 1892
771717 diQler tIMEI COMPELE. ...ttt sttt b e s s s bbb s st s s s s bbb s s nsssssnsessnsans 1894
7172 dIialer tIMEE @NADLE......c. ettt ettt 1895
7003 dIALler TIMEE TALE ettt b bbbttt 1896
7.71.714 dialer tiMEr Wat-CaITIEE ...ttt ettt sttt b et s s s s e bbb b s s sansas 1897
7.71.15 dIialer tiMEI WaIMMUP ... asssssssssssssssssssss s s s st sssssssssssssssssssssssssssssssssssesssssssssssnssssssssssnsssssnsns 1899
7116 QIALEE USE .ottt sttt bbbttt bbb s s s bbbttt s s s s s bbbt n s s s snses 1900
70117 QIALEI=GIOUP ...ttt st s s s a s bbb e e st ee s e s e s eenneas 1902
77118 ALl FEEIY LMttt ses s bbb s s s s s bbbt ss s s s s s s s s s st st ensessnen 1903

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. XXXV



Huawei AR Series Access Routers

Command Reference Contents
7119 dIaler ThrESNOLA... .ottt s bbbt 1905
7.1.20 dialer-rule (dialer-rUle VIBW) ... ettt ettt ettt et st se s sessasansne 1907
7.71.27 dIiQler-rule (SYSTEM VIEW).....cveieieirieissisiseie s sssssssstsssesssssssas s s bbb s sssessssssssssas s s snsssessessessssasssnsanssnsanen 1908
7.1.22 dIiSPLAY @IALET ...ttt sttt s s s s s s st s s st nee 1909
7.1.23 diSplay INTEITACE dIAler.....cvuieieeeeee ettt ettt 1911
7124 INEEITACE IALEN ettt e et 1914
7.1.25 SEtANADY FOULING=GIOUP...cririeieirireireirientisesasasssstsssssssssssss s ssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssssnns 1915
7.1.26 SEANADY FOUTING-TULE......cieeee ettt ee sttt bttt neaen 1917
7.1.27 standby timer roUtiNg-diSADLE. ...ttt ssssas bbb s snes 1918
7.2 PPP Configuration COMMANGS.......ccoiuieririeririeisisississessessssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssenes 1919
7.2.1 display ppp COMPIreSSION IPNC FEP ...ttt ettt ess s b st bbb sanen 1920
7.2.2 display ppp COMPIeSSION IPNC TP ...uiuiiririeieirieeirite et sessas bbbt esss s s bbb bs s sssssssnssnsansans 1921
7.2.3 display pPP COMPIESSION STAC-IZS.....cuvuierierieriririeisireiseseeseie st s st sttt sssssssss s s s s s sssssssnsns 1923
7.2.4 display PPP INTOMMATION.......oiiieeer ettt sttt bbbt 1925
7.2.5 D address PPP-NEGOLIALE.......cuciueeeeeeeeeieeieiste sttt sas bbb b s s s s s e bbbt et s s s s s sansanses 1931
7.2.6 ID LCP VJCOMIPIESS..c.viueiriueirierieieteisteieeeis sttt st seas st ss st s st b et sseassseas st ae s s st se st e sessessbasseaasseeasseeasseeassneans 1932
7.2.7 LINK-PIrOTOCOL PPP.cuceuerrerieieriirisieineisiseiseis sttt ssss sttt s st ese s et se st s nsesssassastns 1934
7.2.8 PPP QULNENTICAtION-TNOAE........oo ettt ss sttt s s bbb s s ssessnsanen 1935
7.2.9 PPP CHAP PASSWOIT.....eeeeeierierieeieisieirsesetsessass st sssssss st ass s s s s st sssssssssssss st sssssssssssssssssssssssasssnssssnsssssssassnnsns 1937
7.2.10 PPP CRAP USEI ettt sttt ta s st bbb bbb bt seanesesaebanens 1939
7.2.17 PPP COMPIESSION IPRNCucerierieieciciieieieee ettt bbbt ss bbb bbb bbb s s bbb s s sssessesansans 1940
7.2.12 ppp cOMPression iphC rP-CONNECLIONS.........cccoveiririireeirisereeseses sttt sesssss sttt ssssssssssssssssanen 1942
7.2.13 ppp cOMPression iphC tCP-CONNECLIONS. ..ottt ea et st ss et 1943
7.2.14 PPP COMPIESSION STACLZS....ueeieierierieisisieeie sttt sessas bbbttt ss bbb bbb s st s s sasbsssansnsnen 1945
7.2.15 DPP IPCP ANS.ceritiiririerieisieiseisees st s st sssa s s s s s s s ss s s s s s s s st se s s s s s s s st e s st enseasnsssssnssnsasssnsnes 1946
7.2.16 PPP iPCP ANS AAMUE-ANY ...ttt ettt ettt ss st s sttt seeanens 1947
7.2.17 PPP IPCP ANS FEQUEST. ..ottt e s sssas bbbt st ssss s s bss s bs bt sssesssssessssasssnssbssensensessessesanen 1949
7.2.18 ppp ipCP remMote-address fOrCERA. ..ottt st ssssss s st st sssnssssssssssssessnsnes 1950
7.2.19 PPP IPCP AETAULL-TOULE.....oeeeee ettt sttt anenen 1951
7.2.20 PPP KEEPALIVE FELIY-TIMES.....ceieeirieirieteeteee ettt bbbt sa s bbb bbbt se bbb bbb ensessnsans 1952
7.2.27 PPP LCP r€MOLE-IMIU FOFCEA. ...ttt s s sas st st snsnssessnsanen 1953
7.2.22 PPP PAP LOCAL-USEI ...ttt s bbbttt s et eanenns 1955
7.2.23 PPP PEEI NOSTIOULE-SUPPIESS.....ovuiveririrererserienisssssssssesesssssssssssssssssssssssssssssssssssssasssssssssssssssssssssssssssssessessessssanes 1957
7.2.24 PPP HIMEE NEGOTIATE. ...ttt sttt bt sttt seastseastseantnans 1958
7.2.25 FEMOTE QUUIESS........ ettt ettt sttt as st 1959
7.2.26 reset ppP COMPIESSION TPNCu.uuuiiieieeieciieicieiesieiesieeeseste sttt sss bbb s s sss bbbt s s s s s sansanses 1961
7.2.27 reset PPP COMPIESSION STAC-IZS.....oiriuririririreiriereinesisss st sssessss s s sttt sssssesss s ssssssssssssssssssssssssssssssnes 1962
7.2.28 LIMEE NOLA (PPP) .ottt ettt ettt s ettt ae st st s s s st e s s sastesessasantesann 1963
7.3 MP Configuration COMMIANGS........c.ccveururieeenieeieeisisiisisisssessesesssssss st sessssessssssssssssssssssssssssssssssssssssssssssssesssssnsanses 1964
7.3.71 display iNterfate MP-grOUP......cooeoruriirririerieririsieissiseseessas st ss s ssssssssssssssssss st s sesssssssssssssssssnssssssssssssssssesanen 1964
7.3.2 display interface Virtual-teMPLAte......co ottt sttt es st 1967
7.3.3 ISPLAY PPP MP ettt sttt s s s s s bttt e s s s bbb bt se s s s s s b s b s b s s s ebsessebassssssss st ensessnnans 1970
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7.3 AISCIIMINATON ..ttt ettt b bbb st et 1973
7.3.5 INTEITACE MIP-GIOUP ..ttt st sttt es et b b eaen 1974
7.3.6 INLErface VIrtUAI-TEMIPLALE. ...ttt sas bbbttt sas bbb bbb s s sansans 1975
T.3.7 PPP MNPttt ettt ettt bt es ettt sttt sttt s bbbttt e bbbttt ettt ettt b bt eae 1976
7.3.8 PPP MP DINAING-MOAE.......ooiiiiiir ettt sttt st esas s sas 1978
7.3.9 PPP MP ENAPOINT ...ttt e s s s bbb st s s s bbbt s s s s s s s sas s s en st st s s sasssnsansanens 1979
7.3.10 PPPp MP FragMENT @NADLE.......ooeecee ettt ss s bbbt sae s 1981
7.3.17 ppp MULEICHASSIS=MP ENADLE.......coieie ettt 1982
7.3.12 ppp MP least aCtiVe-LlINKNUMIDET ...ttt bbb ne s saen 1983
8 T G T o o o 3 o o 3 1 OO P TP 1984
7.3.14 PPP MP Ui deLaY-PeI-frag.. .ottt sttt bttt 1985
7.3.15 PPP MP MAX-DING..eieiiii ettt s bbbt s s s s sansensas 1986
7.3.16 PPP MP MIN-FrAGIMENT ...ttt s st ass st s s sss s s s st ensenssssessnsas 1988
7.3.17 PPP MP FEOFAEI-WINAOW SIZE......eieierceriereeineieieeseireiseeseae s sssessase s s s s st s s essessess s s st se s eseessanssassnns 1989
7.3.18 DPP MP MNP -GFOUP.ucetriiuiiriririeieesirieeteaststaeaesststassesstseseassesstasassesstataesesetstasaesettasaesesataeasbetstatassetstaeasassettasassettacassas 1990
7.3.TO PPP IMP USEI ittt sttt st sttt sttt bt s bttt st s ettt b et s et st st sebetseacsesas 1992
7.3.20 PPP MP VIrtUAL-EEMIPLATE. ..ottt 1993
7.4 PPPOE COMMANGS....coiimiuiieiureuneireieeeueisessesseasessses e sssessesesssessebs st s s e s s e es b e ts st st s et sesseesse s baneasesas 1996
7.4.71 display PPPOE-ClIENT SESSION.....cvureieriirieririe st seessessssesss st sss st sssass st ss s st ssssssssssssssssssssnssssssssssssssssnsanen 1996
7.4.2 diSPlay PPPOE-SEIVEL SESSION.....oiuieiuriueueeurieireeretseestaseaseseesesssbssesessessesseas s sss s s s s sessessesssassesssseesesseesssassnssssssssssens 1998
7.4.3 ppp keepalive iN-traffic CNECK ..ottt bbb ss st bbb nen 2000
7.4.4 pppoe-client dial-DUNALe-NUMDEN..........co.ovirieeeeree ettt sssssss s s s st sas s s s ssnsas 2000
745 DPP LCP SN @CCEPTE ettt ettt es st st s et ettt s eas 2003
7.4.6 PPP LCP IMST QCCEPTE. ...ttt sttt bbb st ss s bbbt s s s s bbb bt en s s s bassanssnbans 2004
7.4.7 pppoe-server bind VirtUal-teMPLALe.......co ettt sttt sss s sassnses 2005
7.4.8 pppoe-server MaxX-S€SSIONS LOCAL-MAC. ...ttt sese et et st s s essess s ssssssesses 2007
7.4.9 pppoe-Server MaX-SESSIONS tOTAL......cviieiririeieierieiesieseeiese sttt esee s sse s st s st ssssss s s bt en s sesssssnsansans 2008
7.4.10 PPPOC-SEIVEL SEIVICE-NAMIE.....iiuirirriretrestresesestseastseasesesetsesstsesetssstassetassseasssessssessssssstsesstsssetassesassesassssassssssssaens 2009
74717 PPPOEC-SEIVEL LOG ENADLE. ...ttt e sttt b e sses 2011
7472 FESEE PPPOC-CLIENT ..ottt sttt s bbbt s e sa bbb b bt s s s bbbt st nsssessnsanen 2011
T 473 FESEE PPPOC-SEIVE ....oeeuietriicuetetrteaete sttt b sttt b sttt bttt sttt st s bt a b e bt se bbb aesebetseacaesetes 2013
7.5 ATM Configuration COMMANS..........ceurueurireuniereiriiecieeeisese e iseeseestasese s st sssss s sss s st s sssseesssassasssssssnns 2014
7.5.7 QtM-CELL GOS ENADLE.......ceeee sttt bbbt s bbbt s bbb nen 2014
7.5.2 @UMI=LINK CRECK ettt bbb e e bt 2015
7.5.3 dESCIIPLION (PVC VIEW) ..ottt ettt ss st s s an s s s s s s senes 2016
7.5.4 display @t INEEITACE. ..ottt ettt bbb s bbb bt s s s snsas 2017
7.5.5 display @t MapP-iNfO.. ...ttt s s s s st ss bbbt sns st s s saen 2019
7.5.6 diSPlay @M PVC-GIOUP ..ottt et es sttt ettt s s sanen 2021
7.5.7 diSPlay @t PVC-INTO. ..ottt bbb sa st s s bbbt en s sanen 2023
7.5.8 display atm PVC-INTO STATISTICS. ....cvririeieirireirrr ettt s st 2026
7.5.9 €NCAPSULALION (PVC VIEW) ...cuieiierieeciesiceitieitte ettt s s s s s s s s ssssesssssssssssassssssssssssessssesssssssnss 2027
7.5.T0 INTEITACE @TM ettt eb s e et bbbt ene s 2029
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T.5.1T D ASCP ettt sttt st s s s eSS A e s eSS R Rt a s nne 2031
7512 1D PrECEAGNCE. ...ttt st etttk b et st eens 2033
7.5.13 MAP DGOttt bbbttt a bbbt b bbb s bbb s n s s st 2036
7.5.14 MaP Dridge DrOQUCAST.....covreeeeireeire ettt sttt sss sttt st st ssssssssnsansnns 2037
T.5.15 IMAP 1P ittt sttt e bbbttt ettt 2039
T.5.T6 IMQAP PPP-weereneererireeueirinieiesetsteiessestseetsesteassesstaeaesesst st s st stseasae s et tasaebetetaeae b et et st st et s et aeb et et ae b et ettt a et ettt et et et aebettaen 2041
7517 0AIM @ISttt s b bbb bt 2043
7.5.18 0@M CC ENA-T0-ENG.....iiiiiieee ettt ettt b e seeseeae s 2044
7.5.19 0QIM LOOPDACK ...ttt sttt bbbt b bbb s s sa bbbt s s s s s s s s bbb s s st ensesanen 2045
7.5.20 OQIMIPING PVCeriuiriuririririneirisitieistisitasistasesas e sssessastsssstsssstassstassesas s tassssssssas st asssesssassstsssetsssetassetssstassesasssssssasssssens 2046
T.5.27 PVCuiiiiiirietreesee sttt ettt st bRttt et sttt ae s b 2047
7.5.22 PVC-GIOUP ettt et ettt sttt s e s st st s s b st et ae bt et ae et e bt ae s et et aeae b et taeae b et et et ae b et st e aeb e b et asb et et easseteteen 2050
T.5.23 PVCPIOTECE ...ttt ettt sttt sttt st b ettt ettt ettt b et ntaen 2052
7.5.24 DUC MAX-NUMDEN ...ttt st s st s bbbt sttt et ensees 2053
7525 PUP LMttt ss s bbbt s bbbttt s s e b b s bbbt en s s s sanbansas 2055
7.5.26 FESEE @Mttt s s e e s e e 2056
7527 SEIVICE TN ettt ettt 2057
7.5.28 SEIVICE UDT ettt bbbt 2058
7.5.29 SEIVICE VDN ettt bbbt 2059
7.5.30 SEIVICE VDIt ettt s b enen 2061
7.6 Frame Relay Configuration COMMANGS..........c.ceuceurieimirsinsineensieissssssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssnses 2063
761 QAPPLY POLICY ettt sa s st s s s e s e Rt aen s s s sanen 2063
7.6.2 CDS OUEDOUNG. ...ttt st ettt 2065
705.3 Gl ettt e s AR R AR E ettt 2066
7.6.4 CIr QlLOW OUTDOUNG.....ociiiiii ittt 2067
7.6.5 dISPLAY 1 ClaSS ettt bbbt es ettt 2068
7.6.6 display fr COMPIESSION FrTO........cuiieirieeireee ettt ss bbb bbb s s b s sa s banes 2070
7.6.7 display fr COMPIESSION IPNCueuieieciririeierie sttt s st nssssessnsas 2072
7.6.8 dISPLAY I dELu.ereeieeee ettt stk ea et 2075
7.6.9 display fIr fragmMeENt-iNfO......orcce ettt bbbttt bbbt aen 2076
7.6.10 diSPlay fI ALCI-SWITCN. ..ottt sss sttt ssssas s sensas 2079
7.6.17T diSPlay fI INAIP-INTO ..ottt ettt saen 2080
7.6.712 diSPlay fI INEEITACE ...ttt bbb s s s s s bbbt ensessenans 2081
7.6.13 diSPlay fI IMI=iNTO. ..ottt st ss bbbt s st enen 2083
7.6.14 diSPlay I MAP-INTO.....oier ettt st es sttt 2085
7.6.15 dIiSPlAY fI' PVC-GIOUP...cvuiieririeieieteeteseeete sttt sss bbbt s bbbt s s s s s b bbb sessesassan st 2087
7.6.16 diSPlaY fI PVC-INTO...u ittt sttt bbbt s st s s snn s s 2090
7.6.17 diSPlay fI STATISTICS ..ttt bbbttt bbbt st esetans 2092
7.6.18 diSPlay fI SWILCN-TADLE. ...ttt s s bbb s s 2093
7.6.19 diSPlay INTEITACE MIT ettt bbbt s s s s sansns 2094
7.6.20 dISPLAY MIFT ettt et bbbttt 2098
T08.271 £ ClASS.eueeteeeece ettt sttt s e e AR ettt eeen 2101
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7.6.22 1 COMPIESSION fITO. ..ottt bbbt s s bbbt s s s s s st st s ses 2102
7.6.23 fI COMPIESSION IPNCu.ciieieiii ettt ettt e bbb bbb es e saeen 2104
706.24 f1 A8 AL ettt e e R ARt b ettt 2106
7.6.25 fr del iNDOUNA-INTEITACE ..ottt ettt 2107
7.6.26 T AEL PrOTOCOL ID..uueeieieeieeieieieiree ettt ettt bbbttt ee s sanen 2108
708.27 £ LG eueureeeeeee ettt ettt s ekt 2111
7.6.28 fI ALCI-SWITCN. ..ottt b bbbt 2112
70629 FT NP ettt R ARttt ettt 2114
7.6.30 f1 INTITACE Y POttt bbbt s s bbb bbb s s b b e bbb a s s s s s banen 2116
K S0 I 10 T Yoo OO P TP SP PRI 2117
7.6.32 fT P PrECEARNCE. ...ttt s e s s ettt bbbt anens 2119
7.6.33 1 LM NBOT LR ettt s e bbb 2121
7.6.34 F1 LM NBO2ACE... oottt s e bbb bbbt 2123
7.6.35 1 LM NBO2ALE ..ottt ettt s st nne 2124
7.6.36 I LM NBOBACE. ...ttt bbb s s a bbbt s s bbb bbb s s s s s sas 2125
7.6.37 F1 LM NBOBALR ..ttt e bbb 2127
7.6.38 fI UM 1392ACE...... ettt s es s a bbb sane s nsaees 2128
70639 F1 LMl £ POttt bbbt s bt s A baessbebssn e s e ettt e e 2130
7.6.40 FT MNAP DIIAGE ottt s st s st s et rnsas 2131
T 64T T IMI@P TPttt ettt s et a ettt ettt enetas 2133
7642 FI INAP PPP.rrerrerrerririririisissisisssssesssessssssssssesssssssssssssssssssssssssssssssssssssssnsssssssasssssssnsssssssssssssassassssssssssssessesassasssssasssssnes 2137
7643 F1 PVC-GIOUP.c.eieirieririreirsiseeeesase st ssse s s s ass s st ssss s sss s st ss s s s s e s e s s s s s s s st et esssasesssssssans s snsensssssssssnsns 2138
T 6. 44 fT PVCPQuuueviereuineireireineireis sttt te s eas st st st st s ekt R e b et bbbtk b et bnen 2139
T 645 T SWIECN..oeeeee ettt bbb b b s s a bbb AR R ettt saen 2141
7646 T SWILCNING ...ttt sttt s et es s snn s senen 2143
7647 A1 AT IC-SNAPING ettt ettt 2144
7648 FrAgIMENT ..ottt bbbt s eSSt e AR A b At e st sa st 2145
T06.49 fT-ClasS. ettt e bbb 2146
7.6.50 INEEITACE M ettt bbb s bbb bbb bbb en s s st s s senes 2147
7.6.5T LINK=PIOTOCOL fluuerieieeieiiiiicteete ettt st b bbb bbb bbb bbb s s s bt b s sneas 2149
7.6.52 LINK=PIOTOCOL fI MIfT ettt sttt bbbt st s st et snsnssnnnns 2150
7.6.53 MIT DUNALE-NAIME....cee ettt et bbb bbb bbb snee 2152
7.6.54 IMNFE FLAGIMENT ..ottt ettt bbb e s bbbt s sttt s s s s s st 2153
7.6.55 MIT FrAgMENT-SIZE... ..ottt sttt s sttt s s sse s senen 2154
7.6.56 MNTT LINKANAIMIE..c.iiitiiitee ettt st b s s s s st s st s s sebansnes 2156
70057 INET FOEMY .ottt s bbbt s s bbb s s bbbt s s a b s bbbt ensenee 2157
7.6.58 IMIT TIMEE @CK .. ittt b sttt 2159
7.6.59 MFT LIMIEE NELLO ...ttt bbb s bbb a s s ess st sassesassenansees 2160
7.6.60 MFE WINAOW-SIZE.......coerieereiiirieeeeteeieisisis sttt s bbbt as s s sas bbbt ss s s s bbbttt se s s s e s bans e 2162
T 6.6 PVC PG cueiriecuetrieeieieist ettt sttt bttt bt ettt sttt Rttt b ettt b ettt aen 2164
70662 FESEE I INAIP.cuuieieieeereitr ettt ettt sttt bbb a e saeen 2165
7.6.63 ShULAOWN (FR INTEITACE VIEBW) ...ttt sttt e s s sasasssssnasasans 2166
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7.6.64 shutdown (FR SWITCNING VIEW) ...ttt sttt ssssss s s sssssssssssssssssssssssssnsenes 2167
7.6.65 timer Nold (FR INEEITACE VIEW) ..ottt sttt sas s s sas s sesasanaenas 2168
7.6.66 traffic-Shaping Adaptation.......cc ettt s s bbb s s bbb ns st ssesans 2170
7.7 HDLC Configuration COMMEANAS........ccoveiriririrersirresseneesssnessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassans 2171
7. 7.7 dISPLAY NALC @I O ettt sttt aneas 2172
7.7.2 disPlay NALC SEALISTICS.....cveveieirieieri ettt sttt sa s s bbbt s s s s s bbb s ens st ensesanen 2173
7.7.3 LINK-PrOTOCOL NALC. ..ottt sttt ss s ss s st ss st st ens st ensnsanen 2174
774 IMEI NOLA (HDLC) oottt et et ae et se s se st et s s st s s s e st sasastesesasansesesanas 2175
7.8 LAPB Configuration COMIMANGS.........c.oueveieieiriiniesinsessiesenssssssssssssssssessssssssssssssssssssssssssssssssssasssssssssssssssssssssssansans 2176
7.8.1 LaPD MAX-TTAIME ...ttt sttt s s sttt e s s bbbt st eesssessnsansnns 2176
7.8.2 LaPD MOAULO....eeee ettt ettt 2178
7.8.3 LAPD FBEIY oottt bbbt a e bbb s AR e At et b st 2179
< T o o I 0 =T OO PP PRSPPI 2180
7.8.5 LaPD WINAOW-SIZE........oeiee ettt st bbbttt enae s tas 2182
7.8.6 LINK-PIrOTOCOL LAPD...ccoeieieciceceeeriscs sttt s bbb ss s bbbt s s s s bbbt ensssesans 2183
7.8.7 diSPlay LapD SLATUS......cuieeee ettt ss sttt s st 2184
7.8.8 1ESEL LAPD STATISTICS....ueuuiueieeiieeieie ettt bbbttt 2185
7.9 X.25 Configuration COMMEANGS........cccciueeeeeeeierieirirnissiesessiesassessss s sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnsanses 2186
7.9.7 diSPlay X25 @liaS-POLICY...ocrururrrirrerreriniirisisisiss sttt ss e sass s s sss s ssssssssssssasessssssssssssssssssessssssssssssssssenes 2186
7.9.2 dISPLAY X255 MAP . ettt ettt s ettt bttt b et 2187
7.9.3 display X25 SWItCN-taDLe PVC.....oiieieeieeieeieieeses ettt s bttt ss s s s banes 2189
7.9.4 display X25 SWItCN-taDLE SVC......vieirieririer sttt sss st ssssss s st nsensees 2190
7.9.5 dISPLAY X255 VG euiirieieireire ettt ettt st sttt 2191
7.9.6 dISPLAY X25 XOT.uvuiuiiiieeeiieiieisisis sttt st st s bbb st s s e bbbt s s s b s bbb st en s s s e s b ban s st enen 2194
7.9.7 LINK-PIrOTOCOL X25.....c ettt tssss s ssss s st s sss s s sas st et sess s s s s ssss st s s st sassssssssssnsansnnses 2195
7.9.8 FESEL X25 COUNTEIS.....iuiieiiecireieir ettt ettt sttt bttt bttt baeaen 2197
7.9.9 FESEE X25 VC.ouiuiiiiiiricirictrectrectreetseeetsese ettt st s sttt sttt bttt ettt sttt btae 2198
7.9.T0 FESEE XOTu.eieeietrect ettt ettt sttt sttt s s s e s eeaeseeneneenc 2199
7.9.TT X25 @lIaS-POLICY ceueureurirerireir ettt ettt sttt ettt enetans 2200
7.9.12 X25 CAll-FACIlItY.ouevrrrireeeeeeeieieieisis sttt sttt ss st bbbt s st ae s bbbt s s s s b s bbb s s s s st ensesansans 2202
7.9.13 X25 d@fAULIE-PIOTOCOL ...ttt sttt as s s srs st nens 2205
7.9.14 x25 facility packetsize-windowsize compatible enable............ooninincnneree s 2206
7.9.15 X25 igNOIre CAlle@A-adAIESS......ovivreieeieeierieieieies sttt sss bbb s st ss s bbb s e st sssassansanaens 2207
7.9.16 X25 igNOre CalliNg-adaIESS.......vuverireeireiririeisisiseeesis sttt sss st s s sas bbbt st ss s s s sanssnses 2208
72917 X25 IMAP ettt st ts et sttt a bttt bttt es 2209
7.9.T8 X25 MOAULO ..ttt st bbb et 2214
7.9.19 X25 PACKEE-SIZE.c...ereeeeeereereeieie sttt as s bbb st ss st se s s s s s et et sensessssansrnsas 2215
7.9.20 X25 PVCuuiiiiriirireieineieieisieisee sttt tses ettt sttt sttt bttt ettt 2217
7.9.2T X25 QUEUE-LENGEN ...ttt bbbt s bbb bbb s bbbt e 2220
7.9.22 X25 1€CEIVE-TNIESNOLA. ..ottt et bbbt 2222
7.9.23 X25 respONSe Called-adress. ...ttt sttt saesas 2223
7.9.24 X25 reSPONSE CAlliNG-a0AIESS.......ouiuivieeieeeeierieie sttt bs st sss s s bbbt sssssssssasbss s st ssssssssesanen 2224
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7.9.25 X25 r€Vers@-Charg@-aCCEPTE. . .ottt ss s sss s st sttt ssssssasssnssssensensssssssnsns 2225
7.9.26 X25 FOQ-LISTou.uiuieeierieirieicieiste ettt ss st sss s s et s s s s ae s s bt b s s st b s s bbb s e et ae st nee 2226
7.9.27 X25 SWILCR PVC..eriuiiiiiieeieieeicieces ettt ssae bbbt bbb bbb s bbbt b bbb s e 2227
7.9.28 X25 SWILCN SVC.uucuuiiiiniiiireieiineireieiieie et esses sttt st e e bbb sttt 2230
7.9.29 X25 SWILCN SVC XOT...eiieriieeirieieteicteesteestess ettt st st es sttt ss st ssss s s s s s ses s sessssessssessssessstesassessnsensnsnsns 2232
7.9.30 X25 SWILCRING. ...ttt se s bbb bbb s s s bbb s s s s b s sanbanbenenes 2235
7.9.37 X25 TIMEE NOLA.eeiiiier sttt e e b b st 2236
7.9.32 X25 LIMEE TLE.ceeeeeee ettt et ettt st b s s e s st nes 2237
7.9.33 X25 LIMEE TX0..uvierieieieeieiieiieiteeaeeseteseets sttt et se e ss e e s ss s s s e bbb s e s s seaae s s s s s sensssnsssnassnsnsns 2239
7.9.34 X25 TIMIEE EXT ottt ettt b bbb s b et e 2240
7.9.35 X25 TIMBE TX2ueeee ettt sttt ettt s et e s st s e ss st e eas s s et e s assesesssansssnsaens 2241
7.9.36 X25 LIMEE TX3B..uiieieieieieiriei ettt sttt ettt b st s b se bbb et s e as et as e s s s b en s b s s s s s snsnsas 2242
7.9.37 X25 VO POI-MAP ettt sttt sttt ses sttt s e ettt s et s et bttt bttt bt et se b st aea b etaeaes 2244
7.9.38 X25 VC-TANGE...coiirieiricirieirtetsti ettt sttt s sttt ettt bt bt ettt 2245
7.9.39 X25 WINAOW-SIZE.......ocvrererereeriieieisiesiesesetsssssssssss st sss s sssssesss s st s st sssssssssssssssssessessssssssssassassessesssssesssssssassansanens 2248
7.9.40 X25 XT27T-a0AIESS....cocereeeeereireieeireiseie sttt ssstb st ssseb sttt e st b ettt et 2251
T.9.47 X25 XOU PVCuuiriuiiiieiriieineieintieieis sttt ettt ettt et et et bt bttt bbbt etas 2252
7710 IP-TrUNK COMMANTS....oriririirirririesieieeiessses st sesessssssssssssssss s ssesssssssssssesssssssssssssssssssssssssssssssssessessssssssssassnsessssnssnses 2255
7.710.1 display INTErfACe IP-TrUNK ..ottt sttt sttt s s san s senen 2256
7.10.2 display trunKfWAEDL iP-TrUNK......c.ocueieeirecrer ettt ees 2259
7.10.3 display trunkmembership iP-trUNK..........ccooiieieieeieisie sttt s e ssssansanes 2260
7.710.4 diSPlay trUNK MBSOUICE.......cvveererirerieriereesiesse i ssssssssasssssssssss s sssssssssssssssssssssssssssssssssssssssssssssssssssessessssssssssssssssnssnns 2261
7.710.5 INEEITACE IP-ErUNK- .ottt ettt bbb sanen 2262
7708 IPEIUNK. ettt bbbt s s s bbbt s s s s b s bbbt b s s s s b bbb s s s st s s sansas 2263
7.10.7 least active-linknumber (IP-Trunk iNtErface VIEW) ..ottt seeaes 2265
7.10.8 L0QA-DALANCE. ...ttt ettt s s bbbt e s et e st s s s s s s e s s s et enantenans 2266
7.10.9 reset counters iNterface IP-TrUNK ...ttt bbbt s s bbb s e 2268
7.10.10 shutdown (IP-TrunK INTEITACE VIEW) ..ottt sttt st st sttt saen 2269
7.10.17 trunkport (IP-TruNK iNtErfACE VIBW).....c.oveuieiceicecirceeeese sttt sttt st s sttt et ensssessssenans 2270
7.17 ISDN Configuration COMMIANGS........c.coueieiiriierereenienieisisssisseesessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessnses 2271
707171 dIAler ISAN-LEASEA. ...eeceeeeeeiree ettt ettt 2271
7.171.2 dialer iSAN-LEASEA T28K......cccoueeereeeeiieirieieieesieisi ettt se st ss s s s s st essssesssssssssesssssnssssnsssssssssssessssasans 2273
7.11.3 display iSAN ACtIVE-CRANNEL.......ouieeeeeeeiee sttt ss s bbbt sess s s sanen 2274
7.7171.4 diSPlay iSAN CAll-INFO....iuieieeeeeieiries sttt ss sttt s st s snsnens 2276
7.11.5 display iSAN CAll-FECONM......cieeerereireeeeee sttt sttt saesas 2285
7.711.6 display iSAN dSST-PAramMELEIS........oueieieirierieereteeiesesissse sttt sess s bbbt sssssesss bbb s st essessssssssnsanssnsenen 2287
70117 ISAN DCN@SSIGN.ceieiieiet ettt sttt s st s st s s s bbbt et s sssssssnsansans 2290
7.711.8 iSAN DCN-L0CAL-IMANAGE....... ittt bbbt ees 2292
7.7171.9 iSAN DCN-SELECE-WAY ..ottt bbb sa bbb bbb s ss s b st s s s s s s s sa st 2293
717110 SAN CAllO-NUMDBDET ...ttt sttt e e bbbt 2294
T T 07 0SAN CALLING ettt ettt ettt 2296
7.11.12iSAN ChECK-CAll@A-NUMDEN ...ttt sas bbb s b ens s s sanen 2297
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71113 0SAN CRECK-EIMIE...ceiiiiiiree ettt e sttt et 2298
T 0T T4 0SAN CrLENGTN ettt bbbttt een 2299
7.17.15 iSAN IgNOIE CONNECE-ACK.....cuitiiereeierieeieisis sttt s st sssssssss s bbb s s s s sssssesssssss s ssssssessesssssesanssssnsnsnns 2301
7.11.16 isdn ignore SeNAING-COMPLELE ......oovereereiereririeeisie sttt sss s s snens 2302
T0TT7 0SAN LBoiMIBE ettt ettt b s bbbt se b s b s st s b s b s s s s s s s sassesansesansenansees 2303
771708 0SAN LINKMOAE.....ceeeeeee sttt st s bbb bbb s s s s bbbt s st ae s s s s bnen 2308
7.717.719 iSAN NUMDEI-PIOPEITY ...ttt ss st ss s sttt sssssssss bbb sns s sssssassssssssssnssnsnnens 2309
7.11.20 iSAN OVEILAP-TECEIVING.....cueureerieietttreiriee ettt sttt st s sttt bbbt st s e sassenen 2312
7.711.27 iSAN OVEILAP-SENAING ...ttt bbb bbb s bbb b as s s e bbb e 2313
7.7171.22 iSAN Pri=SlPWINA=SIZE...eo ettt s st sss s st st ssssssass s st en s sensessnsas 2314
7.11.230SAN 92T -POIMANENT ...ttt ettt se st s sses st s e bbb s s es et as st e s ess st eesesaen 2316
7.17.24 1SAN SENA-TESEAIM . ...ttt bbb ss s bbb s st se s s s bbb s bt ensessssanssnsansans 2317
717125 SAN STATISTICS e eveereeicireieeieire ettt ts sttt bbb bbbt 2317
7.171.26 PEIMANENT-ACHIVE. ...ttt et sttt bbbt ettt 2319
7.12 Modem Configuration COMMANGS..........c.ceurueieeiriirrinsireiesesss st sssssesss s s sss s sssssessssssssssssssssssssssssessessnsans 2320
70271 INOARM .ottt ettt ettt e e bbb s bbbttt 2320
7.12.2 MOAEIM QUEO-GNSWE .....eeeueeeereieieeeeeeaseaseseessastsetsessesseassas st s s s sssessesseassas st se s s s s sesseasessssssassessesssssessenssnssssssnsns 2321
7.712.3 MOAEIM LIMEE @NSWEN ...oveiireerieiieieeieeisiss st assss s s sss b ss s sssssssssssssss s b ss st esssssesssssssassssssssssessessessssansansassensnns 2322
T T 2.4 SENAAL ..ottt e bbbt 2323
7.12.5 service Modem-CallDAcK. ...ttt 2326
7.13 RTC Configuration COMMANGS.........ccueueieererirrreisinsiesesiessssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssnses 2327
70301 QUEO-CLOSE. ...ttt e bbbt 2327
T 013.2 QUEOLINK ettt sttt et bbb s bbbt bbb s s nae 2328
7. 13.3 dISPLAY @ittt st bbbt s s a bbbt s s a bbbttt s st nen 2330
71304 FESEE A SLALISTICS...vucereeeeeeceeccre ettt ese et sae st et esee s nas 2334
7.13.5 rta broadcast master-interface ENable........... et ees 2335
7.13.6 rta broadCast SlaVe-INtEITACE. ...ttt bbbttt s bbb s neensessnsans 2337
7.13.7 112 1EC-SEIVET LISTEN-POMt...cieieeieiricireeieteee ettt ss st sss bbbt s st s s sas s en s st sesessssssssnsansnns 2339
7.13.8 1@ SEIVEI ENADLE ...ttt bbbt sttt et 2340
7.13.9 12 LEIMIPLATE. ..ottt sttt a bbbt s e a bbbt s s bbbt et b et 2341
713210 FEA EOIMINAL ettt ettt ss bbb e e bbbt bbb 2342
T 03T ECP KEEPALIVE ...ttt sttt bbb eeanean 2344
701372 £CP NOAELAY ...ttt sttt b st st ss s s s bbbt s s s bbbt st en s s s s s s s bansensas 2345
7.13.13 £CP NOAELAY ENNANCE. ...ttt ss st st sas e s s s s s s s s st sesnsssasssnsssssnsensnes 2346
70314 ECP FEOVDUT-SIZE ..ottt sttt ses 2348
71315 £CP SENADUT-SIZE....oeieiieeee ettt bbbt s bbb bbb e s s ba bbbt ensnssen 2349
71316 VEY FEC-CLENT FEMOTE.....oeieeee ettt sttt ss s st ensnnsessnsas 2350
71317 VEY FEC-SEIVEE FRIMOLE.....eieciieciiecereictr ettt sttt et ettt sttt bbbttt 2352
7.14 CESOP Configuration COMMANTS.........ccoeurveiuiineeeeenienieisssses e sesssessesssssssssssssssssesssssssssssssssssssssssssssssssssassssssssnsnns 2354
T 14T CESOP COMMECT ...ttt ettt sttt ettt ettt sttt st b et et b et acae bt st betetasacseta 2354
7.14.2 cesop tdm-enCapsUlatioN-NUMDEN ...ttt eeaesas 2355
7.14.3 CESOP JILOI-DUTTEI .. oottt bbb bbbt bbb s s senes 2357
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7.14.4 display CESOP CONNECE INEEITACE.......corirereeirireire sttt ss st st s s s sssssssensenen 2358
8 IP Service COMMANMS........ccceeuiererruierensunsssnsnnessesasessessssssssassssssasossossssssssssssassasossssasssssssssss 2360
8.1 IPv4 Configuration COMMANGS.........cc.ceueieririrririereessesssesssssssssssssessssssssssssssssssssssssssssssssssssasssssssssssssssssesssssssssssnsssnns 2360
81T IP @AAIESS ettt sk R Rk s ettt 2360
8.1.2 P AddreSS UNNUMDBEIEA........ouovirieirireireisieeieeieie sttt sss s s sss st st st sssssssssssssssssensssssssssssssssnsanen 2362
8.1.3 dISPLAY 1P INTEITACE ...ttt sttt a bbb bbb s b bbb st ensesannans 2364
8.1 4 dISPLAY INTEITACE. ...ttt st ss st s s et s st sseanassssnsansas 2370
8.2 ARP Configuration COMMANTS.........ccovurueiuierieesenienieisisisssssissesssssesssssssssssssssssssssssssssssssssssssssssssssssssssessssasssssssssssnes 2382
8.2.1 arp deteCt-MOAE UNICAST....ccevcieeecieeecireeieeis ettt s sttt bbb s st s s s s bsn s s sesansenas 2382
8.2.2 AP AELECE-EIMES. ...ttt bbb s s s bbb s s s s s st st ens st st sanen 2383
8.2.3 AIP EXPITE-TIMIE .ottt ettt ettt sttt et b et ae bt et reanaes 2384
8.2.4 arp learning multicast €Nable (SYSLEM VIEW) ...ttt sssssssasssesns 2386
8.2.5 AIPPING I Pttt sttt et R AR A AR e e ARttt s et eens 2387
8.2.6 QTP PING IMACu.c ittt e st ts s sessssssssesstsssssesessssssesassssssesssssssssssssssssssassssssssessssssesessssssssessssssseses 2388
8.2.7 AIP-PIrOXY ENADLE......e ettt bbbttt s Rt s e aen 2390
8.2.8 arp-proxy inNer-sub-v0lan-proxXy ENabLle............. et ess s sass st 2391
8.2.9 arp-proxy inter-sub-vlan-proxXy €NabLe............rreee st saen 2392
8.2.10 arp regularly-refreSh @NabLe........ ettt a s sa s sanes 2393
8.2. 171 AIP SENA-PACKET.......oeeeeieeeteeeteeeicee ettt b ae bbb s b s s b s et as s s s st ae s s s s s s s st ensnsanen 2394
8.2.T2 AIP STALIC ittt e A AR ARttt 2395
8.2.13 ArP-SUPPIESS ENADLE...... ettt bbbt 2398
8.2.14 dISPLAY @IP.euerierierierierieieisire ettt sttt s s R eSS s R s sttt snsanen 2399
8.2.15 diSPlay ArpP €ITOI PACKEL.......ceieeieeieieteteete sttt sttt bbbttt sas bbb s b s ssssas b b st ensssennans 2402
8.2.16 diSPlaY @I INTEITACE. ...ttt st s sttt 2404
8.2.17 display arp iP-CONFLCE traCK. ..ottt bbbt bbbt sns s s snes 2407
8.2.18 diSPlay @rP AYNAIMIC ...ttt et st b sttt s ts et e b s sees 2408
8.2.19 display arp AYNAMIC VIAN...... ettt sttt ss s s s s sttt nsssassssssssassnsenes 2411
8.2.20 diSPLAY QP NELWOIK.....ooieriereeieirierieeeeeie sttt bbbt s s b s b a s s s s s s s s s bbb st s e s s sassanssnsas 2414
8.2.271 display arp PACKEL STATISTICS.....ovurrurereerier ettt sttt nssseesnsas 2417
8.2.22 dISPLAY AP SALIC.....iiriiieiriteeterieieeieieise sttt sttt s st s e ae bbbt e 2418
8.2.23 diSPlay AP STALISTICS. ..euevureerieereieereir ettt sttt ettt sttt s st et 2420
8.2.24 dISPLAY AP LrACK ...ucieriririeeteeeeeie ettt sttt s st s s s sttt s st ettt s s sanses 2421
8.2.25 diSPlay arp VPN=INSTANCE.......couoivreieeteeeeeeeeiste sttt b s s s s bbb s b s bbb s b s s s sessesanen 2423
8.2.26 display Mac-address MUULIPOIT.........c.ovrirriririreireisee ettt ase st sssass s st st ssssssssssssssnsns 2425
8.2.27 display snmp-agent trap feature-name arp allo.......erineeeeeeeeses st eneesees 2427
8.2.28 [2-t0POl0OgY AELECE ENADLE.......eeeee ettt sttt bbb 2429
8.2.29 MAC-AAAIESS MULLIPOIT.....ceieeeeeierieieirieiee ettt bbbt e s sss bbb sttt sssssssass s st ensensnssnssnses 2429
8.2.30 Mac-address MULLIPOIT INTEITACE. ......veirereeerie ettt et es s sas st 2431
8.2.3T FBSEE @IP ittt ettt ettt ettt bttt et 2433
8.2.32 reset arp PACKET STALISTICS.....cvviurieieeieeiicicisisise ettt e e bbb bbb s e b s san st nen 2435
8.2.33 snmp-agent trap enable feature-Name ArP....... et eas s sssseses 2435
8.3 DHCP Configuration COMMEANGS........ccoieverierieiririsisisississesssessssssssssssssssssssssssessssssssssssssssssssssssessssssssssssssssssssnses 2436

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. xlii



Huawei AR Series Access Routers

Command Reference Contents
8.3.1 Alarm IP-USEA PEICENTAGE. .....vuieeereereereeeieisie st s st s s ss s s s st st sssssssssssssssss st sss st snssssssssssssanssnses 2437
8.3.2 DOOLFILE ettt ARt s et een 2438
8.3.3 CONFLICt QULO-TECYCLE INLEIVAL ..ottt bbb anes 2439
8.3.4 dhcp alarm dNCP-rate ENADLE........e sttt naes 2441
8.3.5 dhcp alarm dhep-rate threShOLd. ...ttt s 2442
8.3.6 dNcp Check dNCP-rate ENADLE..........oeie sttt bbbt bbb sas 2443
8.3.7 ANCP ChECK ANCP-TALE....e ettt bbbttt s st s s ssnssnsnsnns 2445
8.3.8 dhcp client class-id (INTEITACE VIEW) ...ttt s s s ss s sa s sassesansees 2447
8.3.9 dhcp client class-id (SYSEEM VIEW) ...t sss s stssssssssas s s ss st ssssssssssssssssssssssssssssssssssanes 2448
8.3.10 ANCP CLIENT CLENT-I. ...ttt s st st ss s s s s n s s s st esssssnsnns 2449
8.3.11 dNCP ClIENt EXPECLEA-LEASE. ...ttt st 2450
8.3.12 dhCp ClIENt GAtEWAY-UELECE........cveeereeieirteeie ettt s bbb sssses s s bbb st ensseen 2451
8.3.13 dhcp client default-roUte PrefErENCE ...ttt ss s sas s senen 2452
8.3.14 dNCP ClIENT NOSTNAME.....eieiee ettt e bbb bbb sanen 2453
8.3.15 ANCP CLIENT FENEW.....oeeeeeees sttt sttt st s s s e bbb s b s saessesanes 2454
8.3.16 dhcp client request OptioN=-liSt @XCLUAE..........couorurrirreriererieeeeeiees sttt ssssss s s st ssssssasenns 2455
8.3.17 dhcp client reqUESE OPTION-LIST... ..ottt sttt eees 2457
8.3.18 ANCP ENADLE. ...ttt s s bbbt s s bbbt s st s s sanen 2458
8.3.19 ANCP LINK @IP.eriiiiiiriieeeriree ettt sttt st sttt s s bbbt snssnsnnsessssansns 2459
8.3.20 dNCP OPLION LEMIPLATE. ... ettt sttt 2460
8.3.2T ANCP LAY MBLEASE.......eeeeeeee ettt bbb bbb bbb e bbbt s s senes 2461
8.3.22 ANCP LAY SEIVEI-IP ittt sttt ass st s st st n s s s s sansanses 2463
8.3.23 ANCP LAY SEIVEI-SELECT ...ttt es ettt st aneaetnns 2465
8.3.24 dhcp relay trUSt OPLIONG2........cuieeieeeeeicieieete ettt bbb s s sss s bbb s s s s ssssen s nanes 2466
8.3.25 ANCP SELECE GLODAL ... ettt sttt 2467
8.3.26 ANCP SELECE INTEITACE ... ce ettt ettt b et 2469
8.3.27 dhcp server alarm ip-USed PEIrCENTAGE........ccoieieeeeriririeietseiesieeeseiess sttt ssas s s st sssssessssassssssnens 2470
8.3.28 ANCP SELECE FELAY ...ttt st s s st as bbbt et ens st s s saen 2472
8.3.29 ANCP SEIVET DOOLFILE.....ceeeee ettt sttt 2473
8.3.30 ANCP SEIVEL DOOLP.....cceieieirieict ittt sas s bbbt a bbbt s s s as bbbt ensnes 2475
8.3.31 dhcp Server DOOLP QUEOMALIC. ...ttt ss s sss st st enssssensesanen 2476
8.3.32 dhcp server conflict aUtO-reCyCle INTEIVAL ..ottt 2477
8.3.33 ANCP SEIVEL AAtADASE. ...ttt bbb s s bbb s s ss s s sanen 2478
8.3.34 ANCP SEIVET ANS-LISt..eieieeirieieieee ettt ss s bbbt s s sssssssss st nsensnes 2480
8.3.35 dhcp server domain-name (INLErfaCe VIEW) ...ttt ss s 2482
8.3.36 dhcp server eXClUuded-iP-addreSs..........ciiuieeenienieieieiesiss ettt sesssssss s s ss st essssssssssassssssnsnsens 2483
8.3.37 ANCP SEIVEI GATEWAY-LISt. ...ttt s st s st s st nsenen 2485
8.3.38 dhcp Server force iNSEIT OPLION. ...ttt ettt eeanenn 2486
8.3.39 dNCP SEIVEN fOICE FMESPONSE. ...ttt ettt s s s s bbb s st ssssansansansans 2488
8.3.40 ANCP SEIVET GIrOUP ...ttt sseasass s s ssss st ss s ssssssssssss s st ssssssssssssssssssssssssssssssssssssssssssssssssssnssnses 2489
8.3.47 dNCP SEIVEI IMPOIT @l bbbttt 2491
8.3.42 ANCP SEIVEL IP-TANGE. ...ttt sss bbbt s bbb s bbb s b s s bbbt s st s s s s sas s bnes 2492
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8.3.43 ANCP SEIVEL LEASE......eeeeeeeeetetseesee ettt s st s s s s s bbbt ensenssnsessnsanen 2493
8.3.44 ANCP SEIVET LOGGING . iuitiurierieeeireineireir ettt sttt st ss sttt es et b et sseanesesasbaseas 2495
8.3.45 ANCP SEIVEL MASK...erotiiiiiiiierieeieiieie ettt b st as bbbttt s s s s bbbt s st b s s s bas s s b st st s sesenen 2497
8.3.46 ANCP SEIVET NDNS-LISt.....oeieieririeie ettt sttt sttt es st st ssssnssessnsansas 2498
8.3.47 dNCP SEIVEI NETDIOS-TYPE. ..ottt sttt 2500
8.3.48 ANCP SEIVEI NEXE-SEIVET ...ttt s s st ss st b st s s s s b s bbb st en s s s sasbsssass st enen 2502
8.3.49 ANCP SEIVEI OPLION.....cieeieiririeererer ettt st s st bbbt ss s s s bbb s st st nsss s s sansnses 2503
8.3.50 dNCP SEIVEI OPLIONT2T .ottt ettt sttt benen 2506
8.3.5T ANCP SEIVEI OPLIONT ...ttt bbbttt s bbb bbb s st es s sans s sanen 2508
8.3.52 ANCP SEIVET PING.uriuiiiiiiiriieirieie ettt sttt ss s st s s s st st s snnsessnsansanses 2509
8.3.53 ANCP SEIVET SIP-SEIVEN ...ttt sttt sttt eeee 2510
8.3.54 ANCP SEIVEI SNAME.....eieieieieieisiete ettt sttt s s s ss bbbt s st b s bbb s s en s st s s sanen 2512
8.3.55 dhCp Server STAtiC-DiNd........couooieieiiee ettt s s snns 2513
8.3.56 dhCp Server truSt OPTIONS2.......ooiuieiereeiereeie ettt sttt 2515
8.3.57 ANCP SO L ettt bbb bbbt s bbbttt bbbt 2516
8.3.58 ANCP SPEEA-LIMIL QULO......ceieeeierecic sttt ss sttt sttt s st s s sansans 2518
8.3.59 ANCP-SEIVEN ...ttt s ekttt 2519
8.3.60 diSPlay ANCP CLIENL......oieeeeieeeeetrte ettt sttt bbb s st b s s s s sas s benen 2520
8.3.61 display AP CLIENT SEATISTICS....cvvirirecerer ettt st sss s s s st s s st snssssnsnns 2522
8.3.62 display dhcp server CONFIGUIAtION. ..o ettt st st 2524
8.3.63 display dNCP CONTIGUIALION.......oiririricieceeetesie sttt s bbb s s sss bbb s ensessnnans 2526
8.3.64 display dNCp OPtioN LEMPLALE......coveierererierereeer sttt st ss s ssssssns 2528
8.3.65 diSPlay ANCP FELAY ... ettt sttt 2531
8.3.66 display dNCP relay STAtiSTICS. ..ottt bbbt ss s bbbt s s s st nans 2533
8.3.67 display dhCp SErVEr AAtabase..........coeiriririeieiericsinee ettt ss st sss s st sas s sssssas s senen 2535
8.3.68 diSPlay ANCP SEIVEI GrOUP....c.ceieeeirereireicee sttt sttt es s st saesas 2537
8.3.69 display ANCP SEIVEI SLALISTICS.....ccoiuierieereeieeieirisiesieseeee sttt s bbb sssss s sss bbbt s snsssanssssanen 2538
8.3.70 diSPlay ANCP STALISTICS. ...ttt st sttt ss s s bbbt st sssssssssnsansnses 2540
8.3.7T dIiSPLAY 1D POOL.u ettt sttt 2544
8.3.72 display ip POOL IMPOIT @ll...cuveeieeieeieicicice ettt bbbt s bbbt bbb snees 2551
8.3.73 display snmp-agent trap feature-name dhcp All.........ererneecesee s 2552
8.3.74 display snmp-agent trap feature-name mid_am all........ccoorrneeee e 2556
8375 ANS-LISTuu ettt ettt bRt 2558
8.3.76 dOMIAIN-NIAME... ..ottt ts et e b se st b sttt 2560
8.3.77 EXCLUAEA-IP-AUAIESS......ceeeeeee ettt et s st ca sttt ssesneantnns 2561
8.3.78 TOICE INSEIT OPLION.....cuiereieeieeieisteisie sttt st b bbb ss s bbb b s s s s s bbb n s s s ssessnsas 2563
8.3.79 gateway (DHCP SEIVEr grOUD VIEW).....cc.cieieirierirerisissessenssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesseses 2564
8.3.80 GALEWAY-LIST..c.eueeieeei ettt ettt ettt s s baeen 2565
8.3.871 ip AAAreSS DOOLP-ALLOC...... ittt sttt bbb s s s 2567
8.3.82 Ip AAArESS ANCP-AlLOC.. .. . ettt sttt s s s s st e 2568
8.3.83 ID POOL (SYSLEIM VIBW) ...ttt ettt bbb bbb sanen 2570
8.3.84 IMIPOIE @lli.cuiuieiiicice ettt bbb s s bbbttt se e b bttt s e nan 2571
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8.3.85 I relay QAAIESS CYCLE.....cuiereereeiete ettt s st nss s nenas 2572
8.3.86 1D FOULE ANCP ettt s bbbt bbb eaetans 2573
83187 LAttt bR R bbbttt 2575
8.3.88 LOCK (IP 2ddreSS POOL VIEW).....uc e ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssnsssssnsens 2576
8.3.89 10gging (IP address POOL VIEW).......ccvuiuiurieieriereirieeieisese s tseeseeseas et es s s sttt cssesseassnsssesanes 2579
8390 NBINS-LIST. eueeeteteeeeetrete ettt ettt b bRt 2581
8.3.9T NEEDIOSY P ettt a AR ARttt enen 2583
8.3.92 NetWOrk (IP addreSS POOL VIEW ).ttt sttt sssssssssssssssssssessssssassessssesassessssessssnans 2584
8.3.93 NEXE-SEIVET ...ttt ettt bbbt sea sttt bbbt bbbttt s et st seae s e s tesesacaes 2586
8.3.94 OPLION ..ttt A et AR ARttt ettt taees 2587
8.3.95 OPLIONT 2T ettt sttt eb bbb bbb sttt bbbt bbbt b ettt 2590
8.3.96 OPTIONTSA ...ttt bbb bbbt 2592
8.3.97 reset dNCP ClIENT STATISTICS. c.vvrurerereirerieieie sttt sss sttt s s ns e 2593
8.3.98 reset dNCP relay STALISTICS. .c.ovrrrereeiereie ettt sttt sttt sttt een 2594
8.3.99 reSet ANCP SEIVEI SLALISLICS.....cvevivrieiceeeie ettt sttt bbb s ss bbb st enssssnsans 2596
8.3.100 reSet ANCP STALISTICS....vrueeeeeereeererieree sttt sss s bbb s st ss s s st sn s s ssssssessnsanen 2596
8.3.T07T FESEL IP POOL..uerieieieeieieireir ettt ssee e bbbt sttt s b taen 2597
8.3.102 reSet iP POOL IMPOIT ..ttt b sttt se bbb bt et sssss bbb st ensessessnsanen 2599
8.3.103 SeCtion (IP addreSs POOL VIEW) ...t ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 2600
8.3.104 sip-server (IP address POOL VIEW) ...ttt ss st st sss s sssassassns 2601
8.3.T05 SNAMIE....ciiieicirecirecire ettt st ettt bbbt ettt bttt 2603
8.3.106 snmp-agent trap enable feature-Name ANCP.......cciriririerieeee et sssssssnaes 2604
8.3.107 snmp-agent trap enable feature-Nname Mid_ami......cccorrrieneneree et 2608
8.3.T08 SLALICDING. ...ttt et et bbbt 2609
8.3.109 vpn-instance (DHCP SEIVEI GrOUP VIEW)......covrurrerrereerienienisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 2612
8.3.110 vpn-instance (global address POOL VIEW) ...ttt ssessesses s ssssees 2613
8.4 DNS Configuration COMMANGS.........cc.oeeruerurieererierisisisissississessssssssssssssssssssssssssssssssssssesssssssssssssssssssssasssssssssessesanss 2614
8.4.1 AANS APPLY POLICY...curerierirriririreireseireeer ettt sttt st ass s s s s st s st sasss s s s s s sansnsns 2615
8.4.2 diSPlay ddNS INEEITACE. ..ottt ettt 2616
8.4.3 diSPLay AANS POLICY.....veeieeieririeieiseterie ettt bbb b b sa st sss bbbt s s s s bbbt s s s s sassansas 2618
8.4.4 display dNS CONTIGUIATION. ...ttt sttt s s st et nsssssssnsns 2619
8.4.5 diSPlay dNS OMI@IN......iiiiiirrieirre ettt ettt 2622
8.4.6 display dNS dYNAMIC-NOST. ..ottt bbbt s s s bbb bbb s s bbb sneas 2623
8.4.7 display dNS FOrWAId taDLe........c.oueeririeeece ettt nss st s sanen 2626
8.4.8 diSPLay ANS STALISTICS....ueuureiereeieieircireir ettt sttt sttt sttt eb st s e 2627
8.4.9 dISPLAY ANS SEIVEN ...ttt b st e et s bbb s s b s bbb s b s bas bbb s s s s s sses 2629
8.4.10 dISPLAY 1P NOST....erieieeirieirrs ettt bbb s s st s et s s s s st enssnsnssnsans 2631
B4 1T AANS POLICY.ruueuiuirieieireiriee ettt stttk t bbbt ansas 2632
B4 T2 ANS AOMIAIN..uttittttieiteie ettt et e bbbt et ete et 2633
8.4.13 dNS fOrWAId FEINY-NUIMDEN ..ottt s st ss st s s bbbt st ssssssssnsansnns 2634
8.4.14 dNS fOrWard FEIrY-tIMEOUL.......c.oiuierecereee ettt es sttt s et et s e enntans 2636
8.4.15 ANS PrOXY ENADLE......ceiiierieicteteete ettt bbbt s s bbbt st s s b bbb st et s s s s s b s st s tns 2637
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8.4.16 dns proxy sip-info insert-mode decompression-domMaiN-NAME.........cccocvurerrrrrrrereerrereensensensensssssessseenes 2638
8417 dANS LAY ENADLE...... ettt 2639
B T8 NS MESOLVE. ...ttt a bbb bbbttt et 2640
BT NS SEIVEN ...ttt ettt e b bbbttt 2641
8.4.20 dNS SEIVEI VPN-INSTANCE. ... ettt sttt seasess sttt b st bbb s s et sttt se b s s s esssassanen 2643
8.4.2T NS SEIVEI SOUITE=IP..cuuiiieeieriererieniieiasssissssstsseessssssssesss s sssssssessssssssasssssassssssssesssssessssssssssasssssassesssssssasssnsanssnsassnsens 2644
8.4.22 dns-Server-seleCt-algorithiMme.. . . ettt ss s ss s snas st sanen 2646
8.4.23 ANS SPOOTING. .ttt s s s a s ettt 2647
8.4.24 INterval (DDNS POLICY VIEW) ..ottt sessssss st sssssssssssssss s s sssssssssssessssassssssssssssssssnsssssnsansans 2648
825 TP NOST .ottt e s e e 2649
8.4.26 MethOd (DDINS POLICY VIBW) ....euiuieririeieireictetieisieteisetsets sttt es sttt es st snsseaneanen 2650
8.4.27 NamMe-Server (DDNS POLICY VIEW) ... ississtssessssssssssss s ssssssssssssssssssssssssessessssssssssasssssassasens 2653
8.4.28 FESEEL AUNS POLICY...uueereeierieieieireiseer sttt st s s s s bbbt st s s st s s s st s st st ensessessnsanen 2655
8.4.29 reset dNS dYNAMIC-NOST. ...ttt sttt bbbt 2655
8.4.30 reSet dNS fOrWAI TADLE........ceee ettt 2656
8.4.37 1ESEEL ANS STATISTICS . .eueuuierieeeeeeercet ettt sttt 2657
8.4.32 SS1-POLICY (AANS-POLICY-VIBW) ...uenierieiieceree ettt sttt ettt es s sneas 2658
8.4.33 UIL (DDINS POLICY VIEW) ..ovuiireeeeeeierierieisistesissesssssssssssss s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassasssssassnssssnsanes 2659
8.4.34 ANS rESOIVE POLICY @.eueererieierierierieieitise sttt ss s s s s s st ass st essssses s s s s st e b st ensenssnsessnsanen 2663
8.4.35 rule (DNS reSOLULION POLICY VIBW) ..ottt esseas sttt esse s st ss s eesseanen 2664
8.5 NAT Configuration COMMEANGS..........ccceueiriririiriireiesiseeeiese st sessesssesss s ss st sssssssssssssssss s s st ensssssssssnsanssnsns 2666
8.5.1 display firewall-nat SESSION AQING-tIME........oririririrreieresee ettt sttt sass s s s ssnens 2666
8.5.2 disSPlay Nat AddrESS-grOUP......ceceieerieereireirieeeeeesieeseesetsetse sttt ssss st ss st se b b eesseasesssaesas 2669
8.5.3 dISPLAY NAL AlGu.c.cuiieiririceeeeeee ettt bbbt ettt a bbbttt a s s sanen 2670
8.5.4 display nat sip cac bandwidth iINfOrMatioN...........coeerrrrr st sees 2671
8.5.5 diSPlay NAt ANS=IMAP....ciiierieeeisereire ettt bbbt bbbt sanens 2673
8.5.6 diSPlay NAt filLEI-IMOUE........oorie ettt s st sss bbb bbbt sebassassansas 2674
8.5.7 disSPlay Nt OULDOUNG.......c.ceieeeeeeeire ettt bt s s ssssnses 2675
8.5.8 display Nat OVEIlap-@daIESs. ...ttt ettt sttt bbbt 2677
8.5.9 dISPLAY NAT SEIVE ...ttt bbbttt s s s bbb bbbt se bbbt s s s s sensesansans 2678
8.5.10 diSPlaY NAT SESSION ...ttt sttt ss st st s st s s s s sse st sesessssssssesssssssnsnssnsenssssnenns 2680
8.5.1T diSPlay NAT STALIC....cu ettt ettt sttt b e 2682
8.5.12 display nat static iNterface ENADLE. ...ttt bbbt 2684
8.5.13 display Nat MAPPING-MOUE.........coirrrireriririreirrireeseetses sttt sse s sss s st sssssssssssssssssssssssssssssssssssansnns 2685
8.5.14 display Nat MAPPING TADLE.......oeeere ettt sttt 2686
8.5.15 firewall-nat S€SSION @gING-TIME.......ccoirioiirirreeieeeeseie ettt ss s bbb s snnas 2688
8.5.16 NAL AUUIESS-GIrOUP.....cuoierieeiririeiseeeres sttt se s sssss s s sttt sesssssssssssssss st sssssssssssssssssssassasssnsssssssssnsanen 2691
8517 NAL LG ettt e R ARttt s et eaeen 2693
8.5.18 NAL SIP CAC ENADLE. ...ttt bbbttt bbb s bbbt b st ae bbb nen 2694
8.5.19 NAL ANS=MAP ettt sttt st s s s s s s s s s e s s s s s s s s bbb st eesesssasssssssns st s ssnssnsnssnsnns 2696
8.5.20 NAL FIlEEIMOME. ...ttt sttt ettt ens 2697
8.5.21 NAt INSIAE PriOFLY ENADLE.......viecece ettt bbbt bbb s ns s ssnsans 2699
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8.5.22 NAL LOG-TOMMAL BLOG.. .. iuriurieiririeeir ettt s st st ss s s s s s st enssnsessnsanen 2700
8.5.23 NAt MISS FONWAIT AENY.....ceieieei ettt ettt aneas 2701
8.5.24 NATL OUTDOUNG. ..ottt ettt e bbbt sttt 2702
8.5.25 NAt OULDOUNA (EQSY-IP) .c.eieieririeieireie ettt sttt s s s st et nsssssssnsas 2704
8.5.26 NAL OVEILAD-AAAIESS....... ettt ettt bbbt senen 2706
8.5.27 NAL SEIVE ..ottt ettt sttt ettt en 2709
8.5.28 NAL SESSION LIML. ettt sttt bbbttt 2713
8.5.29 NAt StALIC (INTEITACE VIEW) ..ottt ettt st s st ess s s sessann 2715
8.5.30 NAL STALIC (SYSLEIM VIBW) ...eoeeieeeeirisiricieeieei sttt s bbb s s s s s s sttt sas bbbt s s nssssssnsansans 2720
8.5.37 NAL STATIC ENADLE. ..ottt bbb 2724
8.5.32 NALt MAPPING-IMNOUE. ...ttt sttt bbb nenntnn 2725
8.5.33 POIE-MAPPING ottt sttt sttt sttt bbbttt sttt 2727
8.5.34 FESEEL NAT SESSION....uiuiieeeiiiccre ettt ese s bbb e e st et b bbb senee 2728
8.5.35 set nat-session self-healing @Nable........... et 2731
8.5.30 TP PIrOXY .ucuueiueueiririeieieist ettt sttt ettt ettt ettt b e e e b b et ae b s et s e ae et ettt a ettt a ettt a bttt s et ettt et een 2731
8.5.37 LCP PrOXY @QING-TIME.....ouiiiireeeirieir ettt st st ettt et ettt eens 2733
8.6 UDP Helper Configuration COMMANGS..........c.oceeureeirieineeneereenienteseses s sssesessessessessessssssssssssssssessesssssssssssssssssnes 2734
8.6.1 diSPlay UAP-NELPEI POttt bbb s ba bbbt s s s s s bbbt e 2734
8.6.2 diSPlay UAP-NELPEI SEIVET ...ttt ss st st sssnssssssnssans 2735
8.6.3 reSet UAP-NELPEr PACKET. ...ttt st bbbt bs 2737
8.6.4 UAP-NELPEI ENADLE.......eiee sttt bbbt bbbt b st 2738
8.6.5 UAP-NELPEI POIT..ceeieiieeiee sttt bbbttt n s e s s s st 2740
8.6.6 UAP-NELPEI SEIVEN ..ottt s st bbbt st eietas 2742
8.7 IP Performance Configuration COMMANGS.........c.coceieeieirieinnirsiesississessesssssssssssssssesssssssssssssssssssssssssssssssssssssansens 2743
8.7.1 broadcast rOULING diSADLE.........ov ettt sttt 2743
8.7.2 ClEAN TP Af ettt ARttt 2744
8.7.3 cONLrol-packet OULPUL CAr DYPASS......coiiiiiiiieeieieieisisies e s s ssssss s ssss s ssss s ssssassas s s s ssssssseses 2745
8.7.4 control-packet OULPUL filLer DYPASS......oiieiriririr ettt s ess s sas s s st nanes 2747
8.7.5 control-packet OULPUL QUEUE DYPASS......coiiirieriirierieieieieisei ittt st se sttt esse s sassseses 2750
8.7.6 display fOrWard DI COUNLEN ...ttt ss s bbbt sss s bbb b s s s s s s sanses 2752
8.7.7 dIiSCArd { 1 | 1T | SIT | £S Joueeeeeeeeeee ettt bbbt bbb et s e b e s nas s sesansenanens 2753
8.7.8 diSPlay ICMP SEATISTICS. ...ttt st eaen 2754
8.7.9 dISPLAY 1P SOCKET. ...ttt s s bbb bbbt s s b s s b bt st en s ssessesanen 2756
8.7.10 display ip SOCKEL rEGISTEI-POIT.......oicririeierieireirereeesste ettt ssss s bbb s st s s sasssessssassnsns 2761
8.7.171 diSPla 1P STALISTICS...vururereerieeieeieieireirei ettt et s st eb ettt s s st sanens 2763
8.7.12 diSPlay lOad-SNAING.....c.euivriririeirierie ettt b st ss s s bbbt sesse s sas bbb s s sssssssnsansans 2765
8.7.13 diSPlay NEEWOIK STALUS......ovrieieirirrireie ettt sessse st s st sss st ss s bbb s s ssss s ssssss st sssensssssssssnnsnns 2767
8.7.14 diSPlay raWIP SEATISTICS.....ueeeeeirireiriee ettt sttt sttt 2768
8.7.15 diSPlay tCP STALISTICS...vurrerieieirieiesircieeie sttt s bbbt e s s bbb b e s ss s s s bbb en s st s s s s ssssensanees 2770
8.7.16 dISPLAY TP STALUS....cueeeeieeieeieieiei ettt ass sttt sttt s st as sttt sssssessssnsrnsas 2773
8.7.17 diSPlay UAP STATISTICS....ucvueeurerereerereieieee ettt ettt et 2776
8.7.18 icmp blackhole UNreachable SENM........... ettt b st sassssssssassansans 2778
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8.7.19 icmp hoSt-UNreachable SENd..........rree sttt sttt s s nens 2779
8.7.20 icmp port-unreachable SENG..........o ettt ettt ea ettt 2780
8.7.2T ICIMP LIME-EXCEEM. ..ottt sttt bbb bbb s bbb bbb s s s b bbb n bt ssssnssnssnsansans 2781
8.7.22 ICMP tHl-EXCEBARA AIOP ...ttt s s s sss s st sss s s s sss s s st snsessssssssssnnsans 2782
8.7.23 ICmMP tHl-EXCERAERA SENG......c ettt sttt een 2783
8.7.24 i1CMP UNIEACKHADLE AIOP ...ttt bbbt sas bbb bbb s s s sansansansas 2784
8.7.25 ICMP With-0PtiONS IOP ..ottt ss s sss bbbt sss s ssssssrnsas 2785
8.7.26 ICIMP FECRIVE ...ttt ettt sttt e et et et bttt bttt bt 2785
8.7.27 ICIMP-TEPLY TAST..ei ittt bbbt bbbt a bbbt s s b b s bbb st st en s nenen 2787
8.7.28 Ip fOrWAId-DrOQUCAST ...ttt s s ss st ssssssensansas 2788
8.7.29 ip soft-forward €nNhanCe ENADLe...........c ettt es st 2790
8.7.30 I VEIifY SOUICE-QUAIESS......cveerereierieriinisiseissies st sssss s st sss s ss bbbt s s s s sas bbb b ensssensessssansansansans 2791
8.7.371 ip OPtiON-VirtUal-rEasSEMDBLY.......cccoooiurriererieriririeieisireee sttt s st snssessesns 2793
8.7.32 IP VIrtUAL-rEASSEMIDBLY ......ce ettt ettt 2794
8.7.33 load-balance UNeqUAl-COST ENADLE...........c.orriieeeeee ettt s bbbt sesseses 2795
8.7.34 10ad-balance DaNAWIALN........c ettt et 2797
8.7.35 reset fOrWArd P COUNLET ...ttt ettt et saen 2798
8.7.36 reSEL iP SOCKET MONILON ...ttt bbbttt as s bbbt s s se e bbbt nsensssnsans 2799
8.7.37 rESEL IP SOCKET PKESOI....uuieierieeieieieireie ittt sttt sttt sss bbbt ss s s s s s bt ensenssnsessssanen 2800
8.7.38 1S P STALISTICS. ...ttt st et et e et 2800
8.7.39 eSO FAWIP STATISTICS..vuiueiieeiceeieieicteieteee ettt sttt sttt se st e s s b s s s sbsssesassesnssennnses 2801
8.7.40 eSO LCP STALISTICS. cuu et et ettt 2802
8.7.47 rESEEL UAP STATISTICS. c.ueueureieceeeie ettt bbbt 2803
8.7.42 SEL PIIONILY SCP..uuivieeeeeieeiieieieiesisis ettt sas s bbb bbbt ss s s e bbb s s s s s b s bbbt st ssesansansansans 2803
8.7.43 SO PIIONILY AOTT Pttt sess st s st s bbbt ensensnsssssnsas 2805
8.7.44 set workmode an-Card [3CENTIALIZE. ...ttt 2806
8.7.45 LCP AJUSTIMISS ...ttt sb sttt s bbb b s s ss s bbb s b s e bbbt n s s s s s bbb nen 2808
8.7.46 LCP MINIMNISS ittt sttt sttt sttt et et e e st sttt ettt etas et et eens 2809
8.7.47 LCP tIMEI fIN-LIMEBOUL. ..ottt ettt 2811
8.7.48 1CP tiMEI PATNMEU-QGE. ...ttt bbb sas bbbt s s s s sansans 2812
8.7.49 £CP LIMEI SYN-TIMEOUL.....oieieei ettt sttt s s s saeaeen 2813
8.7.50 TP WINUOW....o. ettt et cs st b bttt bbb s et eeasennens 2814
8.8 Basic IPV6 Configuration COMMEANAS........c..ciieeiueieeieeieiniisisseissie s st sesssssssssssssssssssssssesssssssssssssasssnsessssens 2815
8.8.1 control-packet-ipV6 OULPUL Car DYPASS......ccoviuiirierierinisisisiseissississessssss st sssssssssssssssssssssssssssssssssssssssssassenes 2815
8.8.2 control-packet-ipv6 OULPUL filLEr DYPASS.......ccoiveiriirieriereeereire ettt 2818
8.8.3 control-packet-ipv6 OULPUL QUEUE DYPASS.......cccieeeeieeieririniseisiesiesesseess st tsstessssssssssssssssssssssssssssessssssssnsanes 2820
8.8.4 display default-parameter TCPB.........ccovrrirrirrerierenirisie sttt sttt s s st st ssssssssssssassnsnen 2822
8.8.5 diSPlay ICMPVE STALISTICS. ....uiururereereirceeeeieieiret ettt ettt ettt st ssebessaes 2824
8.8.6 disSplay iPVO AddrESS=POLICY......cccoiueierereeeieeirieieeissies sttt bbbt sa s bbb s st s s ssnssnsas 2827
8.8.7 display ipv6 attack-source overlapping-fragmMent.......c.crrrrersreseeeseeee st snes 2829
8.8.8 dIiSPLAY IPVO INTEITACE. ...ttt sttt csenans 2830
8.8.9 display ipV6 INtEIfACE TUNNEL....oueieeeeeee ettt bbb bbbt se s sansas 2832
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8.8.10 diSPlay IPVE NEIGNDOIS........veirieeeieieeeerrte ettt st s s bbb s s snssssessnsanen 2834
8.8.11 diSPlay IPVO PAtIMITU......cuieieec sttt een 2838
8.8.12 dISPLAY IPVE SOCKEL......ccveieerereeieeiecieieies sttt s sttt s s s bss bbb st sse s s s s bt st ensessessesanen 2840
8.8.13 diSPLaY IPVE STALISTICS. ...cureierieeirierieiseieeseis sttt st s st ssssssssss s s st sesesssssssssssss s snssnsensnssnsans 2843
8.8.14 diSplay raWip IPVE STATISTICS. ...c.ovururrereereieieie ettt sttt 2846
8.8.15 display tcp ipv6 authentiCatioN-STAtiSTiCS.......ccveieririeriiiieisiesieeete ettt s sess s sassssnaes 2847
8.8.16 diSPlay tCP IPVO SLALISTICS....evrrreririreeireie ettt sttt st st s s s s s sss s s s s s st enssssnnnns 2850
8.8.17 diSPlay TP IPVO SLATUS......cueeeeeeeeicereire ettt st s e 2854
8.8.18 display this IPVE INTEITACE.......ccouoiieereeteeteee ettt s bbb bbb ssnssssnsans 2858
8.8.19 diSPlay UdP IPVE STATISTICS....cururereriereiririeieisireieeiseestietses sttt sss s st st sss s s st ss st ssssssssssssnsansnns 2859
B.8.20 IPVB...eueeieerieieeceeisie ettt sttt RS aeRE e S e R e R st snes 2861
8.8.2T IPVEO QUAIESS......cceeeeeeiecieieieie sttt sttt s s s s s s bbb bbb s e s b bbb bbb s s s s e s s bt eas 2862
8.8.22 IPVE AAAIESS @NYCAST....vurvureereeiieriiririree ettt ss st sss s s s s s s s s st ssessssssssssssssssasssnsenssssnssnsns 2864
8.8.23 ipV6 Address QULO GLODAL.. ..ttt 2866
8.8.24 ipv6 address QUL LINK-LOCAL.......ccoueiuevririeiririecieeeeeee sttt sttt sas s bbbt et n s sanen 2867
8.8.25 IPVE QUAIESS QUI-B4........oeeeeeresisisieseisea st s s s ss s ss bbbt st ee s s s s s s s st s st s ssnsnssnsnns 2868
8.8.26 IpV6 Address LINK-LOCAL.....c.ovueeeeeieieiie ettt sttt 2870
8.8.27 IPVE AAAIESS-POLICY.....orereieeieeieeisieieiee ettt st s s bbbt s s sa bbbt s s s s b s st b s st nssassansanen 2872
8.8.28 IpV6 €NADLE (INEEIACE VIEW) ..ottt sttt sss sttt ss st st ssssssssnsansnns 2874
8.8.29 ipv6 icmp blackhole unreachable SENd..........r et seen 2875
8.8.30 IPVEO ICIMPBITON ettt sttt ettt ss sttt bttt se s e ea s en s s e s s s ssnsebrssenns 2876
8.8.31 ipv6 icmp port-UNreachable SENM.......... st s s s s saen 2877
8.8.32 ipv6 icmp hop-limit-exceeded SENM..........cciiiierierieee ettt st 2878
8.8.33 IPVE ICIMP TECRIVE. ...ttt sttt sttt st ss s st e st e st s s s s s s b st sssssse st seasssesssenassnans 2879
8.8.34 1PV ICIMP SENT....eieiereeieieireeees ettt sttt s s s s e s et e s s s s s s st en st st ensnsanen 2881
8.8.35 ipV6 ICMP 100-DIg-Tate-liMit.. .ottt es sttt 2883
8.8.36 IPVO MUttt ettt a bbbttt s as s st s st e s b s s e s e e st e e s eeassessssensssensstenssssnsessnsssnntn 2884
8.8.37 ipv6 nd autoconfig managed-address-flag......crrornrresnennees et saees 2885
8.8.38 ipv6 Nd autocoNnfig Other-flag. ..ottt saen 2887
8.8.39 IPVO NA AU QELEIMPLS.....eieeieeieieeictert ettt sttt ss s sss bbb bbbt s s sas bbbt st s s sssssssansans 2888
8.8.40 IPVO NA NOP-LIMIterreuiieriirieieieieiscse ettt sttt ss s s s s st st st st ensesanen 2890
8.8.47 IPV6 NA LEAIMING STIICE.c..cuuieieeieeieieietretr ettt eb sttt aneas 2891
8.8.42 IPpV6 NA NEIGNDOI-LIMIt...c.iuiiriiiiiiecececee sttt s s bbb s s ss bbb s s s ssssessesansas 2893
8.8.43 ipV6 NA NS MUILICAST-ENADLE ... ettt s s nssnsansns 2894
8.8.44 IDVE N NS FEEIANS-TIME ..eieieieiriectreie ettt ettt sttt b sttt een 2895
8.8.45 ipV6 NA NUA r€aCHADLIE-tIME. ...ttt bt s bbb bbb s s snee 2897
8846 1PV NA Tttt sttt ss s st s st s e s e s st n s st s 2898
8.8.47 1PV NA 1A DALt ettt st e bbbttt st ens 2900
8.8.48 1PV NA 1A NOP-LIML. ettt bbb sa s s bbb bbbt s s s ssssansanbas 2901
8.8.49 IPVE NA 1A PrEIEIENCE. ...ttt st s s s sttt ensessnnans 2902
8.8.50 1PV N 1@ PIEFIX .. ettt ettt et 2904
8.8.5T ipV6 Nd ra rOULE-INFOrMALION.. ..ottt bbbt se st s bbb nen 2906
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8.8.52 IPV6 NA 1A FOULEI-LTEIIME.....oe ettt sttt s s 2908
8.8.53 IPV6 NA STALE-TIMEOUL......eeee ettt et bbbttt 2910
8.8.54 IPVE NEIGNDON ...ttt bbbt a s bbb s bbb bbb s s b s san s banen 2911
8.8.55 IPVO PATNIMEU. ..ottt sttt s bbbt nsnnses s sanen 2913
8.8.56 IPVO PATNIMEU @Q€.....e ittt bbbttt een 2915
8.8.57 ipv6 soft-forward €nNhanCe @NAbLe............ee st ss s ss s 2916
8.8.58 reSet iPVO AdAIESS=POLICY....coverererierieririeisisise ettt sssss s st st sssssssss s s sssssn st snssssssssssssnnsans 2917
8.8.59 reset ipv6 attack-source overlapping-fragment.........oo et ee et sees 2918
8.8.60 reSEL IPVO NEIGNDOIS. ...ttt bbbt s s bbb s s bbb s s st ensessnnans 2918
8.8.6T reSEL IPVO PAtNMEUL ..ottt s s s bbbt nssss s snnsas 2920
8.8.62 reSet iPVD SOCKEE PKESOIT.....cuuieeieieieeieieicireir ettt ettt sttt ettt een 2921
8.8.63 1S IPVEB STALISTICS. c.u vttt sttt e bbbt bnns 2922
8.8.64 reset raWIP IPVO STATISTICS. ..ottt sttt sttt s bbbt eeans 2923
8.8.65 reset tcp ipv6 aUthentiCatioN-StAtiSTICS. ...cccovuiiurrureerieirieieireiretr sttt 2923
8.8.66 reSEL TP IPVO STALISTICS...ucvureeiriricirieie ettt sttt s st s st ssssensssenaes 2924
8.8.67 reSet UAP IPVO STALISTICS...vrveiririrrireeriieie sttt sttt sttt st ss st s s st sensesssassnsas 2925
8.8.68 SEL PriONILY QCLE ASCP..euieierieeeeierieieirei sttt bttt st a sttt s eanens 2926
8.8.69 set priority ProtoCOL-tYPE-iPVE ASCP....ccccooririrrrerireirririinieeieisissss st sss st sssssssss s s sss st snsssssssssssansans 2928
8.8.70 LCP 1PV MAX-IMNISS...ueuiiuiieeiiieieesieaeteesiseesesseseaseseastetastsess s tassstss b s s s seassseaeseeassseassseassstassetas b tas s eassasassassssnsssenssen 2929
8.8.771 LCP IPVO MIN-IMISS ittt ettt ettt bbbttt bt bttt betas 2931
8.8.72 tCP IPVE LIMEI FIN-TIMEOUL....ceooeierieirec ettt s bbbt ss bbb bbb sesansans 2932
8.8.73 tCP IPVO tIMEI SYN-LIMEOUL ...ttt sttt st s et sesaesenaes 2933
8.8.74 LCP IPVE WINUOW.....eeeieiiieieee ettt ettt esas 2934
8.9 DHCPV6 Configuration COMMANAS........ccciuiueeeeierieeisinissississessessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessesanss 2935
8.9.T AAAIESS PrOfiXu.uueuriririririeriieeirierisisiss sttt ass st ss st st ess st s s s s s st st s s s s s s s s s sessen s st essessssssssessssrssenssnsnssesssssnsnns 2935
8.9.2 capwap-ac (IPV6 address POOL VIEW)........ccouiururierieririeieireiseiseiseasesses st tssssss s ss st sssesssassnsssesssssens 2939
8.9.3 CONFLICt-adArESS EXPIFE-TIME.....oieereeeieeirieie sttt bbbt st ss bbb bbb ss s s s s sassnsntes 2940
8.9.4 dhcpv6 client INfOrMAtiON-TEQUEST........c.cvuieeeereeeeieesieiee ettt ss s sss st ssssnssesns 2941
8.9.5 ANCPVE CLIENT PU..c.eiiriee ettt skttt ettt eeee 2943
8.9.6 ANCPVE AUIM......oeeeiee ettt s s bbbt b e bbbt s s as b s bbbt ensnes 2945
8.9.7 ANCPVE CLIENT FENEW.....eeeeeeree ettt ss s st st s s bbbt st es s s s s s sssnsassnsnen 2947
8.9.8 renew-time-percent rebind-tiME-PEIrCENT.. ...ttt sees 2947
8.9.9 dhcpV6 INtErface-id FOrMAL. ...ttt bbb a s s bbb s s nsnssnsans 2949
8.9.10 dhcpv6 interface-id INSErt ENADLE. ..ottt snsssss s saen 2952
8.9.1T ANCPVE PACKET-TALE. ...ttt sttt s et 2953
8.9.12 dhcpv6 packet-rate drop-alarm ENAbBLE..........oeieieieeeee st enss s sanes 2954
8.9.13 dhcpv6 packet-rate drop-alarm threShold..........rrrres s sss s saes 2956
8.9.T4 ANCPVE POOL..c.eueriirieciiieieiseiets sttt sttt s s senen 2957
8.9.15 dNCPVE relay deSEINALION. ...ttt ss bbb bbb e bbb ess s s sanes 2958
8.9.16 ANCPVE rlAY SEIVEI-SELECE......veeereeeeeertreieetrts sttt ss s bbbt s s st sns st nens 2960
8.9.17 dNCPVE relay SOUICE-INTEITACE.......ciieeeeeeeeieireire ettt bbbt saen 2961
8.9.18 dhcpv6 relay Option79 INSEIrt @NADLE........c.civiee ettt s bbb sssassansans 2963
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8.9.19 dNCPVE reMOLE-Id FOrMAL.. .ottt s st 2965
8.9.20 dhcpv6 remote-id INSErt @NADLE.........c. ettt 2970
8.9.2T dANCPVE SEIVEI (SYSLEIM VIEW) ...ouiiieiiiiriieeieeieisiss s esstssesssssss st st sssssssssssssssssssssssssssssssssesssssssassssssssssssssnssnsanses 2971
8.9.22 dhCpV6 SErVer (INTEITACE VIEW)....ooriiereeeeerisisieisie ettt st st ss st sssssasssss s nsnsnens 2974
8.9.23 ANCPVO-SEIVEN ...ttt ettt sttt ettt st een 2977
8.9.24 ANCPVE SEIVEI AATADASE........eceeeieeiciet sttt bbb bbb s s bbb st enssenes 2978
8.9.25 ANCPVE SEIVEI GIOUP...cuieierieeieisirrireereisis s ssesssssssasssss s s s ssssssssesssssssssssssssnsssssssssssssssssssssssssssssnsssssssssasssnses 2979
8.9.26 diSPlay ANCPVE CLIENT......cuuceieie ettt st bbb st b et eens 2981
8.9.27 display dNCPVE CLIENT PrefiX....coioiuiiierieieeicieisieie sttt sttt b s ss s bbb s s s ssnsanen 2983
8.9.28 display dNCPVE ClIENT STALISTICS.....vureiereeeierieirieiesis ittt st ssss s st ssssssesssassansanen 2984
8.9.29 diSplay ANCPVE QUI.......ccieieeiee ettt ettt banen 2986
8.9.30 display dhcpv6 relay CONFIGUIATION.. ...ttt s s sses 2987
8.9.31 display dNCPVE relay StAtISTICS......covvreiereririeieieireirrrtses ettt st sttt sss s st sssssssssansnns 2988
8.9.32 diSPlay ANCPVE POOL....ueueeiieieei ettt et sttt sttt eeae 2990
8.9.33 diSPlay ANCPVE FELAY ...ttt bbb bbb bbb s s b s san s snen 2994
8.9.34 dISPLAY ANCPVE SEIVEN ...ttt s s s s s bbbt st sssss st et s sssssnsnssnsans 2995
8.9.35 display ANCPVE SEIVEI GrOUP......ccwurereeieeeieireirieeeieeesesie et seseasess et st s s ess s bbb s st easeas s sassnens 2997
8.9.36 diSPlay ANCPVE STALISTICS. ....uvuieeeeeierierieieisieeeeeeie sttt b bt ss s bbb ss s esassass s s ensensenses 2998
8.9.37 diSPLaY IMPOIT @l sttt st s sttt ss s s s sssssnsessnsas 3003
8.9.38 ANS-OMAIN-NAMIE......oiiieieeeie ettt s st s et s bbbt sessesntans 3004
8.9.39 dns-server (IPV6 address POOL VIEW).......ccuiuiueieneerierinieisisiesissessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssansans 3006
8.9.40 EXCLUAEA-AAAIESS........ ettt eb e ba st e b b sttt 3007
8.9.4T INFOrMAtION-TEIIESN....ceeeee ettt st saeen 3009
8.9.42 IpV6 AdAreSsS QULO ANCP.....uceeieeecieieiieteee sttt s bbbt s s s e sanses 3010
8.9.43 LINK-@AAIESS.....cueeeeeieeneireireie sttt s b bbb sttt 3012
8.9.44 10CK (IPVE QddreSS POOL VIEW)......ceevieeiieeirieisiresiees ettt sssss et sssss st s sssssssssssssssssssssssssssssssssssssssesassnssssenes 3014
8.9.45 NIS=AOMAIN-NAMIE. ... ettt es sttt s e e b s e b e b bbb a s bbb eb s 3015
8.9.46 NISP-AOMAIN-NIAIMIE......oirererririereirie et sss st sss s ssssssssss s st sssessssssssssassssssnsassassesssssssssssssasssnsnsnsessnsanen 3016
80147 ISP -SEIVET ...ttt sttt sttt bbbt st sttt ettt bttt 3017
8948 NIS=SEIVEN ...uvrieiieiueieieiretrtis ettt bt ese e bbb e b st b et bt s et bbb sttt bbbt baen 3018
8.9.49 PrefiX=-AELEGATION. ...ttt s s bbbt se st s s s s sansansas 3020
8.9.50 reset dNCPVO CLIENT SEATISTICS....covureiecereeree ettt sttt bbbt 3023
8.9.5T rESEL ANCPVO POOL..c.eeeeieieiecicieisiste ettt sttt sttt s bbb bbb s s ensesasssnsanes 3024
8.9.52 reset dNCPVO relay STATISTICS. ..c.covvvurerrerrecerie sttt sttt nssssensnnas 3026
8.9.53 reset dNCPVO SEIVEL STALISTICS. ..ottt sttt cseean 3027
8.9.54 reSEt ANCPVO SLALISTICS....oeviiiieiceeeicieie ettt s s s s bbb bbb es s sansas st 3028
8.9.55 SIP-AOM@IN-NIAMIE...... ittt st st s s s st st s s s s s s en s st st essssssssssanen 3029
8.9.56 sip-server (IPV6 address POOL VIBW) ..ottt sesssssess st ssssessessesssassasenns 3030
80,57 SNEP-SEIVEN ...ttt ettt bttt ettt bbbttt ettt ettt aen 3031
8.9.58 StAtIC-DING @UAIESS.....co ettt e 3032
8.9.59 SLALIC-DING PIrEFiX...cuuceieeieeieeieeeireirer ettt ettt st et sanen 3034
8.9.60 SUDOPLION.....cuieieiirictctcteiiriets sttt bbbt st s s bbbt s s s bbb b s s b s s s bbbt st s s s aesasan s bnen 3036
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8.9.6T VENAOI-SPECITIC. ... cuieriereerieririeisis sttt sttt s s s st s st ss bbbt snsssnssessnssnsrnsas 3038
8.9.62 import all (IPV6 address POOL VIEW) ...t ssssssssssssssssssessssssssssassssssssesssssssssssansans 3039
8.10 IPv6 DNS Configuration COMMEANAS........ccoeueiuriurierireriseeireissiseseeness s sssssssssssssesssssssssssssssssssssssssssssassssssesanes 3040
8.10.T dNS PrOXY iPVEO ENADLE.......ooieiece ettt bbbt s bbbt sa bbbt enen 3040
8.10.2 dNS relay IPVE ENADLE.......ce ettt st 3041
8.10.3 display dNs ipVO dYNAMIC-NOST......c.ceuriririeririirieisieieisiscts sttt st sasssss s st snssnsnssnen 3042
8.10.4 display dNns ipV6 fOrWAIrd tADLE........c.couiiiiieeeeeeeee ettt sas s sas 3043
8.10.5 dIiSPLAY IPVE NOST....oeeeieieeieeieieie sttt ettt es st s st sessassssnsanen 3044
8.10.6 NS SEIVEL IPVB.....coeieeriiiieeieeieiieieis sttt sessss sttt s s bbbttt ss s b s bbb st s s s s s s bbb st s s ssessnsanen 3046
8.10.7 ANS SEIVEN IPVE SOUICE=IP...cvureeiereeieierisieesiessiesssssesssssssssssssssssssssssssessssesssssssssessssssssssssssssessssassssassssessssssssssssssseses 3047
8.10.8 NS SPOOTING IPVB......iiieierierieririeieisiseisss et s st ss s s s ss s s s s bbb st sassssssssssss s b s s st s snssesseses 3048
8.10.9 1PV NOSL....oeieeeceieiee sttt sttt bbb a bbb bbb s s b s bbb st e bbbt b st nsenanen 3050
8.10.10 reset dNS iPVO dYNAMIC-NOST......c.ovuiuririecerireeieereisrsses ettt s s ss st s st ssessssesns 3051
8.10.11 reset dNS iPVO FOrWAIrd tADLE.........oiiivieiec ettt bt sa s e 3052
8.11 IPv6 over IPv4 Tunnel Configuration COMMANGS..........ccceuiueiiieirieisieesieee et ss s se s sssassenes 3052
BT 1T OSEINATION. coeueee ettt e et 3053
8.1T.2 INEEITACE LUNNEL ..ottt bbbt e bbb bbb s s s bbb aas 3054
81713 SOUICE.....eeeeeeectectrect ettt sttt sa e nasaenasasen 3056
8.1T.4 LUNNEL-PIOLOCOL... .ottt bbbt se s s bbbt s s s s b s bbb s s s s ssnsansas 3058
8.12 IPv4 over IPv6 Tunnel Configuration COMMANGS........cccovurureurieriereninisieiseeseeseeseeseesesessssssssessssess s s ssssseens 3060
8.12.1 diSPlay INTEITACE TUNNEL.......oveeeeeeeieiriee ettt sttt s s bbbt ssss s s s bbb ensensessnen 3060
8.12.2 tunnel ipv4-ipv6 enCapSULAtiON-LIMit. ..ottt bbbttt 3064
8.12.3 tUNNEL IPVA-IPVE FLOW-LADEL...... ettt sttt ssassans 3065
8.12.4 tUNNEL IPVA-IPVE NOP-LIMIt. ettt sttt s bbb bbb a s sansanes 3066
8.12.5 tUNNEL IPVA-IPVE LraffiC-Class......coueuiueieieiciecseei ettt bbb bbb 3067
9 IP Unicast Routing COMMANS.........ccceeveereecreeneecreeneenseeseesseesaesseessseseessessssssssssessssssessens 3069
9.1 Static Route Configuration COMMEANGS........c.ovvireriririinirirriesrsessesses s s s ssssssssssssssssss st ssssssssssssssssssssanen 3069
9.1.1 ip route recursive-looKUP DGP-VPNVA-TOULE.........cccooerereeieeeeeeeieiesiesiee st sseessssae bbb ss s ssssssansanes 3069
9.1.2 ip route recursive-lookup blackhole protoCoLl STAtIC......ccovirrriririririrerrre e 3071
O.71.3 1P FOULE-SEATIC. ettt ettt et bbb sttt b et bbb e s b e senns 3072
9.1.4 ip route-statiC defaUlt-PrefEIENCE. ...ttt bbb 3076
9.1.5 ip route-static selection-rule relay-AEPTN....... sttt ssssssssssansans 3077
9.1.6 P rOULE-STALtIC VPN-TNSTANCE.....ceei ettt ettt sttt aesees 3078
9.1.7 ip route-static track bfd-session admindown INVAlid.........c.coeeeereririeinninenes e 3082
O.71.8 IPVEO FOULE-STATIC. .uvvurieeeeieieieieieiei ettt ettt sttt e ss s s bbb s b s e b s et es s enss b s st ensssenas 3083
9.1.9 ipv6 route-static default-PrefErENCE. ... et 3086
9.1.10 ipv6 route-static track bfd-session admindown INVALlid..........ccceeveririeeieeneeeneeese e 3087
9.1.17 ipV6 roUte-StAtIC VPN-INSTANCE. ..ottt eaen 3089
9.1.12 routing-table dOWNLOAA filLeI ...ttt senen 3092
9.2 RIP Configuration COMIMANS..........ccoeuiuiurriereeienisisiesiesssstsseesessssssssssssssesses s ssssssssssssssssssssssessssssssssssssssssessssssssnsenes 3094
9.2.1 bfd all-iNterfaces ENADLE (RIP) ...ttt ettt ettt ettt st ss s st tsasssssnssne 3094
9.2.2 Bfd QlL-INTEITACES (RIP) .eeeeeeeee ettt sae s as s ss s s st sasa st sassssssssnsasasssnnsasaseas 3095
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0.2.3 CRECKZEIO (RIP) .ttt ettt a s s s s s s sssssssassssesssssssssssesesessssassssesssssssssenenssssssns 3096
9.2.4 AEFAUIE-COSE (RIP) ettt ettt ettt sttt s s a st sas st sas e sesesasastesesesansesesaras 3097
0.2.5 defaUlt-TOULE OFIGINATE. ...ttt bbb ss s bbbt s s s sanses 3098
9.2.6 ESCIIPLION (RIP) ..covuiieieeieiereeririeieieis sttt ssss s sss st s st sssssssss s ssssss s sssssssssssssssssnsssssnsesssssssssssnsnns 3100
9.2.7 display default-Parameter FiP.....coccoe ettt sttt es ettt es st sseeses 3101
0.2.8 dISPLAY [P .eveiieriiirieieeieieeieie sttt bbbt s s st et s b se bbbt s s b s b s bbbttt s A bbbt 3104
9.2.9 diSPlaY [P DFA SESSION.....cuierieiririeeieeerrie ettt s s bbbt ss st s s ssssssnsssssnsansns 3107
9.2.10 diSPlay P AtAD@SE.......couieerereiriee ettt et sttt bes 3109
9.2.11 diSplay rP GraCefUL-TESLAI........cveveeeeieieteete ettt s s s essssas s sanes 3110
9.2.12 diSPLaY I INEEITACE. ...ttt sttt s st s s s bbbt esssassssssnsssnsnsnns 3112
9.2.13 diSPLa 1P NEIGNDOT ...ttt bbbttt 3115
9.2.14 display rip Neighbor Last-NDr=AOWN.........cccooiiiirieeieirieis st ssssss s s st ss s sssssnsansans 3117
0.2.15 dISPLAY [P FOULE.....eueeeereee ettt sttt s st ssas s st s s s ss s s s s st en s st enseesesanen 3118
9.2.16 display snmp-agent trap feature-name rip @ll.......e et 3119
9.2.17 display rip StAtiStiCS INTEITACE. ..ottt bbbt bbb s s ss s ansas 3121
9.2.18 filter-pOLiICY @XPOIt (RIP) ...ttt essss s s s st st sssssssassssssssssssssssssssssssssssssssssssssnsnns 3123
9.2.19 filter-poliCy IMPOIT (RIP) ...ttt ettt ettt es e snens 3125
9.2.20 graceful-reSTArt (RIP)......ccoioiueiueieeeeeeeiecieisis sttt s st et sssssssesss bbb s s s s s s s ssssassss s s st enssssssssssnssnssnses 3127
0.2.271 NOSE-TOULE. ....ccvreneeeteeeeeetre ettt s sttt 3128
9.2.22 IMPOIE-TOULE (RIP) ....vieiteierieeecieeeteeeteeeteeee sttt sttt ss s st s s s s s s ess st essssessssessssessssessssessssssssssnsessnsasans 3129
9.2.23 maximum L0ad-balanCing (RIP) ...ttt sssss sttt s s bbb ss s ssssssessssanes 3131
9.2.24 NEEWOIK (RIP) c.ceriuieieeieeneieeeeneeesetse ettt eisebse et ettt b ettt 3132
9.2.25 PEET (RIP) ettt ettt b s s st s bs s ss s e b s s e s st s s sssessetesseb s sessssessssebsssesasseesssenassessnsensnsnans 3134
9.2.26 PrefErENCE (RIP)...cieiiiiieceeteeieieeiees ettt sttt sas bbbt s et s s b s bbb bbb s b s s s bbbt ensessessesanen 3135
9.2.27 reSet 1P CONFIGUIATION......veieeeeereeeiercr sttt ss s bbbttt s s s e s st nsns 3136
0.2.28 1ESEE FIP STALISTICS. coueeetreeere ettt bbbttt bbb etaee 3137
9.2.29 I cuueeueeereeeeieetre ettt eas e ee e e e R R R R bR R et b te et 3138
9.2.30 rip QULhENTICATION=MOME.........ovrereeirieireiee ettt s st sssss s s s s s s st snsnssnsnns 3139
0.2.37T 1P DIttt AR e A b a et et 3142
9.2.32 P DIA DLOCK. ...ttt sttt bbbt bbb s e bbb st 3143
9.2.33 1P DIA @NADLE....c. ettt a e senen 3144
0.2.34 1P DI STALIC. ettt bbbttt s ettt 3145
9.2.35 TP INPUL . ettt as bbb s s s bbb bt ea s s et s s es st s s enssbnsssensssrnssas 3146
9.2.36 P MIBEIICIN. ..ttt ettt ettt et et ae ettt as et seseeas 3147
O.2.37 P MEBEIICOUL ..ttt sttt sttt ettt eaen 3149
9.2.38 FIP MID=DINAING ettt b st a e s s s s bbbt et sn s s sassan s bnen 3150
9.2.39 [P OUEPUL ettt sttt et bbbttt bttt sttt setas 3151
0.2.40 TP PRE-EIANSIMIT ...ttt ettt s ettt bbb s eaen 3152
O.2.47 TP POISON-TEVEISE.....cveerererireerirseeirsieisisesssessssessssessssssssssssssssssssssssssessssessssssssssssssssssssssssssssssssessssessssesassesassessssssssnnes 3153
0.2.42 [P FEPLAY-PIOTECE. ..ottt sttt s st s st ss s bbbt st eessass s s s s sass st s senssnsnsansnns 3154
9.2.43 NP SPLE-NOTIZON. ...ttt sttt seanenn 3155
9.2.44 FIP SUMMAIY-QAAIESS......cuveererririeeirieeeiesee s sessss s sessssssssssssssss st st st sse s sssss s s s st essessessssssssss st s sesssssesasssssansanes 3156
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0.2.45 [P VAlIA-tEl-NOPS ettt s st st a bbbt enssnsensesanen 3157
O.2.46 [P VEISION...eiuitiuciriectreeeireeetretetses et es sttt ettt sttt s st s et bbbt bbb st st st st st st st bbbt b et b et b etaebeeaetneaes 3159
9.2.47 SIleNt-INTEITACE (RIP) ettt as sttt a st as s s e s tssssasasssassasasssssnanas 3160
9.2.48 SUMIMAIY (RIP) oottt sttt s st ss st ss sttt s s s st en s st st ensnsns 3162
9.2.49 snmp-agent trap enable feature-Name FiP. ...ttt seaeees 3163
O.2.50 LIMEIS FiPuieriierieeeieieieieieieiete sttt essss st sss s s st sse s sessssessssessssesstsessssssesssssssssesssssssssesasssssssessssesssssnssssssssssssssnsssansns 3165
9.2.5T VEIITY-SOUICE (RIP) ettt sttt s st s s s bbbt en s ns st s s sanen 3166
9.2.52 VEISION (RIP) ettt ettt ae ettt st s st es s s st es s sassesesasasassesesasassesesasassessasanaas 3167
9.3 RIPNG Configuration COMMANGS.........ccevueieeierieinisirsississessessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssssanes 3168
9.3.71 CHECKZEIO (RIPNQ) ..ottt st s st ssssssss sttt s s s s s st ssnssssssssssssassnsnsensessnsanen 3168
9.3.2 defaUlt-COSE (RIPNQ) ..ottt ettt st st et s sttt bbb b ss s st enasssansnas 3169
9.3.3 dESCIIPLION (RIPNQ)..ouvuierierieeieiiiesieeiseesesssis sttt sses s bbbt ssssss s s s b s st s s s ssssasssssssssssensessessessssanssnsansans 3170
9.3.4 display default-parameter FiPNG.....cccoierireriririreieireisss ettt sse s ass s s st ss st ssssssssssssssssssssssssssssssssssanen 3171
0.3.5 dISPLAY FIPNG .ttt ettt bbbt sttt eaneas 3173
9.3.6 diSPlay MPNG AtADASE.......cieeeieeieeirieesissee ettt ettt s s s bbb st se e bssban s snen 3175
9.3.7 diSPlay FPNG INEEITACE ... ittt sttt a bbbt s s s s s en s st st nnsnsanen 3176
9.3.8 diSPlay rPNG NEIGNDON ...ttt sttt b et 3178
9.3.9 display ripng Neighbor Last-NDIr=OWN........c.cooieieeieiee sttt s st sss s ssns s nans 3179
O.3.10 dISPLAY F1PNG FOULE.....ceeerieeeeieireieeer ettt ses sttt ss s bbbt et se s s s s s s st st essenssasssssssnsanen 3180
9.3.11 display ripng StatistiCs INTEITACE.......ccorr ettt sttt 3182
9.3.12 filter-policy @XPOrt (RIPNQ) ..o isssssissessessasssssssss s st s ssssssssssssssssssssssssssssssssssssssessssnsssssssanes 3184
9.3.13 filter-policy iIMPOIrt (RIPNQ) ..ot ssssss st sssssssssssssssssssssssssssssssssssssssssssssssnsns 3186
9.3.14 IMPOIt-rOULE (RIPNG) ettt ettt st anea s sas 3187
9.3.15 maximum 0ad-balancing (RIPNQG) ...ttt tsssssass s ssssse st sss s ssssssssssnssssanssnsenes 3189
9.3.16 PreferenCe (RIPNQ) .. ..ot essasssss st ss st sss s st ss st s s s s s ssn s st ensssssssesssnsssnsenes 3190
O.3.17 reSEL FIPNG STATISTICS. ..ttt et et ettt 3191
O.3.T8 PG ettt sttt s e a et AR b bR R ARkt e b st se s st 3193
9.3.19 FIPNG AEFAULE-TOULE......eeeeeeee ettt sttt st s s s s s st nsns 3194
O.3.20 FIPNG INPUL ettt sttt sttt ettt bttt ettt bt bt ettt eas 3195
0.3.2T FIPNG ENADLE....eeeeeer ettt bbbt a bbbt a bbbt s s bbbt e 3196
9.3.22 FIPNG MBEIICIN ettt e ettt bbbttt sttt et s senebeeas 3197
9.3.23 FIPNG MEBEFICOUL ..ttt et et et et ettt 3198
9.3.24 FIPNG OULPUL ettt sttt s sttt et bbb ee s ea s s sn st nsssenas 3199
9.3.25 FIPNG PRE-LFANSIMIT ..ottt ss sttt ss sttt s s st sess st sssssssssnsanen 3200
O.3.26 FIPNG POISON-TEVEISE.....ceeuvrinereneireaeireaeireseesesstsesstse bbbttt sttt bbbt et ettt bttt et b et bbb e 3201
9.3.27 FIPNG SPLE-NOIIZON. ...ttt bbbt bbb s s as bbbt et s s ssesassansas 3202
9.3.28 FiPNG SUMMIATY-QAAIESS.......c.overeererreririeiesiseiseeseesessssssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 3204
O.3.29 LIMEIS FIPING ettt sttt sttt bbbt sttt st st e bbbt bbb et b st st seaetneae 3205
9.4 OSPF Configuration COMMANGS.........ccovueueeeeieeieinisiisisisiesessesssssssssssessssssssesssssssssssssssssssssssssssssssssesssssssssssssssanses 3206
9.4.1 abr-sUMMArY (OSPF @IQ)...c.cvueurereereerieriirerisieisessssessssssss s s ssssssssssssssssssssssssssssssssssssssssssssssssssnsssssesssssssssssssans 3206
.42 ATEA (OSPF) ettt ettt ettt st et s bttt s sttt bt ettt st s s et et st et s s et esesene 3208
0.4.3 ASDI-SUMIMAIY ....cveierieririeieeisee ettt sessssssssss s s s bt s s s s s sasss s b s s b sses s s s sassas b s s s s s s essessessesssssnssnsensensessnnans 3210
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9.4.4 authenticatioN-MOAE (OSPF GIA) ...ttt sttt ssseses et st sesesesesesssssesssesssesesssesanes 3212
9.4.5 bandWidth-refereNCE (OSPF) ... ettt ettt se sttt et s s s s sesesasantesenn 3215
9.4.6 Dfd Qll-INTEITACES (OSPF) ...ttt as st ss s s et sas s st s s assesssssasassssssnsassonas 3217
O.4.7 AEFAULE (OSPF) .ottt bbb s ettt 3219
9.4.8 AEfAULL-COSt (OSPF ABIQ) ..ottt s s st st s st s st et s s st s s s sesesesassetessasassesesane 3221
9.4.9 default-route-adVertiSE (OSPR) ... ettt sae sttt s s s s s ssssasssssssasaas 3222
9.4.10 dESCIIPLION (OSPF) ...ttt ss s s ssss s s st ss s s sss s sssss st sssssssasessssasssnsensessesssssssssssssassnssnes 3226
9.4.171 deSCriPLiON (OSPF AIQ) ...ttt ettt s st s sttt s s s s s s s s ssssesansenas 3227
9.4.12 display default-parameter OSPf....... ettt sss bbbt s s ssssan s naans 3228
9.4.13 diSPlay GESIM STATISTICS. ..ttt ss st st ss st s s st snsssassssssssasssnsnen 3231
9.4.14 diSPlay OSPT @DI=aSDI ...ttt 3232
9.4.15 display OSPf @SDI-SUMMIAIY........cciuieeieeieieisiseciese sttt bbb ss s s s bbbt sas s sbsssas s snen 3234
9.4.16 diSPlay OSPT DFA SESSION......ouiiriririeieerierie ettt ss s sss st st sssnssssssnnsas 3236
0.4.17 diSPlay OSPT DI . ...ttt ettt 3238
9.4.18 diSPlay OSPT CUMULALIVE.......cvuiveierirer ittt b st s s s bbb s sssensessnsans 3243
0.4.19 dISPLAY OSPT BITON ...ttt s bbbt st ss s s s s s s s s st sssssessssass st s snssnssssssssssnsansns 3246
9.4.20 display 0SPf GloDal-StatiSTICS.......eururerirrireireiriieieisesireise ettt es sttt bbbt aneas 3252
9.4.21 display OSPf GracefUl-TESTAIT.......cccurvrierieeicree ettt ettt sss bbb st s s s st e 3255
9.4.22 diSPlay OSPf INEEITACE.....cu ettt as st st s s s bbb st st st ensnsanen 3261
9.4.23 diSPlay OSPT ISAD......eeeee ettt 3266
9.4.24 display OSPf MIGP-TOULING. .....cceveeieiririeisie ettt sass s bbbt s s s s s s sss bbbt snssssssassansansnses 3274
9.4.25 diSPlay OSPf MESN=GIOUD......vierierieririeie ettt sttt ss st s s st s s sas s ssssnsenes 3277
9.4.26 diSPlay OSPT NEXENOP ...ttt ettt sttt 3279
0.4.27 dIiSPlAY OSPT PEEN...ouveieieetceeeteieiste sttt bbbt bbbt s s bbb s ae bbbt s s s ssesans 3280
9.4.28 diSplay OSPf rEQUESE-QUEUE.........cevreeeririreireeseeseessesistsssss s sssssssss s sss s ssssssssssssssssssssssssssssssssssesssssssssssssssssssanes 3287
9.4.29 diSplay OSPf rELIANS-QUEUE.........c.ovueereecereeeee ittt ettt et ee sttt es sttt sessessesssassnntns 3288
9.4.30 diSPlay OSPF FOULING.....cvurieeieirieisi ittt sttt assse bbbt ss s s s ss bbbt st s s s sss s bbb ensensensessesanen 3290
9.4.31 diSplay OSPT SNAM=LINK......oirieieiricierie ettt sss s sttt sss st st ssesssssssansnns 3292
9.4.32 diSplay OSPf SPf-STAtISTICS. .ururuuririiriereieie ettt ettt sttt 3293
9.4.33 display 0ospf statistics UPAAted-1Sa........cccoeurirrirrirrirririeeieieisie st ssss st assasssssss s bbbt sssssssssssnsans 3296
9.4.34 diSPLAY OSPT VIINK.eeeieririeieriieieisieieiressstes ettt st s sss s s st st ssesessssas st st ssesssasssssssnsanen 3300
9.4.35 display snmp-agent trap feature-name 0SPT @ll.......c.ooeernir s 3301
0.4.36 AN-DIT-SOE ...ttt bbb R bR e 3304
0.4.37 AN-DIT-CNECK. .ottt bbbt 3306
9.4.38 AOMAIN-IA (OSPF) ...t estsss st es s s ssse st ss st s sssss s s s s st sase s sassssnsssssnasensenen 3308
9.4.39 eCa-roUte-tYPE COMPALIDLE. ...ttt s s bans 3309
O.4.40 ENADLE L0G.. e ittt e RS e ARt nn s s e 3311
9.4.47 filter @XPOIrt (OSPF AIBQ) ..ottt se s s bbbt ss s s b s s sas s s snsnssnsnsenes 3312
9.4.42 filter IMPOIt (OSPF AFCa)...iieieeeeeeeeieeieisisissississsssessssss st ss s sssssesssssssss s st s s ssssssssssssssssesssssesssssnsssssssansanses 3313
0.4.43 fIlLEI-1SA-0UL PEEI ...ttt es s sttt ss s s bbbt s s s s s s s nssesensessesassnnsensnen 3315
9.4.44 filter-pOLiCY @XPOIT (OSPF) ...ttt ettt bttt eeaesas 3317
9.4.45 filter-poliCy IMPOIt (OSPF) ...ttt s st s s s sss s s ss b s st ssssssssassss st sssessssssssnsansans 3319
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0.4.46 TlOOAING-CONETIOL.....eeceieeiereeririeieise sttt sttt sttt s st s s bbb n s st sessssnsssssnsansns 3320
04T FIT (OSPE) ettt ettt s s8R bR A et ane s e seneen 3321
9.4.48 frr-policy roUte (OSPF FRR).....coeieieieirieisisisstsseeses e ss st sessssssssssssssssssssssssssessssssssssssssssassssssssssnssssassssssssnsnns 3323
O.4.49 Frr-PriOfity STATIC LOW.. e ittt st s sttt s s s s s s st snsns 3324
9.4.50 gracefUl-reStArt (OSPF) ...ttt ettt sss s s st ss st sss s st essssessssessssssssssnssssssessnsessssesassesanses 3325
9.4.51 graceful-restart NelPer-role (OSPF) ...t ses s s st sssssssssssssssssssssssesssssssssssses 3327
9.4.52 gSM AEFAULE-ACHION....eieee ettt as bbbttt s s saen 3329
9.4.53 gtSM 10G ArOP-PACKET ...ttt ettt b et tas s tas 3331
9.4.54 IMPOIt-TOULE (OSPF) ..ottt sttt sae s bbbt sss s as s bbbt et s s s s s s s bbbt en s ssnssnsanses 3332
9.4.55 10Cal-MLt fIlLEr-POLICY (OSPF) ..ttt sttt sss sttt ssssssssssss st sssenssssessnsanen 3336
9.4.56 10CAL-ME ENADLIE (OSPF) ...ttt ettt s et s et et s st s sasansesesesasassessanans 3338
9.4.57 loop-free-alternate (OSPF FRR).......ccoiririiieiirsieeisessessss st ssssssssssssssssssssssssesssssssssssssssssssssssssssnsssssssanes 3339
9.4.58 1S@-QITIVAL-INTEIVAL ...cvririeiiiiee ettt b bbbttt 3341
9.4.59 [SA-0rIGINATE-TINTEIVAL ..ottt sttt aneanen 3343
9.4.60 [SAD-0VEITLOW-LIMIt.....ouieeieeirieieicie ettt bbbt a st s s s bbb e sssssanssnsans 3345
9.4.61 maxage-lsa route-calculate-delay (OSPF) ...t sssssssssssssssssssssanes 3346
9.4.62 maximum l0ad-balanCing (OSPF) ...ttt st s s s s nsnans 3347
9.4.63 MAXIMUIMIETOULES. ...ttt ettt ssssse st se st s s sssssasssessssessssesassessssessssesssssssssssssssssessssesssssssssassnssnsns 3349
9.4.64 MESN-GrOUP ENADLE.......coieeeee ettt s ss bbbt ss st enssssnsans 3351
9.4.65 NELWOIK (OSPF AFQ) ...oveeeeceeeeeecteeeeeeeeteve et setes ettt s st s s as e st s s st s s assesesas st esessasaesesesasaesesesanas 3352
0.4.66 NEXLNOP (OSPF) ....ceieieeieeieeieisiesisis ittt sss s sss bbbt ss s s b s s st st ss s s s sasssebas b s s s st ensessesanssnsansans 3354
I WA I T (O S 2 SN (=T= ) SO 3355
9.4.68 0paAqUE-CAPADILILY ENADLE. ...ttt 3358
0.8 OSPI ...ttt ettt e R AR AR R bbbt 3359
9.4.70 0SPf QULNENEICAION-TMOAE.......ooeeeerieee sttt es s bbbt sns s s sanen 3361
0.4 7T OSPT DIt ekttt 3365
0.4.72 OSPT DFA DLOCK......ceeeieeieict ettt bbbt s s ss s bbb bbb st en s saen 3367
0.4.73 OSPT COSTu.uuiuiiririririsircis sttt s s s e s ses e s e e s ARt ettt nen 3368
O.4. 74 OSPT AI=PlIONIEY ettt sttt es sttt b e bbb s s e sanen 3370
0.4.75 OSPT ENADLE......oeeee ettt bbb a s a bbbttt s s e b aas 3371
0.4.76 OSPT FIlLEI-ISQ-0UL..c.oeiriereeietecie ettt et s sttt ns e s sas st neas 3373
O.4.77 OSPT FIT DLOCK ettt ettt s as st 3374
9.4.78 ospf maxage-Isa auto-protect diSADLE.........ceieieee st anee 3375
9.4.79 OSPT MID-DINAING.....e ittt sttt s sttt s s s st nsnens 3376
0.4.80 OSPT MEU-ENADLE.......ciiieee sttt bbbt 3377
0.4.8T OSPT NEEWOIK-EYPE....ooeierieiesteees ettt bbb s s s bbbt s s s b s b e s bbb sensensessesanen 3379
9.4.82 0SPT P2MP-TNASK-IGNOIE......oeiririreireereieie sttt sttt sss st st ss s s sssssssssss s s st st snsssssssessssssssnsns 3381
9.4.83 ospf router-id auLO-reCoVEr diSADLE. ...ttt 3382
0.4.84 OSPT SIMAIT-AISCOVET ...ttt sttt bbb s s bbb s ss s as b e bbb s s s s ssnsansas 3383
9.4.85 0SPf SUPPIESS-flaPPING PEEI ...ttt ss st st ss s s ss s sensnen 3384
9.4.86 ospf suppress-flapping peer diSabLe..........o et 3386
9.4.87 ospf suppress-flapping peer NOLd-dOWN..........ciiiiieceeeess st sass s ssaessesaes 3387
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9.4.88 ospf suppress-flapping peer hold-max-cost diSable.........ccorriririririne s 3388
9.4.89 OSPT LIMEE AEAM....... ettt ettt bbb st st s sn s 3390
9.4.90 OSPT LIMEE NELLO......ceeceeeee ettt bbbt s s bbbt e bbb s bbb s s s s s sasssnsantes 3391
9.4.9T OSPT LIMEE POLLucerieieieieie ettt st s st s s bbbt et easessessssanen 3393
9.4.92 OSPT LIMEE FEEIANSIMIT.....eiuiiricereieete ettt ettt e bbb s st ea et s s e s et essnes 3394
0.4.93 OSPT LrANS=AELAY .....veeeeeieeieirieicieeee ettt bbbt sa s as bbbt s e s bbbttt se s s s s s et 3395
0.4.94 OSPT Valid-Ttl-NOPS ...ttt sttt bbbt s bbbt s s sasssae s sanen 3396
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9.6.79 iSiS SUPPIESS-FlAPPING PEET....c.oeieierieieteteete ettt sttt s s ss bbb bbbt s s basban st nen 3740
9.6.80 isis suppress-flapping PEEr diSADLE. ..ottt s sss s 3742
9.6.81 isis suppress-flapping Peer NOLd-AOWN..........cc.oiuiurireirerererer sttt 3743
9.6.82 isis suppress-flapping peer hold-max-cost diSable...........ceeeeririeniniesereeee et 3745
9.6.83 iSiS SUPPIeSS-rEACNADILILY......cviveererieieirerir ettt bt s s s s 3746
9.6.84 isis system-id aUtO-reCOVEr diSADLE.........ooc ittt ettt eaeeaes 3747
0.6.85 1SIS TAG-VALUE......e ettt b st e s a s bbbt s s b s s bbbt e s s e bbbt st n s naen 3748
O.6.86 ISIS LIMIBE TSNP .ccvriuiieeirieireieieie ettt sttt st sttt st se s b et s s b st s st seas b s e st st se b e se b e sebaesetastseasseeasteeastenans 3750
0.6.87 1SIS TIMEE NELLO ...ttt ettt bbbt eaeenes 3752
9.6.88 iSiS tiMer NOLdING=MULLIPLIEN ......cieieiei ettt e s bbb bt ss bbb s e 3753
9.6.89 iSiS tIMEN [SP-TELIANSIMIL......oeieeeeeririeireieee ettt ss st ss s bbbt st ss s s s s sansansns 3755
9.6.90 iSiS LIMEN [SP-TNIOTELE......eeceieeee ettt es s ettt eens 3757
0.8.97T HS-LOVEL ettt e bbbt 3758
0.6.92 1S NAIMI....cvuiieicireereitirese ettt ese s ettt st sttt e e bbbt 3760
0.6.93 IS-NAMIE IMAP...uiiuiirirriiieieieieieiet sttt sttt ses et b bbbt b st st st st st se bt s et bbb et s et b et se st st seaetsesetseae 3761
0.6.94 [0G-PEEI-CRANGE. ...ttt bbbt bbb s s s s bbb b s st s s sassansantas 3762
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9.6.95 [0CAL-MLE ENADLE (ISIS) ettt sttt sttt sttt sttt sttt st s st st asasasans 3763
9.6.96 10Cal-ML FIlEEI-POLICY (1S=1S) ittt sttt sttt sanens 3764
0.6.97 LOOP-TIEE-ALEEINALE. ...ttt bbbt s s bbb s s s e bbb s s senes 3766
9.6.98 [SP-TragMENTS-EXEENG......veieeeieirie ettt ss st ss st s s s bbb sssesesssssesasasssnsnsens 3767
0.6.99 [SP-LENGEN ...ttt bbbkttt 3768
9.6.100 maximum L0ad-balanCing (IS=1S) ...t s st e s bbb s ensssssssesanen 3769
0.6. 10T NEEWOIK-ENEILY.c.u ettt sttt s s b st st ssas s s s s en st st assssssssssnssssessenssssessnsanen 3771
9.6.102 NEXLNOP (IS=1S) ettt et bbb bbb bbb as bbb s s s s s s s sses 3772
9.6.103 OptioNal-ChECKSUM ENADLE........o. ettt bbb se s sas s 3773
0.6.104 PIreferENCE (IS=1S) ettt sttt st s s sttt s s s s s ss st snsensnasensssansnns 3775
9.6.105 purge-originator-identification ENabLe............or e en 3776
9.6.106 PrefiX-PriOrity (IS=1S) ..ottt ettt ss s s bbb s s s s ss s bbb sssassassanssnsas 3778
0.6.TO7 FESEL TSIS @lleuuueuuieiereieeeireireieei ettt ettt st st s b bbbt 3780
O.6. 108 FESEL ISIS PR ... ettt ettt et st st sttt bbbt ettt ene 3781
9.6.109 reset iSiS STALISTICS PACKET........cccieirieiriesieieeeteetete ettt bbb ss s s bbb bbbt se s s s e s st nees 3782
9.6.110 reset iSiS StAtISTICS PUIGE-ISP....corerieieririririeieiseees ettt s s ss st ssssss bbbt sssnssnssssssans 3783
9.6.111 reset iSis SUPPIESS-TlapPINgG PEEN ... ettt ettt ea sttt bbbt 3784
9.6.112 set isis bfd delete delay-TiMe.. ...ttt bbb bbb s s nen 3785
0.6.T713 SEE-OVEILOAM. ..ottt bbb ettt 3786
9.6.114 snmp-agent trap enable feature-Name iSiS........ccorrrrreeerere et 3789
9.6.115 snmp-agent trap enable feature-Name iSiS-Std........c.couvirrrrricririieeeieeese st sssessenees 3792
0.6.TT6 SPT-PIIONTEY ettt st s s st s se sttt a s st st 3794
0.6. 117 SPT-SlICE-SIZOe ettt kbbbt s ettt 3795
9.6.1T8 SUMIMAIY (IS=1S) ettt b bbb s s bbb s ss bbbt s s ss s s b b s s s s s snes 3796
9.6.119 suppress-flapping ISP-flOOM..........oiririrrrerererree sttt sss st sns s nsssanen 3798
9.6.120 suppress-flapping ISP-gENEIatioN........co ettt st ees 3799
9.6.121 suppress-flapping peer diSAbLe (IS=1S) ...ttt ssssas st ssssssansans 3801
9.6.122 suppress-flapping rOULE-CalCULALE........veveeereeer ettt sss st sns s sssaen 3802
9.6.123 LIMEI ISP-GENEIALION. ... cu ittt ettt sttt s s eneenns 3803
0.6.124 LIMEI ISP-IMAX-QQE.....ieieeieirieeteeieieeie et sss st see s sss s s s bbbt se s s s bbb bbb s s s b s sas b s s b s sesssssnssnssnsansans 3805
9.6.125 LIMEE ISP-TEIIESN.... ettt sttt s s ns st snen 3806
9.6.126 timer purge-zero-Isp route-calculate-delay ...t eeeseaes 3808
0.6.127 LML SPF ettt bbbt bbb s bbbt bbbttt n s s s nas 3809
0.6.128 ViIrtUAL-SYSTEIM ...ttt sttt sttt ss st s e s s s bbbt snseas et s s sass e ssns st essnsanen 3810
9.7 IPV6 IS-IS Configuration COMMANGS..........cvuerirrereereeriieiieeeisiseesetseesesseas sttt ss st ss st sessessensssssasssesns 3811
0.7.7 IPVE QULO-COST BNADLE. ...ttt sas bbb bbbt s bbbt s s s ensnsansans 3811
9.7.2 IPVE DaNAWIAtN-TEFEIENCE. ...ttt ss s st ens st eesesanen 3813
O.7.3 TPV CITCUIT-COST ettt sttt et bttt bbbt ettt 3815
0.7.4 IPVE CIFCUIT EFAULE-EAQG ittt bbb bbb bbbt as s s e bbb e 3816
9.7.5 IPVE defaUlt-TOULE-QUVEITISE. ......oveeeeereeieieererisieese sttt sttt sttt sss bbb st snsnsssssnsns 3818
O.7.6 IPVE ENADLE(ISIS) ettt sttt s s bbb s b s s s s s s st b s s s as s s as b nsesnsesananes 3820
0.7.7 IPVE fIlL@I-POLICY EXPOIT.ceuieieeieeieiririesieieetete ettt sas bbbt s st ss bbb bbbt es s s s s s bt en s nssssssnsansans 3822
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0.7.8 IPVE filt@Ir=-POLICY TIMPOIt...cciuiiiiiieieeieieiesie ettt sttt ss sttt s s sss s bbbt sesssssassssssnsssnsnsnes 3824
O.7.9 1PV IMIPOIT-TOULE......cueieiieeie ittt ettt ettt et et bttt 3825
9.7.10 ipv6 import-route isis leVel-1 INTO LEVEL-2........c.rrriereee ettt ssss s ssss s naes 3829
9.7.11 ipv6 import-route isis level-2 iNTO LEVEL-T.......rrre ettt ssse s sss s snaes 3831
9.7.12 ipv6 mMaximum l0ad-DalanCing......coeerrieirirereirerircee ettt es sttt 3834
O.7. 13 1PV PrEIEIENCE. ...ttt bbbt s s bbb bbb s bbbt s s s b s b s bbbt b s s s s sansas 3835
9.7.14 IpV6 PrefiX=-Priority (IS=1S) . . rrreerreririeirisisetssissessessesessss st ssss s sss s st st ssssssssssssssssnsssssssssssssssssansnns 3837
O.7.15 1DV SPT=PIIOIEY ettt ettt bbb s ea ettt nb s essbassas b 3839
O.7.16 IPVE SUMIMIATY ...cutriririeririeeieeeeiesistsesessesstssesssssssssssssssssssassssssssesssssssssssssssssssssssssssessssessssessssessssessssesssssssssssssssssesssesasses 3840
O.7.17 ISIS IPVB COST.cnimiiiieieieieecteictee ettt sttt ea st ta st es st s s et st ae bbbt s b sae s st e s seneseeasssen 3841
O.7.18 ISIS IPVE ENADLE.....c ettt st es e e bbbttt eaen 3844
9.7.19 isis ipV6 SUPPIeSS-rEACNADILITY.......cveveeieieicteeeeeeesete ettt nsas 3845
0.7.20 ISIS 1PV LAG-VALUE.......ceceeeeieeieisir sttt sttt ss s s st s e s s s s s s s st snsessssssssssnnsans 3846
9.8 BGP Configuration COMME@NGS.........ceceieeeurireueinteneirieeeeisstsiseesessessess s asesss s sssssesssssessssssssssssssssssssssessesssnsssssssssnes 3848
0.8.T ACLIVE-TOULE-AAVEITISE......ceeereeeceretreireeeretreie ettt ca ettt st ettt ebaes 3848
9.8.2 AQQGIrEGALE (BGP) ...ttt sttt s eSS aess e s e s e senResansans et 3849
9.8.3 APPLY-1abel @XPUCTE-NULL ..ottt ettt 3852
0.8.4 AS-NOTALION PLATN...eieierieeieicte ettt bbb bbb bbb s e bbb a s s s s ba s sas 3853
0.8.5 AS-PATN-LIMIT. ettt e ARttt enee 3855
9.8.6 DESTIOULE @S-PAtN-IgNOIE......c ettt sttt 3856
9.8.7 DESLIOULE IGP-IMELIIC-IGNOIE.....eieeeeeeeierieiei sttt bttt bbb b st sssss s bbbt essensssssssnsansananns 3857
9.8.8 bestroute Med-coNfEdEration (BGP)......... et sssssssesss s s sssssssssssssensnsasssaens 3858
9.8.9 bestroute Med-NONE-aS-MAXIMUM......cccowuuriureuriureerisiseeesesssesessessessessssssssessssssssessessessssssssssssssssessssasssssssssnns 3859
9.8.10 bestroute NEXtNOP-TESOLVEd............cceuririririeeciee ettt s bbbttt b b s st enen 3860
9.8.11 bestroute routerid-prior-CLUSTEILIST. ..ottt se st s sttt sss s s s snes 3862
0.8.T2 DgP..eueuurerrerreereieiseeiseisesiestss s sssesss s sasess st a et a eSS AR RS A R AR RS s ARt 3863
9.8.13 DgP dYNamMIC-SESSION-LIMIt......crorrerrirriierierieiie sttt sttt se st bbbt ss s s s s bbb s s nassessssanen 3864
0.8. T4 CRECK-TIFSE=@S..eu ettt s bbbttt 3865
9.8.15 comMPare-differenNt-as-MEd........cccourrireerre ettt ettt ees 3866
O.8.T6 CONTRACTATION 10.....cuureueeceeieeeectrete ettt e s b st s st b s 3867
9.8.17 confederation NONSTANAAIT. ...ttt seses ettt ene 3869
0.8.18 CONTEARTATION PEEI-AS.....eieieieeiereeieireisetreir ettt st sses s es sttt ee e st e sesanen 3870
9.8.19 confederation route unicast-to-label diSabLe.........ccorne ettt 3871
0.8.20 dAMIPENING....curiurieririreirrirsiriseeseis e asssssssssssssssssssssssssss st sssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssasssnsssssssssssassans 3872
0.8.2T dEfAULL IPVA-UNICAST.....cueeeeeeeei ittt sttt s ettt sttt 3875
0.8.22 default lOCAl-PrEfEIENCE. ...ttt bbbt b s sas s b nes 3876
0.8.23 dEFAULL MEA....euiiiiiireirere ettt e b bbbt sttt 3877
9.8.24 default-rOULE IMPOITE.......cooiuierereireee ettt sttt sttt 3878
9.8.25 determMiNISEIC-MEA (BGP) ...ttt ssse st s s s s ssss s st s sassssssssnsasassssnsassenas 3879
9.8.26 diSPlay DGP DFA SESSION......oureririeeicierieisirie sttt sttt st s s snen 3881
0.8.27 diSPLAY DG @ITON ...ttt s et sttt 3884
9.8.28 diSplay Dgp €ITOF AISCAN.......cuoevriririreieeirieeieisistss sttt b st sss bbbt s st sss bbbt ses s s s sansansns 3886
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9.8.29 dISPLAY DOP GIOUP...euieeierieriereeeiririsissi sttt ass st s st ssss s s s st s s sesssssssssasssnsenssssnssnsnssssans 3888
9.8.30 display Dgp iPVE DI SESSION......ccuiiriririreireircieer ettt st ess s een 3895
9.8.31 display bgp ipVE rOULING-TaDLE. ..ottt se s s bbb sss s sanes 3898
9.8.32 display bgp ipv6 routing-table StAtiStiCS. ...ttt s et sssssssnens 3904
9.8.33 display bgp mMdt roUtING-TaDLe.........ooiieree ettt 3907
9.8.34 diSplay bGP MAL DI ...ttt bbbt bbb s b sssansans 3916
9.8.35 display bgp mdt routing-table StAtiSTICS........ccorrirerirrrrrrese et ssss s ssssneas 3917
9.8.36 display bGP MULLICAST GrOUP....c.ccueiuierriiereeeeesieireerei ettt et es et st es s et esesassanen 3920
9.8.37 display bgp MULLICAST NEEWOIK.........ovueeerieeieirierieireeeie ittt ss s s s bbb nans 3922
9.8.38 display bgp MULLICAST PAtRS......c.vuierecieeieie ettt sttt sss s st st snsnsannnns 3924
9.8.39 diSplay DgP MULILICAST PEET......cu ettt ettt sttt ettt seeen 3925
9.8.40 display bgp multicast rOUtING-tabLe.........ccooiiieiieieeeeeee ettt sas s sanes 3926
9.8.41 display bgp multicast routing-table as-path-filter.........corrorirrreree s 3930
9.8.42 display bgp multicast routing-table Cidr........o et sees 3931
9.8.43 display bgp multicast routing-table COMMUNILY........cocvueieieeieiceire e sees 3933
9.8.44 display bgp multicast routing-table commuUNIty-filter........ccccoormrirrerrirererrree s 3935
9.8.45 display bgp multicast routing-table dampened............coonnireeeee s 3936
9.8.46 display bgp multicast routing-table dampening parameter............eeeeneeeiesiseesssesessesseesesnns 3937
9.8.47 display bgp multicast routing-table different-origin-as........cccmrrcrnrnrnsnerssss s 3938
9.8.48 display bgp multicast routing-table flap-iNfo........cccco e 3939
9.8.49 display bgp multicast roUting-table PEEN ...t sas s 3941
9.8.50 display bgp multicast routing-table regular-eXpreSSion............. s ssessssessessessssssssssens 3943
9.8.51 display bgp multicast routing-table StatiStiCs........cocerrrrrrirrererr et 3944
9.8.52 display bgp multicast UPAate-PEEI-grOUP.......ccowieieeeirirriesisireiesessessssssssssssssesssssssssssssssssssssssssssssssssassanens 3946
9.8.53 diSPlay DGP NEEWOIK.......ceieieerieer sttt sttt ns s s ssnsas 3947
0.8.54 diSPlay DGP PAtRS...... ettt ettt 3950
O.8.55 dISPLAY DGP PEEN ...ttt bbbt bbbttt s bbbttt a s aesanen 3953
9.8.56 display bgp PEEr OFf ID-PrefiX. ..ottt sssssss s sss s ss st ssssssssssnsansnns 3971
O.8.57 diSPlay DGP FESOUICTE. ...ttt ettt sttt as st 3972
9.8.58 display bgp rOULING-TaDLE.........cuieieeeeeeecee ettt bbbt s s s ensssansans 3973
9.8.59 display bgp routing-table damPENEQ...........rriricreeesess ettt ss s sassns 3981
9.8.60 display bgp routing-table dampening ParamEter.........corrreeenrineereirereeee et ssseees 3984
9.8.61 display bgp routing-table flap-iNfo........ccrreee ettt s b bnen 3986
9.8.62 display bgp routing-table LabDeL........ ettt 3989
9.8.63 display bgp routing-table peer NO-adVEITiSe..........cvurrieirineireireireiree ettt seaeeaseae 3992
9.8.64 display bgp routing-table Peer StAtiSTICS.......cccveirierieireirieriee ettt s st ss s s seneas 3997
9.8.65 display bgp routing-table StAtiSTICS........coririririerirrirrirerr sttt ss s ssenes 3998
9.8.66 display Dgp UPAate-PEEI-GrOUP......cccvuriereuriuriuririneireiretseistesesesstssess st ssessessess st s st sessessessesseassnsssssasssssees 4001
9.8.67 diSPlay DG VPNVA DEIET ...ttt bbb bbb sas s sanen 4005
9.8.68 display bgp VPNVA rOULING-taDLE........c.ieeeeeer ettt snss st saen 4006
9.8.69 display bgp vpnv4 routing-table StatiStiCS.......cccowrrrreiriireirieeeieie ettt 4019
9.8.70 diSplay bGP VPNVE DEIET ...ttt bbb bbb s s sas s banen 4024
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9.8.71 display bgp VPNVE rOULING-taDLE........c.ceeeeeeeree ettt sns st saen 4026
9.8.72 display bgp vpnv6 routing-table StatiStiCS.......cccoerrrireiriireirieeeeiereire sttt ses et 4038
9.8.73 display default-parameter DOP........ciieeerisieee s s st se bbbttt sas s b s s senen 4044
9.8.74 display MbgP rOULING-TADLE.........orirriercer ettt sss sttt sns st nens 4046
9.8.75 display mbgp routing-table STAtiSTiCS......ccoviriuriureuririeieie sttt ses s saen 4049
9.8.76 display snmp-agent trap feature-name bBgp All......eieieeeeseeeeee e 4050
0.8.77 €DgP-INtEITACE-SENSITIVE.......ceeee ettt s ss s bbbt s s st n s e 4053
9.8.78 ext-community-Change @Nable............ ettt 4054
9.8.79 filter-poliCy @XPOIt (BGP) ...ttt sttt ss st ss s bbb s st sasassansantes 4055
9.8.80 filter-poliCy IMPOIT (BGP) ..ottt sttt ssssssssssss s ssssssssssssssssssssssssssssssssssssssanen 4058
9.8.871 gracefUl-reStArt (BGP).....o.o oottt et s st s s s s s s st es st es st sssssessesssssssssessnsesansasans 4060
0.8.82 gracefUl-reSTArt PEEI-TESEL......ccoveiviereieeee ettt bbbt s s sa bbb bbb s s s s bbb st nsssessnsanen 4061
9.8.83 graceful-restart LiMEr FESTAI......c.cccorrrireres ettt s st ss s ass s s s s ssssensenns 4062
9.8.84 graceful-restart timer Wait-fOr=riD..........o ettt ees 4063
O.8.85 GIOUP ettt ettt et ettt h ettt E A b A b e A bt ettt et h et ettt 4064
9.8.86 IMPOIt-TOULE (BGP).....eceererierieieisireiseiscistisesis sttt sessss st sss s ssss st ss st sssssssssssasssssenssssssssssssesans 4066
0.8.87 IPVA-TAMILY ..ottt ekttt 4067
0.8.88 IPVO-TAMILY ..ottt sttt bbb s bbbt bbb s a bbb b e s eb s sa s sanen 4069
0.8.89 KEEP-ALL-TOULES......o ettt ss st s st a st s s se st s st st s sns s s s sansansas 4070
9.8.90 load-balancing as-Path-IgNOre...........c ettt ettt es et sanen 4071
9.8.91T maximum L0ad-balanCing (BGP).........ccieieeeeeeieisiee sttt sssss st sesssssssss bbb sesssssssssssnsssssnsansnns 4073
9.8.92 maximum [0ad-balanCing @IDGP......cccorrrriniririeee ettt ssss s s st st sss s s senes 4075
9.8.93 NEEWOIK (BGP) ...ttt sttt ettt st s s s st s st et sas st et sasansesessanaesessasansenes 4077
9.8.94 nexthop recursSive-lOOKUP (BGP)......ociiiiieieeeeeieirisisie st sssssssssssssssesss st s sssssssesssssssssssssasssnsanes 4079
9.8.95 nexthop recursive-loOKUP AELAY........cccvriririririreir ettt ssssssssss s s st sssssssssssssssnsnns 4081
9.8.96 nexthop recursive-lookup non-critical-event delay........ovveernrnenererreee et eees 4082
0.8.97 OUL-AELAY.....oeieeierieirt ettt sttt a s bbbt s s b s s b b s s e s s s b s s e bbbt s st s s s nas 4084
9.8.98 peer adVertiSE-COMMUINITY ....cccoverurirrecereerieesisis st sesss s ssssse sttt sssssssssssssssssnssssssssssssssssssssssssnsssnssssssssnsans 4086
9.8.99 peer advertise-eXt-COMMUINITY......cor ettt seas sttt b s ess st ss st s sessas 4087
0.8.100 PEEI QLLOW-2S-LO0P.......oieiririreirircireeisis sttt ses s ssssss bbb ss s s s s s s st ssssessssssssssas s s en b st ensessssssssssansans 4089
0.8. 107 PEEI QS=NUIMIDEN ...ttt sttt ss s s sttt ssss s s s st snsessssssssssssssssnsnsensesssssnsnns 4091
9.8.102 PEEI @S-PATN-TILEEI ...eeeeee ettt sttt 4093
0.8.103 PEEI DUttt sttt bbb s bt s bbbttt n s b e banbas 4095
0.8.104 PEEI DI DLOCK.... ..ottt s st s st s s s st st nens 4097
0.8.105 PEEI DIt @NADLE........ ettt sttt 4099
9.8.106 peer CAPADIlItY-AUVEITISE. ...ttt bbbt as s bbbt sssssss s snans 4101
9.8.107 peer Capability-adVErtiSE OFf........o ettt s s s s s s s ssnsensnes 4102
9.8.108 peer CONNECE-INTEITACE. ......ceeieeeieiee ettt st b ettt bbbt eanenns 4104
9.8.109 peer CONNECLEA-CNECK-IGNOIE........ccovririeieieeeeie sttt ss bbbt ss bbb bbbt s s ssssanssnsansans 4107
9.8.110 peer default-rOULE-QAVEITISE.........ccvvrireei ettt ss s sas st ssnssasessesanen 4108
9.8.1171 peer desCriPLioN (BGP) ...ttt sttt bbbt eeas 4111
9.8.112 peer discard-ext-COMMUNILY (BGP).......ccoueirieiririerisereieseisisse st s s st st ssssssssssssasssssassssenes 4113
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0.8.113 PEEI EDGP-MAX-NOP ..ottt ss s s s ss st s st s s s s s s st s snssnssnsas 4114
O.8. 114 PEEI ENADLE (BGP) ...ttt bbb bbb bbb s ss s s s s s ssssnssas 4116
0.8.1T5 PEEI fAKE=S...cerieeeiriitreieiereieisss sttt sss bbbt b st se s bbb et bbb s s s b s bbb s s s s s b s s s b s st s st ensessenans 4117
0.8.1T6 PEEI fIlLEI=POLICY ...erererierieririrereir sttt sttt sttt ss st es st st s s s e s st nens 4119
O.8. 1717 PEEI GIOUP.uueuiuiriueiieeiceeeetseetstet sttt eae st es e ts e ts st ettt st h ettt s bbb etae bt bees 4122
O.8. 1718 PEEI IGNOIE....ceeeeieeeie ettt sttt sttt s st e st st s s b s s e b s s e b s b eeasssesssse st esssssessssnsssssssansssansns 4124
0.8.1T9 PO IP-PIEFIX.c. ettt sttt st ss s bbbt ss s s s st st s s s s esssssssssssnssssensensessnssns 4125
9.8.120 peer KEYCNAIN (BGP) ...ttt ettt st sttt b et seasennnnns 4128
0.8.1271 PEEI KEEP-ALl-TOULES........eeeeeeieiririest ittt s st sss bbb bbbt sas bbbt s s ssssnsssansans 4129
9.8.122 peer label-route-Ccapability (BGP) ...ttt ssss s ssssss s ssssssssssssssssanen 4131
0.8.123 PEEI LISTEM=NEL......c ettt sttt e sttt ettt eens 4133
0.8.124 PEEI LISLEN=0NLY ..ottt s bbbt s bbbttt s s b b e bbbt s ensessessesanen 4134
0.8.125 PEEI LOG-CRANGE...... ettt ss s s s st ss sttt e s s s sas s sas s st s snssnssesns 4136
9.8.126 peer NexXt-NOP-INVATIADLE. ..ottt 4137
9.8.127 PEEI NEXE-NOP-L0CAL..... ettt s bbb bbb bbb s s senes 4139
0.8.128 PEEI OUL-AELAY ...ttt ss bbb s st ss s s s st es s s sassssssans s ssnsnssnsessneans 4141
0.8.129 PEEI PASSWOIU.....euiuieiirieeireieieeieee et isees st et se st eas st s st bbbt se et s es et bbbt eessessesesassanen 4143
9.8.130 peer PaAth-MEU QULO-AISCOVEIY......c.orriririeeiesie ettt sss bbbt s s s sas s bbb es s ssessessssanssnsansans 4145
0.8.1371 PEEI PrEfEIT@U-VALUE. ...ttt sttt s s s s st s st s s sas s sensnens 4146
0.8.132 PEEI PUDBLIC-AS-0NLY...ueuiriiiieeeeie ettt ettt es sttt ettt sttt eee 4148
0.8.133 PEEI TEFLECE-CLIENT. ..ottt s s bbb bbb ee s s s e st 4150
0.8.134 PEEI FOULE-LIMIL....uiririieriieieieieie ettt sttt bbbt s bbbttt s s s s s s s e bt ensensnnsessssanen 4152
0.8.135 PEEI FOULE-POLICY ...ceeueeiriretetreiriee ettt sttt b sttt ea e seassasssesanen 4155
9.8.136 peer roUte-UPAAtE-INTEIVAL.....ccoveieieieiriricete sttt s s s bbbt st b bbb enen 4157
O.8.137 PROI LM ettt sttt st s s et s et a bbbt st st st st eastseaetesetassesassesans 4159
O.8.138 PEEI LIMEI CONMMEBCE-TELIY....cuiuieiieeieieie ittt sttt ettt baeaen 4162
0.8.139 PEEI tIACKING....eeueeeeierieieiciee ettt b st s s ba bbb bbb s s b bbbt s s e s s s s banbeneas 4164
O.8.140 PEEI tNL-POLICY ...ruruieriririreireirieriieeses sttt sss st ss s sssa s s s st st sesssssasssssssss e s s s sassesesssssssansassnssnssnsessnsanen 4166
0.8.1471 PEEI VAlid-TEL-NOPS......u ettt sttt s eb e st sasens 4167
0.8.142 PreferENCE (BGP) ...ttt ssssss bbbt s sttt s bbb bbb b sesas bbbt 4169
9.8.143 OS-L0CAL-Id DENAVION ...ttt ss st sss s s st enes 4171
0.8.144 QPPD LOCAL-POLICY ... evreieieieieiirei ettt sttt st 4173
0.8.145 PPD-POLICY ENADLE.......eeeeee sttt bbbttt s s snee 4174
O.8.146 refleCt DEIWEEN-CLIENTS. ...ttt bbbttt 4175
9.8.147 reflect change-Path-atlriDULE..........oo ettt saen 4176
9.8.T48 refleCtOr CLUSTRIIM.. ... ettt es bbbt 4178
0.8.149 FEFIESN DGP .ttt s et s st s st 4180
9.8.150 refreSh DGP MIAL. ..ttt bbbttt 4182
9.8.157 refreSh DGP MULLICASE.......cuieeeeeeee ettt bbbt ss s bbb sns s senen 4183
9.8.152 refresh bgp MULLICASE @XEEINAL.....oirreeeeieeser ettt sss sttt sssanses 4184
9.8.153 refresh bgp MULLICAST INTEINQAL. ...ttt een 4185
0.8. 154 FESEE DOP...ouveiriririeieiieiieie sttt sse bbbt s s s s bbb st s s s bbb b s st b st et s s bt et 4186
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9.8.155 reset DP AamMIPENING.....covririierierinirieisieise sttt ssssssssss s s s st ssssssssssssssssssssnssssssessssssssssnssans 4189
9.8.156 reset DGP flap-INTO... .ottt 4191
9.8.157 reset bgp flapPiNg=COUNT. ...ttt s bbbt sss s sas st bbb s sessnsans 4194
0.8.158 rESEE DGP M.ttt st st s st sensn st s snsns 4195
9.8.159 1St DGP MULLICAST ... eeeerieeeereireie ittt ettt bbbt es et e s b e snbes 4197
9.8.160 reset bgp MULLICASt dAMPENING......c.oiririririeier ettt s st sss s bbbt ss s ssssssnssnsanes 4199
9.8.1671 reset bgp MULLICAST @XEEIMAL ....ciiieeeeeieeieirieieisei sttt sttt sss st snsensnes 4199
9.8.162 reset bgp MULLICAST FlaP-INTO.....ie ettt ees 4200
9.8.163 reset bgp MULLICAST INEEINAL......iiieeceeeeieeet ettt bbb bbb s ensesaes s sanen 4201
0.8.T64 FOULEI-IA (BGP) .oueiereeiireieesireeeeire ettt s bbbttt 4202
9.8.165 router-id (BGP-VPN Instance IPv4 Address Family VIEW)......ccorerinenineeeeee et 4203
0.8.166 FOULE-SELECE AELAY.....oviveieeieetceieee ettt bbbt bbb s s e bbbt ss s s snes 4205
9.8.167 routing-table Llimit threShold-alarmmi.......c.oeer sttt s st ssssssnsnns 4206
9.8.168 roULING-LaDLE FID-ONLY ..ottt ettt bbbt sanen 4207
9.8.169 SNULAOWN (BGP) ..ottt a st a st ae s s s st s s assssssasassessssasassssaen 4209
9.8.170 slow-peer deteCtion diSADLE. ...ttt st sannes 4210
9.8.171 slow-peer detection threShOLd.........cc.orrer ettt eaen 4211
9.8.172 snmp-agent trap enable feature-Name DgP........ciinieinieieesesi sttt e ssssssansens 4212
9.8.173 SUMMATY QUEOMIATIC.ccueiuireeeirieeireieireietei ettt sttt ettt st sttt sttt ens 4214
9.8.174 SUPEINEt UNICASE QUVEITISE.......ceeeereirieireir ittt essease st sses sttt eae e seas s eseen 4215
O.8.T75 TIMEI (BGP) oottt ea e eb s s bbbt 4217
O.8.176 LIMEI CONNECE-TELIY.....erieeireeeereieireeeireiei ettt sttt sttt st s bbb sttt s st seas s eastsess s easssssetsssesassneass 4219
9.8.177 undo SYNChroNization (BGP) ..ottt ettt s s st es s s s snssssnssas 4220
9.9 Routing Policy Configuration COMMANGS..........ccoimiuierieerenienisisisiesiesessesssssssssss s sessesssssssssssssssssssssssssssssssssansanes 4221
0.9.7 APPLY @S-PALN.c.cere ettt nen 4221
9.9.2 APPLY DACKUP-TNEEITACE. ... ettt s et 4223
9.9.3 APPLY DACKUP-NEXENOP.....orierieiricterirei ettt sttt bbbttt bbb s st s e s st nen 4225
0.9.4 APPLY DENAVION ...ttt as s st s sttt s st st et 4227
9.9.5 APPLY COMM-FILEEE AELETE......eeeeee ettt 4228
0.9.6 APPLY COMMUNILY...everieerriiiriesiesieseeeeie ettt ses s bbbt s st sss s bbb s s s s s s sss s bbb es s s s s s ssssasssnbns st ensesanen 4230
0.9.7 APPLY COSLur ittt sttt ass s s s s st s s A s et ee e s a s st et ntes 4233
0.9.8 APPLY COSE-TYPO....eeeeeeerei ettt sttt et ettt bbb 4234
9.9.9 APPLY AAMPENING....itiiiieiecieieirieeiee ettt s st s e s bbb bbb s sss s s bbbt essessesssssnssnssnsenenns 4236
9.9.10 QAPPLY EXECOMIMUNITY ..ovuveieririeireiesee ettt sttt sss s sassss s s st ssssssasessssssssnsssessssssssssssssssssssnsnsnes 4237
9.9.11 apply ip-address next-hop (ROULE-POLICY VIEW) ..ottt essesesenes 4239
0.9.12 QAPPLY IPVE NEXE-NOP...ciiiititecieeie ettt s bbbt ss s s s bbb s s s s sas s s b s s s sessnsans 4241
9.9.13 QAPPLY IP-PrECEAGNCE........eeeeereeeeeeitire sttt s s bbbt ss s bbbt st s s s s s s s e bt ensenssasessssanen 4242
0.9. T4 @PPLY 18IS eueurirerireiriee ittt sttt s sk R A b bRt Rttt aes 4244
9.9.15 QAPPLY LOCAL-PIEFEIENCE. ..ottt bbbt bbb bbb s bbb e 4245
9.9.16 QAPPLY MPLS-LADEL.c.eeeeeee ettt ass s st sttt s s 4246
0.9.17 @PPLY OFIGIN.tiiiiiiieieireirer ettt sttt ettt bbbt et ene e 4247
0.9.18 APPLY OSPT ettt sttt AR A bbbt a bbbt 4249
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0.9.19 QAPPLY PrEFEIENCE. ...ttt sttt s s s st et sn s s s bbb en s st nnsensnsas 4250
9.9.20 aPPLY Preferr@-ValU@.........ococeeeeeeeereecereieee ettt ettt ettt s s s eeassastnns 4251
9.9.2T QAPPLY GOS-LOCAL-TT. ..ottt s s s bbb bbb s s s s sansas 4252
0.9.22 APPLY TAG ittt sttt R AR ARt et snsaeen 4253
9.9.23 description (ROULE-POLICY VIEW).....cuiuiererieieieie ettt ittt ess st es st st ess e sanen 4254
9.9.24 diSPlay 1P @S=PatN=-filter ...t sttt bbbt a bbbt s b sanen 4255
9.9.25 display ip COMMUNIEY-FILEE.....eurieeeree ettt sss sttt sss st ssnssnssssssansnns 4257
9.9.26 display ip @XtCOMMUNIEY-FILEEI ..ottt ettt 4259
9.9.27 dISPLAY 1P IP-PrefiXu.ucueieiririreiiriieiesisieeiieisissss st essss bbbttt sss s bbbt st se et essssssssssas s s s ensessessessssssssnsnsnns 4260
9.9.28 dISPLAY 1P IPVO-PIEFIX...ueerieririririreiriisisiesis sttt st ss s s st ssssssssssessssassssssssssssssssssssssssansns 4262
9.9.29 diSPLAY 1D FA-TILEEI .. ettt bbbttt eene 4264
9.9.30 diSPLAY FOULE-POLICY....evrveirrierireeiieieieie sttt ssssss s st ss s s bbbt sesssbas bbb s s sessessesas 4265
9.9.31 if-Match acl (ROULE-POLICY VIBW) ..ottt ssssssss st ssssssssssss st snssssssssssssssssnsns 4267
9.9.32 if-MAtCh @S-Path-filEEI ...ttt st een 4268
9.9.33 if-MAtCN COMMUNIEY-FILEET c.cueeiere ettt bbbt bbbt s e enasssnsans 4270
9.9.34 If-MATCN COST. ettt e et 4272
9.9.35 if-mMatch eXECOMMUNITY-TILEET ...ttt ettt 4273
9.9.36 IT-MATCN INEEITACE. c.e ettt e et 4275
0.9.37 HF-IMATCN TPttt A et s st nn s 4277
9.9.38 If-MALCN IPPIETIX . ceueeieeieeiee ettt e et st ss s bs 4279
9.9.39 Hf-IMALCN IPVB....e. ettt bbbt bbbt s bbb bbb s b s bt bbb s sessnsans 4280
9.9.40 if-MALCN MPLS=LADEL....e ettt st ss s s st esssssnsnns 4282
0.9.4T F-MATCN FA-TIEI ettt es ettt 4283
0.9.42 If-IMALCN FOULE-EYPE.....eeeeeeee ettt sttt s bbb bbb s s s b s s b st s st ensessnsans 4284
9.9.43 If-MALCN £AG w1ttt st st ss sttt s Rt et s st nen 4286
0.9.44 1D @S-PAtN-FILEEI ...ttt sttt 4287
0.9.45 1P COMMUNIEYTILEET c..oeieitceeeeeeeie ettt s s b s bbb ess s s s sas s bbb ensesensans 4289
9.9.46 IP EXECOMIMUNIEY-TILEET ..eeeereeeee ettt sttt sttt ss bbbttt as st st nsns 4294
0.9.47 1D TP PIETIXuceur ettt sttt b st R ettt 4297
0.9.48 1P IPVO-PIEIIX ettt bbbttt ss s bbb e bbb s s s e s bbb s s b s b s s s bss b s b s s st ensessnsans 4302
LSRR L I o B 0 1T OO P PP PTRSTTPT 4305
9.9.50 FESEL P 1P -PIEIIX .. ettt st s ettt sttt 4308
0.9.5T FESEL IP IPVO-PIEIiXuuucurieeieeierieieiieissireteeieee sttt sas s b st ss st as s b st s s s sa bbb s s s sessesansas 4309
9.9.52 reSet rOULE-POLICY COUNTEIS.......ceeeeceeeeririsie sttt sttt sse s sss st s st s s s s s st snsssssssesssssnsanses 4310
0.9.53 FOULE-POLICY .. eueureeiree ettt ettt st b s bbb st s sttt eeee 4311
9.9.54 route-policy-change NOLIfY-AELAY ...ttt ss st snen 4314
9.10 IP Routing Basic Configuration COMMANGS.........ccevririririreirsineensinsensessssssssssssssssssssssssssssssssssssssssssssssssssssssnes 4315
O.T0.T dISPLAY FiDeueeeeeeee ettt bbbttt eeee 4315
9.710.2 dISPLAY fID QCL...euieeieieeeeeieee ettt bbbttt sttt s s s s s sanen 4321
9.710.3 diSPLAY fiD INTEITACE. ...ttt sttt s st st 4323
9.710.4 diSPLaY fiD IP-PreTFiXu. ettt ettt sttt 4325
9.710.5 dISPLAY fID LONGEN ...ttt sttt s bbb st s bbbt s s ensenes 4326
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9.710.6 diSPlaY fID NEXE-NOP...c ittt bbbt st s s s s srnsas 4329
9.710.7 diSPlay fiD STATISTICS. ..eueererrerririerceeeeieieireire ettt sttt s s st 4331
9.10.8 diSplay iP FOULING-TADLE.........oveeereeee sttt bbbt sas bbb sesss s s sanen 4332
9.10.9 display ip roUuting-table lIMit.. ...ttt sttt ssss sttt ssssnsans 4340
9.10.10 display ip routing-table PrOtOCOL........cooi ettt ee st saen 4342
9.10.11 display ip routing-table StAtISTICS.......ccceeirierieriiriereieeeieie sttt s s s sanses 4347
9.10.12 display ip routing-table tiIME-Tange........c.ccorrrrrenirinirisisisstssessesss s ssss s ssssssss st ssssssssssssssssssnsns 4349
9.710.T3 diSPLAY TPV fiD.ueeeieeeeiee ettt ettt sttt sanen 4354
9.10.14 diSplay IPV6 fiD STALISTICS.....cvueruereeieeieieiriee ittt ses s sss bbbt s e s s ss s bbb es s sssssssasssssnsnans 4358
9.10.15 disSplay iPV6 FOULING-TADLE........oreieeeeerer ettt sttt sas bbbt et enssss s s sanen 4359
9.10.16 display ipv6 routing-table LMt ...ttt es st 4364
9.10.17 display ipv6 routing-table ProtOCOL..........reiriiiiieeeeeieie sttt ss s s s sensses 4366
9.10.18 display ipv6 routing-table STAtiSTICS.......covririririririreirereeeeisess sttt sss st sae s s e 4369
9.10.19 display ipv6 routing-table tiMe-range........ccccerrrireireirireirrieesee ettt eeas 4371
9.10.20 diSPLlay M DIA-SESSION.......coeieiririeeieieeiieie ettt s bbb s s st s s s bbb b e snsensessnsans 4377
9.710.271 diSPLaY M INEEITACE. ...ttt ss st ss sttt en s ssnssnsns 4381
9.10.22 disSplay rM IPVE INTEITACE. ...ttt sttt 4384
9.10.23 display rmM iPVE Dfd-SESSION......c.ccuivieeiereteeeeicieisisss sttt sss bbb s s sss s bbb st essesanen 4387
9.10.24 diSPLAY FOULET il...euveierierieririeiesi sttt st ess s s s st s ssssssssssssss s en s st ensesssssnssnsansans 4389
9.710.25 diSPLAY FOULE FESOUICE. ......eueeeerrereeieceeeaeisie et easeae ettt ss s bbbt ssts st s bbb se s s eaeeassassreses 4390
9.70.26 fID AOWNLOAA @LL.rerieririiee ettt bbbt 4391
9.10.27 ID r@GULAILY-TEFIESN ...ttt sttt as s s saen 4392
9.10.28 fib regularly-refresh diSAbLe............o sttt 4393
9.10.29 fib regularly-refreSh StArt-tiMe......oiieeeieeeee ettt bbbt ss s ba s s ntns 4394
9.710.30 0P fIT (SYSTEM VIEW) oottt sessess s s st ss s s s s st ss st sssssssssssassass s senssnsessnsanen 4395
9.10.31 ip L0ad-DalanCe NASh........c ettt st 4397
9.10.32 ip L0AA-DALANCE PACKEL......ieieeeeeeeeste ettt bbbt bbbt se s e s s s naes 4399
9.710.33 0P PrOfiX=liMite e cuieeeereeieieirieie sttt sttt s st s as s sss st se s e s e s s s s s st st st st ensesanen 4400
9.10.34 ip prefix-lmit LOG-INTEIVAL ...ttt 4402
9.10.35 ip route prefiX-priority-SCREAULE ...ttt sttt ss e 4403
9.10.36 ip route recursive-loOKUP default-TOULE.........ccoorirerrerirerireeieis sttt ssssesss s snens 4405
9.10.37 ipv6 fib-loadbalance-type hash-Dased............crninir ettt 4406
9.10.38 ipv6 fib regularly-refresh @Ntry-NUMDET.........c.cccoieieirieiee et ssaeses 4406
9.10.39 ipv6 fib regularly-refresh diSabLe...........corrirririreee sttt s st sssssasnans 4408
9.10.40 ipv6 fib regularly-refresh INTEIVAL ...ttt 4409
9.10.41 ipv6 fib regularly-refresh Start-tiMe......co ettt ss bbb nen 4410
9.710.42 TPV PrefiX=-LiMite .o ceeeeeieieiseierceesir ettt sttt sttt s s bbbt et snsnsssssssas st st enen 4412
9.10.43 ipv6 PrefiX-limit LOg-iNtEIVAL ..ottt st 4414
9.10.44 ipv6 route prefiX-priority-SCREAULET ...ttt s s s sssansans 4415
O.T0.45 FEFIESN FiD..eeeeiieeeetree ettt b bbb 4417
9.710.46 rEfrESN IPVE FiD. ..ottt sttt sanen 4418
9.10.47 reset ip routing-table statiSticsS ProtOCOL.......coerieieviiiieeiec ettt nees 4418
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9.10.48 reset ipv6 routing-table StatiStiCS PrOtOCOL.......cirriririeri ettt saesns 4420
9.T0.49 FOULET 1. eiieiereeieieireeeteeee ettt sttt b s s st bt s bbbt se b s eeaeenssnntas 4421
9.11 PBR Configuration COMIMANGS.........c.ceueuerimireirrirsiesenseniiessssssssessssssssssssssssssssssssesssssssssssssssssssssssssssssssssesssssssssssnns 4423
0.1T.T QPPLY ACCESS-VP Nt ssssssssssssss s sss s st s ssssssssssssssssss st sssssssssssssssssssssssssassesssssssssssssssssssnsssssssssssns 4423
9.11.2 apply default QUEPUL-INTEITACE. ...ttt ees 4424
9.11.3 apply ip-address DaCKUP-NEXTNOP......cooiieieeeeeeerise ettt bbb se bbb ssenes 4425
9.11.4 apply ip-address default NEXE-NOP.........orr sttt 4426
9.11.5 apply ip-address next-hop (policy-based roUte VIEW) ... ieeiseeseiseeseseesseaees 4427
9.11.6 apply ip-address NEXt-NOP LraCk IP-TOULE..........ccoveieerriririeeeete ettt sas s senes 4429
9.11.7 apply ip-precedence (POliCY-bDased rOULE VIEW).......cccrrururrerierierienirisisississeseessessssssssssssssssssssssssssssssssssssnns 4430
9.171.8 APPLY OULPUL-INEEITACE. ...ttt sttt 4432
0.7171.9 DACKUP-INTEITACE. ...ttt bbb bbb s bbb bbb s e s b st 4434
9.171.710 DACKUP-TPVE-INEEITACE. ...ttt ss st sss s st ss st s s sanen 4436
0. 1T 17T CMITMEENOM. ..ttt ea s et sttt et s tas 4438
9.11.12 description (SErVICE Profile VIEW) ...ttt sttt sssssse s s st sss s sassssssnsanes 4440
9.11.13 display ip POLICY-DASEA-TOULE.........oereeeeecererereesss ettt ss s sssnens 4441
9.11.14 display ip pOLiCY-DaS@d-TOULE SETUP......ccceuiurieriereerieireieireirete ettt sese ettt bbb esseas s st sssseses 4442
9.11.15 display ip policy-based-route StatiStiCs LOCAL........coerrirrerieririrerieeeeseeie st sss s seenes 4444
9.11.16 display ip policy-based-roUte STAtISTICS.......ccorrirrirrirrirrirerisirie ettt s st sssssssssssssssnssnenes 4445
9.11.17 display POliCY-DaS@A-TOULE........cc.iueeeee ettt ettt st 4447
9.11.18 disSplay SMArt-POLICY-TOULE.......cuveeeeeeeeieeieirietesicteieeetie sttt s bbbttt s s s sas s bbb sesssssensesanen 4449
9.11.19 display smart-policy-route lINK-STAte........cccovrrrrriririririresireierseesss et ssssssssssnnns 4452
9.11.20 display smart-policy-route Nqa-server lNK-State.........oorreirrnrnerererree et sees 4454
9.11.21 display Smart-poliCy-rOULE SEIVICE-IMAP.....ccccoiiirirrrereerierieiessisssssissesssesssssssssss s ssssessesssssssssssssssssssssssssssnsans 4455
9.11.22 display smart-policy-route redirect-link liNK-State.........cccourrrerrerrrrirrrrrir e 4458
9.11.23 if-match acl (POLICY-DaSed FOULE VIBW) ...ttt ssas s 4459
9.11.24 if-MAtCh PACKET-LENGEN ...ttt bbb s bbb s s s sesennans 4460
9.171.25 I POLICY-DASEA-TOULE.......ereeereereireree ettt s sttt st st s sssssessssas st 4462
9.11.26 ip policy-based-route refreSh-TiMe........cooorrces ettt 4462
9.11.27 ip lOCAl POLICY-DASEA-TOULE.........cueveeeeeeie ettt b st s e sass s sas s s st ensessnnans 4463
9.11.28 ip local route-based-SoUICe ENADLE............ st 4464
9.171.29 iP rOULE FE-SEAICH @CLuueuiurieieieieieirei ittt ettt sttt st nneaetnns 4465
9.11.30 iPV6 FOULE FE-SEAICH ACL...uiuieierieeieiciee sttt bbbttt ss s bbb bbb s bbb st 4467
0,113 LINK-GrOUP ettt st se st ss st st s st ss st se s s s e s s s st s s nnsnssnssssassrnsnsenen 4468
0.1T.32 LINKoBIMIDE ..ttt sttt eee 4469
0.T71.33 LINK-PATN .ottt e b bbbttt 4471
0.T71.34 MAECN ettt s e 4472
9.11.35 MAECIN @CL ettt st e bbbttt 4474
9.7171.36 MALCN QCLIPVO. ...ttt bbbt bbb s s s bbbt et s s sssssnsansans 4476
LS IR0 I G 3 T = o 1T o OO P PO P PRSPPI 4477
0.1T.38 NQ@-TELAY ettt ettt s st s s bbbttt et 4479
9.7171.39 NQQ-TELAY-GIOUP....everieererrireiesieeeeeeiesiasas sttt sesssssss s s s st sssssssssssssssssss s s s s s sessessessesassssssnsssssessessessssansansansas 4480
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9.17.40 NQQ-TELAY-TMEIMDEN ...ttt sttt ss s ss s s s st s s snssessssssssssssasssnsnsessessnsanen 4481
O. 1147 N SBIVET ..ttt ettt ettt ettt et et e e s bttt ae st s eae e s b e et ae s e b et ae s e b et st ae et et et ae et et et atasbesetaeas 4483
0. TT.42 NQQ-SEIVEL POItu.iuieieieeieiieerieiieieiesstsssessstssssssesssssssssssssssssesssssssssssssssssssesssssssessssssesessssssssessssssssesesssssesessssesesesasnes 4484
O.1T.43 PEIIOM. .. ettt sttt sttt s s s s bbb b sess e b s bbb e s s s s s b s s s bbb st st st sssssnssnssnbnsnns 4485
0.7171.44 POLICY-DASEA-TOULE.......eeeeee ettt e sttt 4486
0.1 T45 PIODBI ...ttt st s s sa AR A R s ARttt s s s 4487
9.11.46 redireCt DACKUP-NEXENOP ...ttt bbbt bbb a st bbb nen 4489
9.11.47 redireCt DACKUP-TNTEITACE ...ttt s s sansnns 4491
9.11.48 redireCt ENNANCE ENADLE.........c ettt ts et e bt 4492
0.171.49 rEAITECE INTEITACE .. ettt bbb sttt s et ebensees 4493
9.7171.50 redir@Ct IP-NEXENOP....ueeiereeeeeeerieisie sttt sttt s s s s s s st s st es s s s s s s st enssnssnsessesanen 4496
9.11.57 redir€Ct iPVB-NEXENOP ...ttt bbbt bbb s bbb bbbt enaesanen 4500
O.T71.52 FEAITECE-LINK ettt bbb 4502
9.171.53 redir@CL VPN =INSLANCE. ...ttt sttt sass s bbbt ss s bbb st st s s assa b bbb en s s sessnsanses 4504
9.11.54 route flapping SUPPIESSION......c.oucuiriieeirieisieestese e tesassssaesss ettt st esas s s s s s s sssssssssssssessssessssessssssnsenes 4506
9.11.55 route-policy NoNexistent-CoNFiIg-CRECK........ccoorrieiiereeeeee ettt enssseen 4507
O.T171.56 SEIVICE-MAP ..ttt sttt sttt et ettt st st ettt et bt sttt ene 4508
9.11.57 service-map defaUlt-POLICY .....ccovrririrrirrrrs sttt sttt s ss s s s st nsnens 4509
9.11.58 SEL CMI TNFESNOLA. ...ttt bbbt bbb bbb bbb s bbb e 4510
9.11.59 set delay threSNOLd. ...ttt ettt st sas 4512
9.11.60 Set JIttEr thr@SNOLA. ..ottt bttt bbbt s bbbt nen 4513
0.1T.67 SEL LINK-GIOUP ..ottt bbbttt 4514
9.171.62 St L0SS tIESNOLA......eeeeeier ettt ettt 4516
0.7171.63 SMAMT-POLICY-TOULE......ceeeeerieietrteetete ettt s e st e s bbb b bbb et s ss e bbbt s s s e sbaesan s snen 4517
9.11.64 standby-interface (SMart-pOLliCY-rOULE VIEW).......corururirrerrereiriririsis sttt sesssssessssssssssesns 4518
9.11.65 standby-limit-time (SMart-pOLliCY-rOULE VIEW).......coveveeeriririeiriesiesiseeesiess st sssssssssssssssesssssssssssesanes 4521
O.T1T.66 WEE PEIIOM. ...ttt ettt b s s st eb ettt b b e neaen 4523
9.12 Route Monitoring Group Configuration COMMANGS.........e.ceuririeririreinsireenesrnsssssssssssssssssssssssssssssssssssssnes 4524
O0.12.T P FOULE-IMONITOI-GEOUP....cuiuiiririeeieiririeeieirire ettt sttt sttt st ettt sttt sttt ae bbb e et et e asasseseasassettan 4524
9.12.2 monitor enable (route MONItOriNG GrOUP VIEW) .....ccvurururirririeriereerisieesissessesessessssssssessssssssssssssssssssssssssssns 4525
0.12.3 OPEIALON @NG....cuierieeieieirieeieeeeeie ettt s st s st st ss bbbt s s se s s bbb s s s s s s s bbbt s s s s s s sansansas 4526
O.12.4 TFACK 1D FOULE....eieceeeeee ettt ettt et et bbbt s st sttt et enteennennen 4527
9.12.5 trigger-down-delay (route MoNitoring groUP VIEW) ........cooeeririreurienseneeninsssssssssssssssessssssssssssssssssssssssssans 4529
9.12.6 trigger-up-delay (route MONILOriNG GrOUP VIEW).....cooiuiuiueeeieeierieie ettt sessesesessassassassensenans 4530
9.12.7 display P rOULE-IMONITOI-gIOUD......civiurieriereeriririrseeesieses s ssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 4532
9.12.8 display ip route-monitor-group traCk-TOULE. ...ttt sss e s sanes 4534
10 IP Multicast CoOmMmMaANS..........ccceeeeieienercieneenreesencseesneessesanessesassssssssssssssssssssssssassssssassns 4536
10.1 IGMP Configuration COMMANGS........ou.vueerrirreriereireiseeseessisessesss s sssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssnes 4536
10.1.1 display default-parameter IGMP ...ttt sttt st ssssssssssssssssnsns 4536
10.1.2 display igmp CONLrol-MESSAGE COUNTEIS........cevuerereeiereresiesieeesesses et sss s sssesssssssssssss st essesssssssssssssanssnsanes 4540
10.1.3 display igmp eXPliCit-traCKiNgG.....oeueieererireireireereees ettt sttt sss sttt ss s s s seees 4543
10.1.4 AiSPLAY IGIMP GrOUP...cuieeierierieieieiesieeeeeeeeisssss s st sssssessssssssss s s s s st sssessssssssssssssssssssssssssssssssasssssasssnssssssssssnssnsanses 4546
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10.1.5 display igmp group SSM=-MAPPING.......ccccerurrurrerrererieririsssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 4550
10.1.6 diSplay IGMP GrOUP SEALIC.....ccuiueieirieireiretrcieeee ittt sttt ettt sttt seaneas 4554
10.1.7 diSPlay IGMP INEEITACE. ...ttt a s st bbb bbbt s s s san bt snsns 4558
10.1.8 display igmMpP iNVAlid=-PaCKET. ..ottt sttt sss s s s s st snssssnnnns 4563
10.1.9 diSPLay IGIMP PrOXY GEOUP....ccueuiereireeeereureaseseesiseetsessesesssesssssesessssssssessessssssasssssssssssssssssssssssssssssssnsssssssssesassssans 4567
10.1.10 display igmpP ProXy INTEITACE. ...ttt bbbt s st sss s bbbt st as e bbb senen 4570
10.1.11 display igmp Proxy roUtING=tabLe..........cocorrirrirriririnirieiririeis sttt ssss s sss s ssnssssnsns 4572
10.1.12 display igmpP rOULING-TaDLE.......c.oieirer ettt 4576
10.1.13 display igmpP SSM=MAPPING......ccorirrrrrirrirririersieieniessssssssesessesssessssasssssssssssssssssesssssssssssssssssesssssssassssssssesssssnsens 4579
T0.T. T4 IGIMIP ittt ettt s b s b bbbt 4581
TO.1.15 0GMIP @NADLE.....ee ettt e bbbttt 4582
10.1.16 IGMP GLODAL LIMIte vttt s bbb ss s bbbt b bbb n b s s s senes 4583
T0.1.17 IGIMP GEOUP-POLICY..cererrerrerieirireirsisieseeriesisiesst e ssssssssssssss s s s ssssssssssssssssessssssssnsessssssssssssssssssssssssssnsssssssssssssssansas 4585
10.1.18 IGMP IP-SOUICE-POLICY ... eueereeerireiieeieeeeieie ettt et s st ess s st s sttt s s s easenesaesas 4587
10.1.19 igMmp LastmMemMber-QUEIYINTEIVAL.........ccceieirieieiee ettt bbbt s s sansanses 4589
T0.1.20 TGIMIP LIMIteuriiiiiieririeeieirieie ettt sttt sss st s st ss s s st s s s s s s s e s st st ensenssasessssanssnsrnsans 4591
T0.1.27 IgMP MAX-TESPONSETIMIE....ceieierieiriciricereieireie ettt sttt ettt besaees 4594
10.1.22 IgMP ON=AEMANG.....oririiieieieeiesee ettt ss bbb s st sssssssssss s s b s s s st s s essesssbasssssassssensessessessssansansensans 4595
10.1.23 IGMP PrOMPE-LEAVE. ...ttt sttt ss st ss st st ss s s s s s s bbb st st enssssessnsanen 4597
TO.T.24 TGP PLrOXY.eueriueerineeriueireieestsesstisatssestesessssassastsssstassstaesetaesetaeetaestasbese bt ssbatas et s et b et b etaebetaebetaebetae et st etas e teateas 4600
10.1.25 IGMP PrOXY DACKUP....eveieeieririiteeiecieeiiesie sttt s s s b ss s s s bbb st esssssessessssass s s s sssesssssnssnssnsansans 4602
10.1.26 igMP ProXy INEEITACE MBIOULE.......cuieeeeeeeee ettt s sttt sss bbbt snssnsssssssnses 4603
10.1.27 igMP QUETY IP-SOUICE-POLICY ..eureierieieriurieireireisetretseeeeaseas st ssse s sess sttt s st s st sseseesseasaassssens 4604
10.1.28 IGMP FEQUITE-TOULEI-ALEI ... ..ttt ses bbb s s sas s bbb s s es s s s sansansas 4606
10.1.29 IGIMP FODUSE-COUNL....eeitierierierieieieee ettt sttt sss st s st st s s s s st sssssesssssssssssnsssssnsssssssessnsansans 4607
10.1.30 IGMP SENA-TOULEI-ALEIT ... ceeeeeieieeieieiret ettt sttt seen 4609
10.1.37 igMmpP SSM-MAPPING ENADLE........oeiii sttt s s bbb b st nsesaen 4610
T0.7.32 IgMP STALIC-GIOUP...eeeeieeireeirieirieir ettt ettt sttt st ae e s bbbt b st s s s st seassseastsassssssessssesans 4611
10.1.33 igMP timer Other-QUEIEI-PIrESENT ..ottt bt s st s e ene s senen 4615
T0.1.34 IGIMP LM QUETY ...ttt tsessss st sss s st ses s ss st st sssssesssesassessssesassesss s ssssasssssssssassssassssnssesnssesassnes 4617
T0.1.35 0GMIP TEL-CRECK. ettt sttt s s s st nsns 4618
T0.T.36 TGP VEISION...eiiuitiitricireactreactreet sttt sese s tes bbbttt st st s et bbbt b et b st st et st st s st esetesebesesacsetacs 4619
10.1.37 lastmember-queryinterval (IGIMP) ...ttt sessssssssasss s s sssssssssssssanen 4620
T0.T.38 LML (IGMP) ettt es sttt b bbbt 4622
10.1.39 Max-reSPONSE-TIME (IGIMIP)......c.ooouireeieiieiiteiseireets ettt s s s s s s s ss s sa s sa st sassesss s ssessnans 4625
10.1.40 ProXY SOUICE-LTEEIME. ...ttt bttt bbbt ss s bbb s snas 4626
T0.1.47 PrOXY SOUICE-POLICY .. rurrerierrerierirrisisereissassesssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssesssssssssses 4627
T0.1.42 PIrOXY SSIMI=POLICY . ceucuriuieiueieisireiees ettt ettt essesseaseae et s s s bbbt s s st e st e st eesseseeseesssanen 4629
10.1.43 reqUIre€-roULEr-alert (IGIMIP) ...ttt sss bbb bbb ss s bbb bbb s s ssnsas 4631
10.1.44 reset igmp CONLrOl-MESSAGE COUNTEIS.......ovririririrerrersereereiseesassss s sssssssssssssssssssssssssssssssssssssssssssssssssssessnsens 4633
10.1.45 reset igmpP eXPliCIt-TraCKING ..ottt sttt st sas 4634
TO.T.46 FESEL IGIMP GIOUP...cueiieriieeiieeisieisesessesesssssssssssssssssssssssssssssssssssssssssssssssssssessssessssessssessssesssssssssssssssssssssessssessssessssns 4635
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10.1.47 reset igmp group SSM=-MAPPING.....c.eceureeureeuresirereireeesstasssessssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssesns 4637
T0.7.48 rODUSE-COUNT (IGMP) ...ttt ettt ettt ae s s e s s se s sasansesesasanaeseen 4639
T0.7.49 SENA-TOULEI-GLEIT (IGIMP) ..ottt a st as s s s s s ssas st ssasassssssnnaas 4641
10.1.50 SSM-MAPPING (IGIMP)...ccuiieiierrirer ettt sttt sss s s s st s s sssss s st snsesssnsessnsssssnsns 4642
10.1.51 timer other-querier-preSeNt (IGIMP) ...ttt et es sttt sss s sanen 4644
10.1.52 tIMEI QUETY (IGMP) ..ottt st ses s bbbt bbbt et se e b st nsenen 4646
T0.T.53 TH-CRECK (IPVA) oottt et ettt 4648
10.2 MLD Configuration COMMIANGS.........ceueurerureireirieneiseesietsesieesessessessessesstsssssssssssssssssessessessssssssssssssssssssssssassssses 4648
10.2.1 display default-parameter MU.........eec ettt sse bbb sss bbb s ns st saes 4649
10.2.2 display mld CONtrol-MESSAgE COUNTEIS......c.ovvrurereerrerierereeisiestssesetsess st ssssssssssssssssssssss st ssssssssssssssssssnsns 4652
10.2.3 display mMld eXpliCit-tracking......coeeeeierirririrereee ettt st ene 4654
10.2.4 AiSPLAY MLA GEOUP....ceieeieririeiricieeeeecits sttt s s s bbb bbb s s s s bbb s s ensessessnsansas 4657
10.2.5 display mld group SSM=MaPPiNg......ccccevrurrurierieririnenisssessssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssns 4660
10.2.6 diSplay MUd GrOUP STATIC....ciieeeeeeieieitireir ettt ettt saeeas 4663
10.2.7 diSPLlay ML INEEITACE ...ttt b st s st s bbb bbb s s ebsesan s banen 4667
10.2.8 display MUd iNVALIA-PACKET........c.cvrreeeeriririeie sttt sssss s st st ssssssssss st sn s ssssssnssssssans 4672
10.2.9 display Mld rOULING-taDLe........c. ettt 4676
10.2.10 display ML SSM=MAPPING...c.ccoirirriiriieierieieieisissiseessissaesesss st st sss s sss s s ss st sssessssssssssssssssessessssssssssssssnsanes 4678
10.2.11 display mld sSM-MappPing INTEITACE........corerrireeeee ettt sss s sassansns 4680
10.2.12 lastlistener-queryinterval (IMLD VIBW) ..ot setseasessese s ssssss s essesssssssssssssssssens 4682
T0.2.T3 LHMIE (MLD VIBW) ..ottt sttt es s e ee s e sttt 4683
10.2.14 Max-reSpoNSE-tiMe (MLD VIEW).....c.ouririririrerrereinines st ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 4685
TO.2.T5 MUttt ee et s et st ss s e R eSS s A e s et saeee 4687
T0.2.T6 IMLA ENADLE. ...tttk 4688
10.2.17 ML GLODAL LIMUte.euiiiiiieieeieieeee ettt s bbbt st s s bbbt n s s s s senas 4689
10.2.18 MLA GIrOUP-POLICY ... ettt s sttt s st bbb tassas st e sensnes 4691
10.2.19 ML IP-SOUICE-POLICY ...vuieriririrteeieceeeicie sttt s b s s s bbbt et s s sas b s sss st ensssessessnssnsansas 4693
10.2.20 Mld lastliStENEr-QUEINYINTEIVAL.....ciueieieeiererieie sttt ses s st ssssssnsneas 4694
T0.2. 271 INLA LMttt st s et s s s s et se et s saens e s snsaneses 4696
10.2.22 MLl MAX-TESPONSE-TIME.....coiiierieeieeerierieisist sttt sssss st s s sss s bbbt ssssess s bbb s s s ssssesssssssasssnsenssnens 4699
10.2.23 ML ON-AEMANG...ciiiiiiiiireire ettt es e ss ettt et bbbttt 4701
10.2.24 MU PrOMPE-LEAVE. ...ttt es sttt sttt s 4702
10.2.25 MLd QUENY IP-SOUICE-POLICY ..ottt sesseesissesss st ssssssss bbbt et sssssssssssssssssnssssessessessnsans 4705
10.2.26 ML rEQUITE-TOULEI QLI ....cveieeereeeieeeeeerieieisi ettt ss s bbbttt sssss bbbt snsesssssnsssssnsas 4706
10.2.27 MU FODUST-COUNT ...ttt sttt sns s 4708
10.2.28 MLA SENA-TOULEI-ALEI ...ttt ce bbb es s st ebees 4710
10.2.29 Mld SSM-MAPPING ENADLE.......oeireriei ettt sttt sssss s st nss st essssanen 4711
10.2.30 MLA SEATIC-GIOUP....eueeieeieieieereirtereie ettt es sttt bsea s e sttt bbbttt s s s sesas 4712
10.2.31 Mld timer Other-QUEIEI-PIESENT......cccveeeeeieirieriee ettt s s s bbb ss s s s bbbt nssssessnses 4715
10.2.32 ML TIMEE QUETY .ottt s st ss s s sttt ss s s sss st snssssessssssssnsnssnsensnssnsssssnsns 4716
T0.2.33 MU TEL-CRECK ettt ettt 4718
T0.2.32 INLA VEISION ettt ettt es e es s bbb e bbbt 4719
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10.2.35 require-router-alert (MLD VIBW) ... ssississessesssssss s sssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 4720
10.2.36 reset Mld CONLrOl-MESSAGE COUNTEIS........ooiuiereieereireeeeeeie et eeseas ettt st es s s bbb ssesassanen 4721
10.2.37 reset MUd eXPliCIE-tracKing......coeeieiririericece ettt s bbbt ss s s s s s sans 4722
10.2.38 1ESEL MLA GIOUP...eieieririririereieies ettt asssss s st ss s sss s s s s s s s s st s st sn s st sssesssssssass st s sensessnssnssnsns 4724
10.2.39 reset MUd group SSM=MAPPING......ccoeurrurrurreriurirreirisieiretseeseeseesessessess s tssse s ssssssessesstsssssssssssessesssessessessssssassssens 4726
T0.2.40 rODUSE-COUNT (IMLD VIBW) c..oueeeeeeceeeecece ettt ssae s ssss st s sassssssssssssassssssssssssssassesssssnsassssssasassssssasassns 4727
10.2.47 SeNA-TOULEI-AlEIt (IMLD VIBW) ....eieieieieieeee ettt s s st sasasaes 4729
10.2.42 SSM-MAPPING (IMLD VIBW) ... curirieirieireectreireseseee sttt eseessass s sss st ess st sttt seesseanens 4730
10.2.43 timer other-querier-preSeNnt (IMLD VIEW) ...ttt st sssssssssssssssssssssssssssssssnsans 4732
10.2.44 tiMEr QUETY (IMLD VIBW)...uvuiereeeiereireerieieisissessessessssassssssss s sssssssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssssssnsnns 4733
TO.2.45 TEL-CRECK (IPVB) ..ttt ettt st se s s et st et s s st essassssessassesessasassessanans 4735
10.3 PIM (IPv4) Configuration COMMANGS.........ccceeeiririrruriireeesenseesssssssssssssessssssssssssssssssssssssssssssssssssssssssssssesssssssans 4736
T0.3.7 @NYCASTTP (IPVA) ettt sss s bbbt ss s st s s n st st e s s s s sansanses 4736
10.3.2 QULO-IP LISEENING ENADLE.......oee ettt bbb 4738
10.3.3 bsm semantic fragmentation (IPVA) ...ttt ss s s se s s s ssnsas 4739
10.3.4 DSI=POLICY (IPVA) ..ottt ss s s sss s ssss s s st ssssssssssssssss st s ssssssssssssssssssnssssssssssnsssssssanen 4740
TO.3.5 CoDSE (IPVA) ottt s s s et se st s esas s st esasasassesesasassesesasansenes 4742
10.3.6 C-DSI QUMINSCOPE.......ouieeeereririetseteieeie ettt s s bbbt et s s s bbb s st s s s s sas b s s st ensessnssessnsansans 4744
10.3.7 CDSE GLODAL. ettt st st s st s et s s sansns 4745
T0.3.8 DI GIOUP..cueeiieieireertiriee ettt st es s et b st bbb ts ettt ebeen 4747
10.3.9 C-DSF NASH-LENGEN (IPVA) ..ottt sttt s bbbt bbbt sa s sanen 4749
TO.3.T0 C-DSI NOLALIME (IPVA) ..ot s s s s s s assssssesesesssessnsssnsanens 4750
TO.3.TT C-DSE ANEEIVAL (IPVA) .ottt ettt s s sttt esas s st ssasaesessasansesesanans 4752
T0.3.12 C-DSE PLIOFILY (IPVA) oottt tssessassss bbbt st s s sa bbbt st s s s s st st s s nsssassansanen 4753
T0.3.T3 CorP (IPVA) oottt b b bbbt 4755
10.3.14 c-rp advertisSeMENt-iNtEIVAL (IPVA) ...ttt ssas s ss st nss s sassnsns 4758
10.3.15 C-IP NOLALIME (IPVA) .ottt sttt sas s bbbt bbbt se s s b s st nen 4759
T0.3.16 CIP PLIOTLY (IPVA) oottt sss s ss s s s sttt ss s s s s st en s s snnsessnsas 4760
T0.3.17 CUP-POLCY (IPVA) ettt et sttt 4761
10.3.18 display default-parameter PiM=AM........cccoiieieieriee st ss s bbb ssssessssssnsans 4763
10.3.19 display default-parameter PIiM=SIM.......cooriririririeirieisei st ss s st st sssssssssssnssnsns 4768
10.3.20 display default-parameter PiM=SSM.......cocorrrieieireireiseeseeeeises ettt st esstss st s s ss s ssnseees 4774
10.3.27 disSplay PIiM DfAd SESSION.......ciiiririeeceree ettt sttt sses bbbt s s ssss s s s s s s st ensessnsans 4778
10.3.22 diSPlay PIM DSI=INTO ...ttt sss st ss s s s bbb st snssssssasssssassnsnes 4780
10.3.23 display PiM ClaiMEA-TOULE.......c.ccuiiecereere ettt sttt et eens 4783
10.3.24 display pim CONLrol-MESSAGE COUNLEIS.......ccveeveeeerieeeieisiesissesssessssss s st sssssessssssssssesssssessessssssssnsssssssnes 4785
10.3.25 diSPlay PIM GrafS... oottt sttt ss s s s s s asssss bbb st ssenssnssssnsans 4789
10.3.26 diSPlay PIM INTEITACE. ...ttt sttt 4790
10.3.27 display pim iNVAlid-PaCKEL. ...ttt bbbt bbb ss s ss s 4794
10.3.28 diSplay PIiM NEIGNDON ...ttt sessnnes 4800
10.3.29 display Pim rOULING-TaDLE.........oc ettt bbbttt ees 4803
10.3.30 diSPlay PIM FP-INT0....iiiieeieeeeceiciris ettt se s a bbb s s es s s bs bbbt ensssanen 4810
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10.3.37 GraCefUl-TESTAIt (IPVA) ..ottt sttt ss s sss s ss st ss s s st sssssensssssssnsanen 4812
10.3.32 graceful-restart PErOA (IPVA) ...ttt sttt ss sttt esas s ens 4813
10.3.33 hello-0ptioN dr-Priority (IPVA) ...t sessse s ssssss s s sesssssssssssssssssssesssssssssssnsssssssansans 4814
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10.6.9 MULLICASt EXErANEL SELECE-TPT ...t s s bbb ns s ssenans 5102
10.6.10 multicast-domain holdOWN-TIME........c.ociirenecreiree sttt es et esaes 5104
10.6.11 multicast-domain l0g SWItCh-grOUP-TEUSE..........ccooeuririereereiree ettt st seasessesess e 5105
10.6.12 MULtiCasSt-dOMAIN SNAIE-GIOUP......c.ceiueveeiririeeieirsiese ettt bbbt ssssssssas s st ssssssssssnssssanses 5106
10.6.13 Multicast-domain SOUMCE-INTEITACE. ..ottt et bbb saesis 5108
10.6.14 multicast-domain SWILCh-AELAY.........cooiurrir ettt saeen 5109
10.6.15 multicast-domain SWItCh-groUP-POO0L.........cccoeeiiiriirierierieieisiesise st ssse st bbbt sassssssssanes 5110
10.6.16 multicast-domain SWitCh-WithOUL-TEGISTEN.......cc.cverurrrreririrereieis s snens 5112
10.6.17 reset multicast-domain coNtrol-MeSsSage COUNTENS........cocvieriereereeereeireereireeseis ettt ees s saeens 5114
10.6.18 multicast extranet traffic-fOrWard LYPE...... ettt s ssssssssansas 5115
10.6.19 rpf-vector cOmMpPatible StANAAId........corrrerseeee ettt ssssanens 5116
T0.6.20 FPT-VECEON ...ttt bbbt a ettt bbbttt 5117
10.7 Multicast Route Management (IPV4) COMMANGS......ccccoiiuieererieninininiisississiessssesssssssssssssssssssssssssssssssssssenens 5119
10.7.1 display default-parameter MM ...ttt sss st st ssssssssssssassnsnsnens 5119
10.7.2 display mMigp rOULING-TaBLe........ccu ittt st eee 5121
10.7.3 display migp routing-table StAtiSICS........ccoiirrieiririeieeiseeesesie st sessass s bbb s st sessassassansans 5124
10.7.4 display Mt FOULING-taDLE ...ttt sttt 5125
10.7.5 display mrt routing-table STatiSTICS ..o ittt sees 5128
10.7.6 display mrt routing-table VPN-iNSTANCE..........cccoerirrirrieee ettt ssssas s bbb e 5130
10.7.7 diSPlay MErACE SEATISTICS....ovvereriererceriireeisie sttt sttt sas st sttt bbbt st nnsnsssssnsns 5131
10.7.8 display MUILICAST DOUNAAIY......coiiieieieree ettt ettt sttt eees 5132
10.7.9 display MuUlticast DOUNAANY POLICY ...ttt bbb ss s sss s s s snsssssssssanen 5134
10.7.10 display multicast fOrwarding-table........c sttt sss s ssss s snsnes 5137
10.7.11 display mMUltiCast rOULING-TabLe.........ccoiirierireir ettt 5142
10.7.12 display multicast routing-table STAtiC........ccccciiereieiririeieeeeees ettt s st sassanses 5146
10.7.13 display MULLICASE IFPF-INTO ...ttt st s st nsns 5148
T0.7.14 1D FPF-TOULE-STALIC. ... e ettt eb sttt et eees 5150
T0.7.T5 IMEFACE.c ettt sttt bttt et bt 5153
10.7.16 MErACE QUEIY-POLICY vttt sttt s s bt ss s s s s s s s st sssesssssssssssssassesssssssessnsanen 5161
10.7.17 MULLICAST DOUNGAIY.c.uiiiiiiie ettt ettt bbb eaeen 5162
10.7.18 MULLICASt DOUNAAIY POLICY....uieieeieeieeicieisisteteee ettt bbbt st s s ss bbbt s s ss s sansansas 5164
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10.7.19 multicast DOUNAArY POLICY Nttt sttt ss s s sssssnsas 5165
10.7.20 multicast BOUNAry POLICY QUL ...ttt ettt 5167
10.7.21 multicast forwarding-table dOWNStream-liMit.........cccoieieieieiceiieierreeeeesees e 5169
10.7.22 multicast forwarding-table roULE-liMit........correreee et ssnnans 5170
10.7.23 MULLICAST INVALIA-PACKET........ ettt sttt sttt 5173
10.7.24 MULLICASE L0AA-SPUELING.....cieierieieiiieeieceee ettt bbb s s sss bbbt ssssessesanen 5174
10.7.25 multicast l0ad-SPLEING WEIGNT. ...ttt sss s aens 5176
10.7.26 Multicast 10ad-SPUEEING-TIMET........cooiieree ettt ettt 5177
10.7.27 MULLICASt LONGESE-MALCN.....ceiieiiiic sttt bbb s s s sensas 5178
10.7.28 MULLICASE FOULING-ENADLE........ceieeee ettt ss st sa s ssss s s snen 5179
10.7.29 PING MULILICAST ..ttt s st s ettt sss st eeae 5180
10.7.30 reSEt MILIACE SLATISTICS...cuvueiueeeieiriereieeieti ettt seesea ettt es st st ettt bbb sies 5185
10.7.31 reset multicast fOrwarding-table.........o sttt sessssssssssssansns 5186
10.7.32 reset MULLICAST FOUTING-TADLE. ..ottt 5188
10.8 Multicast Route Management (IPV6) COMMANGS.......cccoiuiurreerereenrnininissississiesesssessssssssssssssssssssssssssssssssssenens 5190
10.8.1 display MULLICAST iPV6 DOUNAAIY......ouieiereeirerieireieses st sss s s st sssssssnsns 5190
10.8.2 display multicast ipv6 BoUNAry POLICY......ccoeuriuriureuririereiireiresee ettt ssss s 5192
10.8.3 display multicast ipv6 forwarding-table............o et s s snes 5194
10.8.4 display multicast ipv6 roUtiNgG-Table.........coviierieeireeee sttt sssssassnes 5200
10.8.5 display MULLICAST iPVO FPF-iNTO....cu ittt 5203
10.8.6 MULLICASE IPVE DOUNTAIY ..ottt sttt sss s bbb ss st s s sss s senen 5204
10.8.7 multicast iPV6 DOUNAANY POLICY.....viuririririeieisireisesiste sttt ssssas sttt ssssssassasssss st sn s sssssesssssssans 5206
10.8.8 multicast ipv6 BOUNAArY POLICY 1N..cu ittt 5207
10.8.9 multicast ipv6 boUNdAry POLICY OUL..........curieiieeiirieceeie ettt ass s s sss s bbb e ssssssssnsans 5209
10.8.10 multicast ipv6 forwarding-table downstream-=limit........c.ccooererieirrinrneninines e eeees 5211
10.8.11 multicast ipv6 forwarding-table roUte-liMit. ...ttt seaeeaes 5213
10.8.12 MUlticast iPVE INVALIA-PACKEL. ...ttt bbbt sa s s nans 5215
10.8.13 Multicast iPV6 LOAd-SPLLLING......cccvuriririrrireirerre ettt sss st ss s ssssssssssensas 5216
10.8.14 multicast ipv6 load-splitting WEIGNT........c.oouieriiee ettt 5218
10.8.15 multicast ipV6 L0ad-SPLtLiNG-TiMEN ...ttt bbb ss s ses 5219
10.8.16 MULLICASt IPVE FOULING-ENADLE.......ooieieeee ettt sss s ss s sssanen 5221
10.8.17 reset multicast ipv6 forwarding-table....... ..o 5222
10.8.18 reset MUlticast ipv6 rOULING-TaDLE.........ccoiieee et anas 5223
10.9 IGMP Snooping Configuration COMMEANGS.........cecrurirmerirrirrinienseninisssssesssssssssssssssssssssssssssssssssssssssssssssssssssnes 5225
10.9.1 diSPlay IGMP-SNOOPING . ....crireeirrireitereirieeieees sttt stasess sttt sessesstss st e bbb s st sseaseas s et e b s eesseasenssassanen 5225
10.9.2 display igmp-SN00PING CONTIGUIAtION.......cciiivieeieeeicieieis sttt ssss bbbt ssas s sasssn s senens 5229
10.9.3 display igmp-SN00PING POIt-iNfO.....ccoriririrririireiris ettt sesssss st s s sssssssssssansns 5231
10.9.4 display igMP-SNOO0PING QUETIEI ... urerrieeeereirieriaeiseesieesessessesseasesstsessstsssessessssseassasssssssessssssessssssssssssssssesssncs 5235
10.9.5 display igmMpP-SNO0PING FOULEI=POI.......ccriririrririesieriesieiessissssissesssesssssssss st s s sssssssssssssssses s sesssssssssssssassanens 5237
10.9.6 display igmMpP-SNO0PING SLALISTICS......cvrirrerieriririeisiciseisee ettt sss st st sssssssssssssssssssssssnssssssssssns 5239
10.9.7 display [2-multicast forwarding-table...........o ettt besas 5242
10.9.8 igmp-SN00opPiNg €NAbLe (SYSTEM VIEW) ..ot sssss s sesssesss s s s sesssssssasssssasssnsnes 5244
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10.9.9 igmp-SN00PING €NADLE (VLAN VIEW) ..ottt ssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 5245
10.9.10 igMP-SN00PING GrOUP-LIMIT. ..ottt ettt bttt st es s eanen 5246
10.9.11 igmp-snooping group-policy (INtErfaCe VIEW) ...t issessassessassss st st sssssssssssnses 5250
10.9.12 igmp-snooping group-poliCy (VLAN VIEW)......ccceurierirrirrerierierininesssissssssssssesssssssssssssssssssssssssssssssssssssssssnns 5252
10.9.13 igmp-snooping lastmember-QUErYINTEIVAL ...ttt 5254
10.9.14 igMP-SNO0PING LEAIMING.....uverieeiriiireirieeieeie ettt sss bbbt ses s sss s sss b st sssssessssasbass s s nsssessesanen 5256
10.9.15 igMmp-SN00PING MAX-TESPONSE-LIME......oiuiiierieirietrieireeir ettt sttt sttt sttt seeas 5258
10.9.16 igMP-SNO0PING PrOMPL-LEAVE. ..ottt ettt es st et 5260
10.9.17 igMpP-SN00PING QUEIEE ENADLE........eeeeieeieicietertete ettt s bbb ss s sas bbbt ssssssssssnsansans 5262
10.9.18 igMP-SN00PING QUETY-INTEIVAL...cuierierieririririreireis st s st ssss s s s s st sssesassssssssssssnsnes 5263
10.9.19 IgMP-SNOOPING FEPOIT-SUPPIESS.....ceeririreriirrieiriesreeereaeeseaeesessesesessesstsesstsessts st s sttt ssesstse e ssessasesetassesaesecas 5265
10.9.20 igMpP-SN00PING rEQUITE-TOULEI-ALEIT.......cvueeeeeeieeieeieieis ettt st sessessss bbbt es s ssssssssnsassssnsens 5267
10.9.27 igMP-SNO0PING FODUST-COUNT......ceierierieriririesirceneseesisas st sssssssssesss s ss st sesssssssssssssssssssssssssssssssssssssssssnsnnes 5268
10.9.22 igmp-SN00PING rOULEI-agING-TIME....c.cccuiiirieirecirecre ettt ses et eb bbbt 5270
10.9.23 igmp-snooping router-learning (VLAN VIEW) ......c.cieerninisieissesissessesssssesssssssssssessssssssssssssssssssens 5272
10.9.24 igmp-snooping SENA-QUETY ENADLE.........ocu ittt s s sss s s s s s nsenenes 5273
10.9.25 igmp-snooping send-quUery SOUICE-adAIESS.........cowuumurrureurieneuresieereineeseesesseseesessssesessssssssssseassssssssssssssses 5275
10.9.26 igMP-SN00PING SENA-TOULEI-ALEIT.......oeereeieeieieieie sttt sass bbbt s sss s bbb es s sssssssssssnsans 5276
10.9.27 igMmpP-SNOO0PING SSM=MAPPING .. euetreureirriieeesienieesieeseseesesessessssesssstassstssssssssssssssssssssssssssssssssnssssassssssssssessssessssess 5277
10.9.28 igmp-snooping SSM-MapPiNg ENADLE........ccoviriririeieeirereereteee ettt st sseees 5279
10.9.29 igMP-SNO0PING SSM=POLICY.....cuererierieiririrsiesisieeseesessstsssss st assessssssssssssssssssssssssssessessssssssssssssssessessssssssssasssnsanes 5281
10.9.30 igMpP-SN00PING SLALIC-TOULEI=POIT.....eieieieeiieeiieeieeei ettt easssnaes 5282
10.9.31 IgMP-SNOOPING SUPPIESS-TIMIE....ciiriitriciricireeireeireieiresetsesete ettt sttt sttt ettt bttt teas 5284
10.9.32 IgMP-SNOO0PING VEISION.....uitiiririririeririeiieiseietsteessssssssesssssssssssssssssssssssessssessssessssessssssssssssssssssssssessssessssessssesnsseses 5286
10.9.33 [2-MUILICAST STALIC-GIOUP...eiurireeririeeriireisie ettt sttt sass sttt sss s s sss s ss st st sssssssssssanssnsns 5287
10.9.34 MULLICAST ArOP-UNKNOWN.......cuiiririeiitrtie ettt ettt ettt ss st s st seaseasenas 5291
10.9.35 reset igMpP-SNO0PING GIOUP.....c.uuruierireririeiessessssssssssssssssssssssssssssssssssssssssssessssessssessssessssessssssssssssssssssssssssseses 5292
10.9.36 reset igMmpP-SNO0PING STATISTICS. ..ottt eeaees 5293
10.10 MLD Snooping Configuration COMMANGS...........ceuurereereereinrereinienisetsesiseesessesssesessessessssssssssssssssssssesssssssssanes 5294
10.10.7 disPlay MUA-SNOO0OPING. ..ottt st sttt sssss s sss s sss bt esssssssssssssss s st s sessessessssasssnsanes 5295
10.10.2 display mld-SNO0OPING CONFIGUIAtION.......iiririeireecirereeree sttt sss s sss st sssssnsnens 5298
10.10.3 display mLld-SNO0PING POIt-iNFO.....c.oiiiirririiriereirie ettt ses st 5299
10.10.4 display mMLd-SNOOPING FOULEI=POIt.......ciiriiierierieeieieisie st tssessiesas st st esssssssss s s ss s s sssssessssasssnsansanens 5301
10.10.5 display mMld-SNO0PING SLALISTICS.....c.cvrirrriririririesir ettt s st st sssssssssssssssssnsssssssssssssnsans 5303
10.10.6 MLA-SNOOPING ENADLE......c ettt ettt eees 5306
10.10.7 mld-snooping group-policy (INTEIfACE VIEW ).ttt essassas s ssssss st sssssssnsans 5308
10.10.8 mld-snooping group-policy (VLAN VIEW).......cceuriririrrerrirrensineensessssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 5310
10.10.9 mld-snooping last-listener-qQUEry-iNterval........orneneseieseiseiseesee sttt seens 5312
10.10.10 MLd-SNO0PING MAX-TESPONSE-TIME.....c.oirrerirreerereeeirieies it ssses st sssssssssssssssassssesssssssessssssssnssnsans 5314
10.10.11T MLd-SNO0PING PrOMPL-LEAVE. ...ttt sss s s s s st sssssasssss s snsnssnens 5316
10.10.12 MLd-SNO0PING QUEIET ENADLE.......ceeeeeieieieiree ettt ettt st es et ts 5318
10.10.13 MLd-SN00PING QUETY-INTEIVAL...cuierierieirirrieeieeeeeeeristse ettt sss s bbbt et sassassss s s senen 5319
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10.10.14 MLd-SNO0PING rEQUITE-TOULEI-ALEIT.......cveveieeeeeieerieeereeee ettt sttt sss s s sss bbb sssnssssssanen 5321
10.10.15 MLd-SNO0PING FODUST-COUNT.......everiiiiiiteeeceeieie sttt ss bbb a s sss s bbbt sessenes 5322
10.10.16 MLd-SN00PING rOULEr-agING-TIME.....ouiereeeeereirierieeisesir ettt st sessess sttt ssessesssssssssssnes 5324
10.10.17 mld-snooping SENA-QUETY ENADLE.........c.oveiriririree ettt sss bbbt st snsesees 5326
10.10.18 mld-snooping send-qUery SOUICE-addIESS.........ocvwurererurrereereereereirieseaeeseeessssesssesessessessesssssssssssssssssssseasen 5327
10.10.19 MLd-SN00PING SENA-TOULEI-QLEIT.......coerreeririeireerieirieie ettt ss st s sss s st ssssssssssssansans 5329
10.10.20 MLd-SNOOPING STALIC-GrOUP.....vuiveirriieceeieeieeieiesietes e sss st a s sss s bbb s sessssassassas s s s sessessessesanen 5330
10.10.2T MLd-SN00PING STALIC-TOULEI-POI......ceeiereeriririeirireireie ettt s s sesssssess st et nsssssssnens 5332
10.10.22 MLd-SNO0PING SUPPIESSION-LIME......coririririirirririerieie st tssesssessssss s s st sssssesss s s s s ssssesssssssssssssssssnsnes 5333
10.10.23 MLd-SN00PING tADLE LMttt sttt een 5335
10.10.24 MLA-SNO0PING VEISION.....oiiieierririerierisisisstssissessssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssasses 5337
10.10.25 MULLICAST AFOP-UNKNOWN.......coivieeeeiecicisies ettt ss s s bbbt bbb st sssass s seneas 5339
10.10.26 reset MLd-SNOOPING GIOUP......corrirerrirrerieririesissesesssssssssssssssssssssssssss s sssssssssssssssssssssssssssssssssssssssssssssnsssssssssens 5340
10.10.27 reset MUd-SNO0PING SLALISTICS.....cviueieieeieeiririeriesiciesie st sssessss s bbbt s st s s bbb s ssssessnnes 5341
10.11 Multicast Network Management COMMANGS........c.ccveeueirirrrireeinseieeisie st esssseses s sesassssssssssssssessssnsans 5342
10.11.1 display pim Mib-CONTrOI-MESSAGE.......ooririririirrireerieie et ssssss s s ss st ssssssssssssssanssnsnes 5342
10.11.2 display pim mib-notification INTEIVAL.......cc.coirrrireree et sssse s 5345
10.11.3 display snmp-agent trap feature-name igmMpP @l seeseeeeens 5346
10.11.4 display snmp-agent trap feature-name Mld all........c.coeieieieieeeiee st 5350
10.11.5 display snmp-agent trap feature-name Mrm @l 5352
10.11.6 display snmp-agent trap feature-name MSAP All......covrrererriririeeseeeese et sse s sanes 5353
10.11.7 display snmp-agent trap feature-name Pim @l sseseees 5355
10.11.8 display snmp-agent trap feature-name pim-std all.......cocorrerrrreneneeeeeeee e 5358
10.17.9 igMP LrAP-INEIVAL LIMIT.. .ottt s bbb a s bbb s s ensessesans 5360
10.11.10 mgmd total-number threshold-alarm.........cccreese ettt esens 5361
10.11.11T MgMd host threShOld-alarm............ciierere et ss st st sssssssasssnsans 5362
10.11.12 multicast forwarding-table source-group-number threshold-alarm..........ccccceoevevevenineneinennenees 5364
10.11.13 multicast mib-notification join-leave frEQUENCY.....ccocirieirireeerere et ens 5366
1017714 MUILICASTMID.....oeeee ettt sttt b b s s b s b e n b s s s sessessesanen 5367
10.11.15 pim MIb-NOtIfiCAtioN INTEIVAL ..ottt ss s saen 5368
10.17.76 PIM ENreSNOLA-alarMu ...ttt bbbt s s bbbt s st ensnas 5370
10.11.17 snmp-agent trap enable feature-Name igMP......ccreeeree e sees 5371
10.11.18 snmp-agent trap enable feature-Name MUd........ccoorreereinesre st ssssaeaes 5375
10.11.19 snmp-agent trap enable feature-Name MIM.........ccreeeee et sa e saes 5376
10.11.20 snmp-agent trap enable feature-Name MSAP......cccorrririreirrireeese st ssse s senens 5378
10.11.21 snmp-agent trap enable feature-Name PiM.........eieeeses st sss s senes 5379
10.11.22 snmp-agent trap enable feature-name Pim-Std......ccccoreeeeiceeceeee e 5382
TT MPLS COMMANMS....couinniiiiiniininniinisnitsisssstsisssssssssssssssssssssssssssssssssssssssssssssssssssssssass 5384
11.1 Basic MPLS Configuration COMMANTS.........cc.ceerurureerierienininisisisessessessessssssssssssssssssssssssssssssssssssssssssssssssssssssssses 5384
1111 QPPLY ISP PUDLIC. ..ottt bbbt bbb bbbt sseen 5384
17.7.2 QUERENTICAtION EXCLUAE....... ettt ettt 5386
11.1.3 QULheNtiCAtION KEY-CRAIN.....ooieieieecr ettt bbbt bbbt s bbb st 5387
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11.1.4 authentication KeY-Chain @l sttt sns st ssesaen 5389
11.1.5 authentication Key-Chain PEEI-GrOUP.........ce ettt ess s ss st saen 5390
T1.1.6 QUEO-TIT LSPElIggON ettt bbbt a bbbt s bbb bbb s san s sanen 5392
1007 DACKOTT BIMIEI ettt bbbt 5394
17118 DA DINA LAP-LISP .ttt e bbbt saen 5396
17.1.9 DEA DINA SEATIC-LSP.uureiieeierieieeicieeteee ettt sttt sss s sas bbbt s st s bbb bbb s s b s sasssnbanes 5397
11.1.10 CaApPability-aNNOUNCEMENT. ..ottt sttt sas st s s s s st snsenssssessssanen 5399
TTTTT dIFFSEIV-IMOAE. ...ttt bbbttt ansas 5400
11.1.12 display default-parameter MPLS LAP ...t s s ssanses 5402
11.1.13 display default-parameter mpls MANAGEMENT......c.coovreririreeree ettt ss s sas s senes 5406
11.1.14 display iSiS LAP-SYNC INTEITACE ..ottt ettt seeen 5414
11.1.15 display ISPV CONTIGUIAtION ...ttt sttt bbbt ss bbbt s s s s nes 5416
17.1.16 diSPlay ISPV STATISTICS....vureriereerieieirieiesi sttt st sas s st s s s s s ss st ssssnsessssassanssnsanssnsenes 5417
11.1.17 display MPLS DFA SESSION......eieiee ettt sttt 5419
11.1.18 display MPLS GraCefUl-rESTAM........ccoieieieeieieieiee sttt bbbt sss bbb sa s s s sanes 5423
17.1.19 diSPlay MPLS INEEITACE ...ttt sttt st s ss s s s s ssssensas 5424
11.1.20 display mpls label statiC @Vailable.........coriee ettt 5426
11.1.21 display mpls [abel-Stack ilm INLADEL.......cooieeeeeeeee ettt nes 5427
11.1.22 display mMPpls [@St-INfO [SP-QOWN.......criirrrierrsreis sttt snsnens 5429
17.1.23 diSPLlay MIPLS LAP ettt sttt ses et 5432
11.1.24 display MPLS LAP @dJACENCY ...ttt bbb s s sas bbb s s s s saessssanen 5435
11.1.25 display mpls ldp adjacenCy STAtISTICS. ....corrrirrerirerieereeie ettt ss s ssssssssaeses 5438
11.1.26 display MPLS LAP €ITOr PACKET ..ottt ettt s eb s eaen 5440
11.1.27 display mpls ldp error PACKEL SLALE.......cccoiurieiirrieeeeeieeeeieie ettt s st sas s sanes 5441
11.1.28 display mpls ldp event adjacenCy-AOWN.........ccoriririrrinrerrinrneenisss st issesssssssssssssssssssssssssssssssssssssssssssssssnens 5443
11.1.29 display mMPpls ldp @VENT Gr-NELPET ...ttt sttt 5446
11.1.30 display mpls [dp eVEeNt SESSION-UOWN........c.cveeeriririnieieiesiesessiesis sttt ssssssss s bbb ssssssssssssssnssnsanens 5448
11.1.37 display MPLS LAP INTEITACE. ...ttt sttt sssssssssssssensns 5449
11.1.32 display mpls [@bel @ll SUMMIAIY ..ottt seen 5452
171.1.33 diSPlay MPLS LAP ISP ettt ettt ssess s sss bbbt s s s s e s bbb s e s sssssssssnsanes 5453
11.1.34 display MPLS AP ISP STALISTICS...vviririririrrirririereir sttt ssss s s st sssssssssssssnssnsas 5455
171.1.35 diSPlay MPLS LD PEEI ...ttt ettt sttt 5456
11.1.36 display MPLS [P PEEI STALISTICS......oiuereeieeieeieieieiseeseeie ettt sttt ssssss bbb ss s ssssanes 5461
11.1.37 disSplay MPLS LAP FEIMOLE-PEEN ...ttt sttt ss st sss st st s st sssssssanssssasssnsenes 5462
11.1.38 diSPlay MPLS LD SESSION......cuiuiirireireieiree ettt sttt es st sttt bbb s sanen 5464
11.1.39 display MPpLS [P SESSION STALISTICS....c.ovururirriereeiieiririseis it sss s bbbttt sss s s sansnens 5470
171.1.40 diSPLAY MIPLS ISP eceuieriiiierieririeieis ittt ses sttt st sss s bbbt st ss s s s s s st s sssensensssssssnsanen 5471
11.1.47 display MPLS [SP SLATISTICS.....vueueiuriricireireiretrree sttt st ts sttt s e 5478
11.1.42 diSPlay MPLS FOULE-STALE......cuieeeceeeeeierie ettt sttt bbb ss s s bbb b st sssesssssssansananns 5480
171.1.43 diSPlay MPLS SEALIC-ISP..uriurirerireirrrier ettt sttt sttt s s sss s s st st ssssssssassnnsensnen 5482
11.1.44 display 0SPf LAP-SYNC INEEITACE. ...ttt sttt 5484
11.1.45 display snmp-agent trap feature-name Ldp @ll.....ree st 5486
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11.1.46 display snmp-agent trap feature-name mpls_{SPM @ll.....cccoorrirrerrinininree s 5487
11.1.47 display STatiC-TOULE LAP-SYNCuuuuruieririeieieieireirete ettt et s sttt ss 5496
T T8 FOC-LISTuu ettt bRttt 5498
11749 FRENOUE. ...ttt b s bbbt 5499
11.1.50 graceful-restart (MPLS-LDP VIEW).......cccoeririrrrieeeesieesteesiessteeestsssssssssssssessssssssessssesssssssssessssessssessssessessssns 5500
11.1.51 graceful-restart timer NEIGDOI-LIVENESS..........corirreee st 5501
11.1.52 graceful-restart tIMer FECONNECE.........ovririrereeirireisee ettt s st st ssss s sss s ss s s esssesnsssssnens 5502
171.1.53 graceful-reStart LIMEI FECOVEIY ...t setseesesseas sttt ess s st s s s s s eas s sasssesssees 5504
11.1.54 gtsmM PEEI VAlid-Ttl-NOPS......ooiiieriereceree ettt sa s s bbb s s s essssansans 5505
17.1.55 INDOUNG PEEI TEC ... ittt sttt n s nses s sanen 5507
11156 0SIS LAP-SYNCorerieieierieireireir ettt sttt eb sttt sttt e st seaneanenns 5509
11.1.57 iSiS LAP-SYNC DLOCK. ...ttt bttt bbb s 5511
11.1.58 isis timer ldP-SYNC NOLA-AOWN.........cciuierieieieireirsiseeseeee sttt sttt ss s s ssss st st snsnsanen 5512
11.1.59 isis timer ldp-SYyNC NOLA-M@X-COSt.....coiuiiuriurirriirerisireireiretreireete ettt es sttt ess st seseens 5513
17.7.60 LADEL @AVEITISE. ..ottt es ettt et ettt s 5514
11.1.671 label distribution CONTIOL-MOE........cccccuiiiiiriiereerire ettt 5516
171.1.62 abel-WithdraW=deLaY........cceueerrireereirie sttt sttt sneas 5517
11.1.63 abel-WithdraW-deLlay LIME ...ttt ss bbbt ss s bt s s essessssanen 5518
111,64 LAP-SYNC ENADLE.......c ettt bbbt s st snen 5520
171,65 LONGESE-MATCN.....eeeie ettt s ettt s e 5521
11.1.66 [SP-trigger DGP-Lab@l-TOULE.........ouiieeeeeeeeee sttt bbb s s bbb s s s saen 5522
I T S A 7o g T T =T OO TP TSP O RSP PP 5524
11.1.68 Ispv MPpls-ISp-piNg €CN0 ENADLE.........co ettt es ettt 5525
T71.1.69 ISPV PACKET-FILEET ...ttt ettt ss bbb bbb s s bbbt s s sessesas 5527
TTT70 LISTmiluiie ettt s bbbt 5528
11.1.71 maintain-session reCeiVed-ErTOr-MESSAGE. ......ccwcvwurrurrureurereereirsiseeresseseesseasesesessssstsssssssessesssssssssssssssssssassassans 5529
TT1.1.72 MASPASSWOIU..c.eiiieieieiieeieisisies st sss bbbt s s s bbb s s s s bbb s s s s sas bbbt e s st s s esansanseneas 5530
17.1.73 MAS5-PASSWOIT L.ttt s st s s s s st snsensnssnnans 5532
11.1.74 MA5-PASSWOIT PEEI-GIOUP......ceeuereriieeeeeriariaseseisissessesesssesesseasesssssss e ssssssessessessessssssssssssssessesssasssssssssssessnsens 5534
TT1.1.75 MPLS (SYSTEIM VIEW) ..ottt sttt bbbt sas bbb bbb s s bbbt et nsssessnsanen 5536
171.1.76 MPLS (INEEITACE VIBW) ettt sttt ss sttt ss s s s s s st et assnssessnsns 5537
11077 MPLS DEA @NADLE....eee ettt bbb sttt 5538
TTT78 IMPLS DFA. ettt e bbb 5539
171179 MPLS DIA-EIIGGON ettt s s bbbt s s e s sns st 5541
11.1.80 mpls dynamic-label-number threshold-alarm..........ce et 5542
11.1.81 MPLS LAP AAVEITISEMENT......ceierieieieteteeeee ettt s s s s st ss bbbt s s s s sansansas 5544
17.1.82 MPLS LAP (SYSLEIM VIBW) ...ttt ssssssss sttt sssssss s s s st sssasssssssssssssssssesssssssssssnsssssssanen 5545
171.1.83 MPLS LAP (INTEITACE VIEW) c.ereueiiee ettt ettt 5546
T71.1.84 MPLS LAP 1T NEXENOP ...ttt bbbt s bbb s bbb bbb s s ases 5548
17.1.85 MPLS LAP FEIMOLE-PEEN ..ottt sttt sttt s s st ss s snsssnsssnsenen 5550
11.1.86 MPLS Ldp timer hellO-NOLd.........coo ittt 5551
11.1.87 MPLS LAP tIMEI NELLO-SENT......eeeeeee ettt bbbt s bbb ens s s s sanen 5552
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11.1.88 MPLS Ldp timer igP-SYNC-AELAY.......cocevrrurrrieriririeieireireiees ettt ss st st sssssssssss s snssnssnens 5554
11.1.89 mpls ldp timer Keepalive-NOLld...........ou ettt 5555
11.1.90 Mpls ldp timer KEEPALIVE-SENd.........cc.ooriiiiirieeeeeeieieie ettt ss s sassanses 5557
171.1.97 MPLS LAP tranSPOIt-@AAIESS........vuveriereeeerieieisisrieeseesees st sssssssssas s st sssassssssssssss s s s esssssssssssnsns 5558
TT1.1.92 IMNIPLS ISImM0 ettt cs sttt eeanens 5560
TT1.1.93 MIPLS MU ettt bbbt s s bbbt s s s s s s s bbb s s s st b s s s s b s s s s s snsensessnen 5561
111,92 MNIPLS-PASSIVE. ...ttt ss st st s s s st s e e s se s s s et ensessensensssansas 5562
17.1.95 MPLS PING TINEEIVAL ...rreiitiiir ettt ettt bbb sttt banens 5564
T71.1.96 MEU-SIGNALING . ...eitririeieeeteeieet ettt bbbt s s bbb bbb s s b bbb s s s st essesansans 5565
11.1.97 no-renegotiate session-parameter-change graceful-reStart.........oeerereerrenerssensssseessseseeens 5566
T71.1.98 OSSP LAP-SYNCurriiririiiiiiee ettt st es et s b b e 5567
11.1.99 ospf timer Ldp-SYNC NOLA=AOWN..........ocuoieirririereeeeee sttt ss s bbb s s snsssssssssanes 5569
11.1.100 ospf timer ldp-SYNC NOLA-MAX-COSE......ccoriririrrirrirrireeris st ss st ssssssssssss s sss st sssnsnsanen 5570
11.1.107 outbound peer BgP-label-rOULE. ...ttt 5571
17.1.102 OULDOUNGA PEEE FEC. ..ttt s st s et s s bbb st ss bbbt st ensessensesanen 5574
11.1.103 outboUNd PEEI SPLIt-NOFIZON.......iiieceeieer ettt sttt sesanen 5576
TT.1.T04 PING ISP uerieiiriieieieireire sttt eae sttt e st e st bbb sttt bbbt st e s eaneassanen 5578
171.1.705 PropPAGALE MAPPING ..o cicrieieriieririeeiieeieesiseseses sttt sessssssssssssssssssssssssssesssssssssssssssssssessssessssssssssssssssssnssesnssees 5585
171.1.106 ProXy-€GreSs iSADLE........ccevrveriririeisir ettt s st ss bbbt ss s s s ssssssss st nsnsensnssnen 5586
T T T07 FOIMOLE-IP ettt sttt ettt bttt bbbt es 5587
11.1.108 remMOote-ip QULO-OA-TEQUEST.......ccevveeeeeeeeeeieietesiciee ettt st ss s s bbb s ssessssassas s b s st essesssssesanen 5589
11.1.109 remote-peer QULO-AOA-TEQUEST..........ccoeeurureerrerierereree et ssssss s s s sttt ssssssssssssssssssssssssssssssssssssanen 5590
TT.1.TT0 FEMOLE-PEEE PWES......eiieieitieieicieicee sttt ettt et bt bttt 5592
TT1TTT FESEE MPLS LAP ettt bbbt as bbb bbb s s bbb st et s s s s s b s s sntns 5593
11.1.112 reset MPLS LAP €FTOT PACKET ...ttt sttt st sasssss s nsnsnens 5594
11.1.113 reset mpls ldp event adjaceNCY-AOWN.........coerirereirrireireereiree ettt sa s sas s sanen 5595
11.1.114 reset Mpls ldp eVENL SESSION-UOWN........c.ccoririrrierieeeeeeieisies ettt sss st sss st et sessssansansns 5595
11.1.115 route reCursive-loOKUD TUNNEL........ccvruiceee ettt sss st s sssnsssssssssanen 5596
11.1.116 snmp-agent trap enable feature-Name LdP.......cocrnrinrrer et 5597
11.1.117 snmp-agent trap enable feature-name MPLS_LSPMi.......coieierniriennes st esesseessesees 5599
11.1.118 snmp-agent trap suUppPress fEatUre-Name [SP......ccocririririrsirisisrisessessssssss s sssssssssssssssssssssssens 5605
111,179 STALIC-ISP EIESS.oueuerietieeeereeie ettt ettt es s st b st s b sttt e b bt seasesnenns 5607
T71.1.120 SLALIC-ISP INGIESS....eieeieirieieieteeieeiete ettt sesssssss st ss s s bbb s ss st s s s s bbb s es s s s ssssansansnsnen 5608
111127 SEALIC-ISP ErANSIT.c.ceieeieie ettt sttt ss sttt s s bbbt s et sasnsaessnsanen 5610
11.1.122 static-route timer ldp-SyNC hOold=AOWN.......cc.oouiuiirirereererr ettt saeen 5612
11.1.123 timer [dPp-SYNC NOLA=AOWN.......ouieieeeeeeeicceseteir sttt bbbt sss bbbt et s s bbb e 5613
11.1.124 timer [dp-SYNC NOLA=MAX-COST.....cooriririreirriririnirieiseiss sttt sss sttt sassssssssssssansnsns 5614
T 1125 BFACEIT ISP uuueuiirireireiriee ettt ettt st b st se sttt b st ennssansas 5616
TT1.1.126 Tl @XPITALION POP..cciiiiiiierieeieeeeeie ittt siesss s bbbt ss s sss bbbt ss s s s s s bbbttt s s s s sansansnses 5621
T 1127 T PIrOPAGALE ..ttt s s as st s s ss s s s bbbt et s s sasesassansnsnsaes 5622
17.1.128 Tl Propagate PUDLIC. .. ..ottt sttt 5623
T71.1.129 Ll PrOPAGALE VPNt ssss e bbbt se st b bbb s s b s bbbt s s s bbbt enen 5624
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11.1.130 UNAO OULDOUNT PEET @ll...ceeeeieieriieirieieiee sttt sttt s st ns st ssssas s sensas
11.1.137T UNAO INDOUNG PEET ALl ettt sttt
11.2 MPLS TE Configuration COMMANGS.........cc.cceruererierinininisisississessesssesssssssssssssssssssssssssssssssssssssssssssesssssssssssssssnes
I 1720 - Vo Lo I 3 T o J OO P OO ST PRSPPSO
T7.2.2 DA DINA MIPLSE@ ettt ettt stk enen
T71.2.3 AELELE NOP ..ottt s bbbt s s s bbbttt s s bbb st
11.2.4 display default-parameter MPLS rSVP-Te. ..ottt ssssss s st nsnens
11.2.5 display default-parameter MPLS t@ CSPF. ..ot
11.2.6 display default-parameter mpls t€ MaNAGEMENT........cciueieereeeerieieieee sttt s s sensnees
11.2.7 diSPlay @XPUCIE-PAtN...vcieeieeiereeiee sttt st s s s st st s st essnsas
11.2.8 display MPLS ISP @tEIDULE. ...ttt
17.2.9 diSPLAY MPLS FSVPLE ettt s s bbbt s s bbb b s s s s s s sanbeneas
11.2.10 display MPLS rsVP-1€ DFA SESSION......coiuieiererireeirieireis sttt sssasssas s snsnens
11.2.11 display mpls rsvp-te @StabliSHEd. ..ottt
11.2.12 display mpls rsvp-t€ graCefUl-rESTAIt.......ccocvirieeeeiirieirisiseieiesieseee sttt bbb st sesassas s sanes
11.2.13 display mpls rsvp-te graceful-r@Start PEEI........c.oovereriririrrireissirseses st ssssssssss st ssssssssssssnsns
11.2.14 display MPLS rSVP-T€ INTEITACE. ..ottt
11.2.15 display MPLS FSVP-LE NSI STALUS......ccovvieeeeeeeeerieieisistes ettt bbb s s ssssas s s s s s ssssesssas
11.2.16 diSPlay MPLS FSVP-TE PEEN ...ttt sse s sss st s st s ssssssss s st st s ssssesssssnssnses
11.2.17 display mMPlS rsVp-t€ PSD-CONTENT. ..ottt ettt bbbt eesens
11.2.18 display MPLS FSVP-LE MEQUEST......c.cvieeieeeeeeceeeristseisistes ettt ss s bbb st sss s ses bbb sensessssansas
11.2.19 display MPLS rSVP-TE rESEIVALION........ccrvreererieieieiseseis st sss s st ss st sssss s sss st snssnssssessesanen
11.2.20 display MPLS rSVP-1€ rSh-CONTENT........ouiirerireereirer ettt ettt s et saesas
11.2.27 disSplay MPLS FSVP-TE SENAE ...ttt s st ss bbb s s s s s bbbt nsesssasssnsas
11.2.22 diSplay MPLS FSVP-TE SESSION.......ovrireririririrsiriereisesisse s sssessss s ssss st sssssssssssssssssssssssssssssssssssssssssssssnes
11.2.23 display MPLS rSVP-TE STATISTICS....cuiurrurierieriericireiretetrere sttt sanen
11.2.24 display mpls rsvp-te StatiStiCs fast-rEIrOULE.......cccireieriererireeceeeee ettt s snes
171.2.25 disSPlay MPLS SEATIC-Cr-ISP. .ottt ess sttt s st st sssssssssansanses
11.2.26 display MPLS StAlE-INTEITACE........o ettt sttt
11.2.27 display mMpls t& CSPT AeSLINALION. .....c.ciuiieieeeeeeeeeete ettt bbbt ss s sa s sns
11.2.28 display MPLS 18 CSPT LOAD ...ttt as sttt sssns
171.2.29 diSPlay MPLS T8 AS-T0 ..ottt ettt eee
11.2.30 display mpls te hot-Standby SLALE.......ccccuiiieieeceicieie ettt ess s s saen

11.2.31 display mpls te link-administration admission-control
11.2.32 display mpls te link-administration bandwidth-allocation..........ccnnceneenenceecneceecenees 5709
11.2.33 display mpls te link-administration srlg-information.......c..cccceeieeeceeeisisesee e 5712
11.2.34 disSplay MPLS 18 SESSION-ENTIY....ccvrrerrrierieeiririreiss sttt sassss st ssssssssasssssssssssssssnssnsssssssnsas 5713
171.2.35 diSPlay MPLS T8 SILGuu e ettt sttt b sttt eseeans 5715
11.2.36 display MPLS € tE-ClaSS—TUNNEL......ccoviriierieeeereicieete ettt s bbbt sss s sassassnsnsans 5716
11.2.37 display mMPlS t€ tUNNEL-INTEITACE. ..ottt ssss s s senen 5718
11.2.38 display mpls te tunnel-interface failed.........coereere ettt 5721
11.2.39 display mpls te tuNNel-iNterface [@St-EITON ..ottt snes 5722
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11.2.40 display mpls te tunnel-interface traffic-State. ...t sseens 5725
11.2.47 disSPlay MPLS T8 TUNNEL ...ttt ettt ea st ese s bbb ns e saen 5727
11.2.42 display MPLS £€ tUNNEL C-NOP.....cuceeieeiericie ettt bbbt e s sa s s 5734
11.2.43 display MPLS £& tUNNEL PAtN.....ieieieeire ettt ss st ss s sssns 5735
11.2.44 display mMPLS t€ tUNNEL STATISTICS....ooiuieiereirieieiei sttt ettt 5738
171.2.45 diSPlay OSPT MPLS—tE..uuuiuieiieieieieieie ettt bbbt s s s bbb bt s st s s sanen 5740
11.2.46 display 0Spf traffic-adjUSTMENT.....o.oiiicee ettt 5744
11.2.47 display snmp-agent trap feature-name mplS_rsvp @l 5746
11.2.48 display snmp-agent trap feature-name tuNNELl-te all........cccoeeiiieieieieeeeeeee s 5748
11.2.49 enable traffic-adJUSTMENT ...ttt ss s sa st nsenes 5750
112,50 @XPUCTPATN ..ottt st b sttt 5751
11257 LIST NOP .ttt ettt bbbt 5752
171.2.52 MOAITY NOP ettt st s s bbbt st s st ensnnsensnsansas 5753
171.2.53 MIPLS-EE ENADLE. ...ttt e bbb bbbt 5755
112,54 INIPLS FSVPEEueieieeieieiriesteeeeie ettt b st b s e a b s s bbbt s s bbbt b s n s s s s sansas 5756
11.2.55 MPLS rsVp-t€ QULNENTICATION ..ottt sttt e 5757
11.2.56 mpls rsvp-te authentication handsShake.............cne et 5760
11.2.57 mpls rsvp-te authentication HfELIME........c.eeeee st nes 5761
11.2.58 mpls rsvp-te authentication WiNAOW-SIZe............cccvrurirrinrirrinrinininssisss sttt ssssss s s s sanes 5763
171.2.59 MPLS ISVP-LE DF...eeeee ettt sttt 5764
11.2.60 MPLS rsVP-te Dfd all-INTEITACES.. ...ttt sas 5766
11.2.61 mpls rsvp-te bfd all-interfaces ENaDLE...........reeeee st saen 5767
11.2.62 MPLS rSVP-TE DFA DLOCK ...ttt sttt 5768
11.2.63 MPLS rSVP-1€ DFA ENADLE......eeeeee sttt bbbttt nen 5770
11.2.64 MPLS rSVP-t€ ChALlENGE-LOSt.......ovririereeirieieeree sttt ss sttt s st e 5771
11.2.65 mpls rsvp-te fast-reroute-bandwidth cOmMPAtible..........coooiriririir e 5772
171.2.66 MPLS FSVP-TE NELLO-LOST ...ttt ettt sttt s s e banen 5773
171.2.67 MPLS ISVP-LE NELLO...e ettt as st s st n s s snnsas 5774
11.2.68 mpls rsvp-te hello DasiC-reStart-time.........cov ettt 5776
11.2.69 MPLS rSVP-tE NELLO FULL-GE ettt bbb bbb e 5777
11.2.70 Mpls rsvp-te hello NOAEIA-SESSION.........cririreriririreisereeseses sttt ss st ss s s sss s st ssssnsssssssnsns 5778
11.2.771 MPLS rSVP-te Nello SUPPOIT-PEEI=GF .....ceiuiririreireereireireieeee ettt ettt essessesneas 5779
11.2.72 MPLS rSVP-t€ KEEP-MUILIPLIEI......veeveere ettt b st s s bbbt s s ssnses 5780
171.2.73 IMNIPLS FSVP L@ PEEI .ottt sa st ss s ss sttt e et s s s bbbt ensessnnsessnsns 5781
T71.2.74 INIPLS FSVP-TE FESV-ITO e ceieieireereireie ettt eese st ss st s bbbt st es ettt b s bae s e sast et eens 5783
11.2.75 MPLS rSVP-LE FESVCONTIIMNc.oeiiiieiiitee ettt se bbb bbbt s s bbb b st enseseen 5784
11.2.76 mpls rsvp-te retrans-timer Chall@NGe........ ettt sssnsens 5785
11.2.77 MPLS rSVP-TE SENU-INESSAGE......ceevrieeerieieieieiretrei ettt eas ettt s st b s bbb eas st s sseseees 5786
171.2.78 MPLS ISVP-LE SIEIIESN.....eeeeeeeeeee ettt bbbt s st s s bbb s nsensessnsans 5788
11.2.79 MPLS rSVP-E LIMEE NELLO....e ettt s s sensas 5789
11.2.80 MPLS rSVP-t€ LM FETIESN...ce.ceee ettt eaen 5790
11.2.81 MPLS rSVP-te tiMer reLraNSIMISSION.......cceveeveeieeieirtesieseeeiesie sttt sess s s s bbbt ssssessssasssssen s sassessssenen 5791
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TT1.2.82 MIPLS £ttt sttt s s s s s s e ARt n s e s s s s s n st et s snnsensesansns 5792
11.2.83 MPLS t€ @ffiNITY PrOPEITY...ceieeeeeierei ettt s et 5793
11.2.84 MPLS t€ QULO-TIT (IMPLS VIBW) ....uvieeeieeeeisieiest sttt sss st ssssas s sss bbb s s s s sssssssas b s st ssssssessesanen 5795
11.2.85 MPpls te QULO-TIT (INTEIFACE VIEW) ..ottt sss st snssssssssas 5796
11.2.86 MPpLS te aULO-TIT rEOPTIMIZATION. ..ottt ettt 5798
171.2.87 MPLS £8 DACKUP.coe ettt bbbt e s bbb s s nassanbas 5799
17.2.88 MPLS t€ DACKUD fIT-iN-USE...ueeieiee ettt sttt ss s sssssas s sanen 5802
11.2.89 mpls te backup hot-standby overlap-path.......... e 5803
11.2.90 mpls te bandWidth (INEErfACE VIEW) ...ttt sttt bbb asssssssssnsansanens 5804
11.2.91 mpls te bandwidth (EUNNEL INLEITACE VIEW) ...ttt ss st snsssaen 5806
11.2.92 mpls te bandwidth change threSholds............cr et 5808
11.2.93 mpls te bandwidth max-reservable-bandwWidth.........c....ceirienieesr e 5810
112,94 MNPLS T8 DF.c ettt as bbbt s s 5811
171.2.95 MPLS £8 DFA DLOCK ... ceeeee ettt 5812
17.2.96 MPLS £€ DFA ENADLE.....oeeeee ettt bbbt st ss e 5813
11.2.97 MPLS t€ DYPASS-AELITDULES......oeeieeeee sttt sttt sss s ssnnas 5815
171.2.98 MPLS t€ DYPASS—TUNNEL...euieriee ettt sttt es e 5816
17.2.99 MPLS T8 COMMUL. ettt sttt se bbb bbb s s ss bbbt s s se s s bbb en s st st essssansansas 5817
T71.2.100 MPLS T8 CSPT ittt sttt ass s bbbt ss s s sttt s s s s s s s s s s st sssnsssasesassanssnsnsans 5818
11.2.107T MPLS t8 CSPT dISADLE. ...ttt sttt ettt 5819
11.2.102 MPLS te CSPT PreferTEA-IgP....ccovviereeieeeeieieisisss ettt ss s bbbt s s s sassanses 5820
11.2.103 mMpls te cSPF tiMer fAIled-LiNK . ..ottt sns s snns 5822
17.2.104 MPLS £8 AS-TE DOMieeiieie ettt ettt 5823
17.2.105 MPLS t8 AS-TE MOAE......coeieieirieirete ettt sttt s bbb bbbt s s bbb bbb s s ssnsas 5824
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11.2.120 Mpls te reoptimization (USEI VIEW) ..ot iesesssessssssssses s sssssesssssssssssssssssssssssssssssasssssanes 5841
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12.6.54 €NCAPSULALION-TNOAE........coiireeieie ettt sttt sttt st eeen 6188
12.6.55 encapsulation-mode (ipsec-proto-protect-proposal VIEW).........crerneereeerninsrsinsisssesessessessssssssssnes 6189
12.6.56 €NCIrYPLION-algOTTNML .ottt s st et n s s s ssnsas 6190
12.6.57 esp authentication-algorithme.........o ettt eaen 6191
12.6.58 esp authentication-algorithm (ipsec-proto-protect-proposal VIEW).........ccceeeeeuerivernevreeneesseniesesennns 6193
12.6.59 €SP eNCryPLioN-algOritNMi. .. ittt ss st ns s nsenas 6195
12.6.60 esp encryption-algorithm (ipsec-proto-protect-proposal VIEW)..........cocuvvureurereeensensereereeneeseeeeseeeenees 6196
12.6.67 EXCNANGE-MOUE. ...ttt bbb s s s bbb s bbb bbb s s ses s s sses 6198
T206.62 FOAN. ettt bbb b bttt 6199
12.8.63 T-EYPC ettt es s s AR Rt bae s s tes 6201
12.6.64 ike call admission limit iN-NEGOTIAION=-SA......c.ccceiereirieiirireeee ettt b s ssssssasses 6202
12.6.65 ike certificate-Check diSADLe...... ..ottt 6203
T2.6.66 1K ASCPeuiveceieieeieiei ettt st s s e skttt ettt et een 6204
12.6.67 TKE NEAITDEAT ...ttt bbbt e 6205
12.6.68 ike heartbeat-timer INEEIVAL ... ettt s 6207
12.6.69 ike heartbeat-timer LIMEOUL.........cooi ettt ettt eaeen 6208
12.6.70 TKE IAENEITY ..cuueeieeieeieieieiee ettt b sttt s s se b s bbb st n s s s s e s b san s s snen 6209
12.6.77 TKE LOCAI-NAIME. ..ottt bbbt 6210
12.6.72 ike nat-keepalive-timer INTEIVAL ...ttt bttt 6211
12.6.73 ike sm-encryption-Key-length €NabLe............iiieieeieeeee sttt bbb e 6212
12.6.74 TKE USEI-TADL..... ottt et bbb st st 6213
1 2.6.75 1K@ PROI ..ttt bR e R ekttt tes 6215
12.6.76 TKE PrOPOSAL..cccuiuiieiieiieeiieeiieieisists ittt ss s s bbbt s s a bbbt s s s s b s s b b en s s st s s ssnssnsanes 6216
12677 KD ..ottt st s s eSS s eSS A AR SRt s e sae 6218
12.6.78 TKE-PIrOPOSAL..ceuieeieieieieieiretseisei ettt et s sttt tes 6219
12.6.79 ikev1 phaseT1-phase2 Sa dEPENUENT........ceieieie ettt sss st sessassassansans 6220
12.6.80 ikev2 authentiCation SIGN-NaSh.......c.cieiree ettt ssssss s nens 6221
12.6.87 1KEV2 COOKIE-CRALLENGE. ...ttt een 6223
12.6.82 ikev2 initial-CoNtACE @NADLE. ...ttt bbbttt 6224
12.6.83 ikev2 id-match-CertifiCate @NabLe......... et een 6225
12.6.84 ikev2 prf aes-XCbc-128 COMPALIDLE........o.ooierere ettt 6226
120685 INDANA CF Lottt bbb bbbttt 6227
12.6.86 INDANGA OCSP...ecieierieririricireie sttt s et s s s st s st ea s s s s s st st ensensessnsanen 6228
12.6.87 INTEGIILY-AlGOTTENM . c.cuie ettt ettt 6229
12.6.88 INTEITACE-ASSIGN....oiviiieeeieicieie sttt sttt bbb s s s bbb bbb s st s s s bbb s s s s sensessnsans 6230
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12.6.89 INterface tUNNEI-LEMPLALE. ...ttt st s s s st enes 6231
12.6.90 1D @AAIESS....ceuieeeeeereir ettt ae s ek b skt b bbbt eesenh et eanen 6233
12.6.97 ip address IKE-NEGOLIALEM.........cceverieeeirieei ettt bbbt ses bbb s s essssas s sanen 6234
12.6.92 ipSEC ANLi-rEPLAY ENADLE.......oeceeeeec sttt s st a st 6235
12.6.93 IipSEC ANTI-rEPLAY WINAOW.....ce. ettt ettt sttt sanen 6236
12.6.94 ipsec authentication sha2 compatible ENabLe.............oiieiceeieee s sees 6238
12.6.95 IPSEC AECIYPE CNECK....u ittt bbbttt bbbt s s s s snens 6239
12.6.96 IPSEC A =Dt ettt sttt s et s s st s s bbb sne st s e saes 6240
12.6.97 ipsec efficient-VPN (INLErfACE VIEW) ...ttt sttt ss s ss st sas s snes 6241
12.6.98 ipsec effiCienNt-VPN (SYSLEIM VIEW) ..ottt ssssssssssssssssssssssssssssssssssssssssssssssnsnss 6242
12.6.99 ipsec fragmentation before-eNCryPlioN........o et 6244
12.6.100 ipsec invalid-Spi-reCoOVEry ENADLE......... ettt e s bbb snen 6246
12.6.107 ipSEC NAt-LrAVEISAl SOUICE=POIt......oirereeerririeriereesieie sttt ssssssess sttt sss s s s st st sassssssssssnsansnsns 6247
12.6.102 IPSEC NELMASK. ...cuvuriieieiieieie ettt ettt ea ettt s st bbb b sttt s e et senen 6248
12.6.103 iPSEC POLICY SNAIEU......oeeeeeeeeeire ettt bbb a s bbbt e s ss bbb b sns s s snsas 6250
12.6.104 ipSE€C POLICY (INTEITACE VIEW)....cuuceiereerierireirisirsisee ittt sttt s bbbt ssssssssssnsns 6251
12.6.105 ipSEC POLICY (SYSTEIM VIEW) ....eueeieiiieieeieieieiret ettt bttt ess sttt sanen 6253
12.6.106 IPSEC POLICY-TEMPLALE. ...ttt bttt bbbt et as bbbt nen 6256
12.6.107 ipSeC Profile (INTEIFACE VIEW) ..ottt stssssssssss s st st sss s sass s ssssssssnsanen 6257
12.6.108 ipSEC Profile (SYSTEM VIEW) ...c.iuieieieriiieieieietrete ettt sttt et b s sttt seesas 6258
12.6.109 IPSEC PrOPOSAL.c..cceuieiieriiiiereieierisieisietesesee st s s ssss s s s b st sssesssssssssss s s s st s sessesassasbassensessessssssssnsansas 6260
12.6.110 ipSEC PrOtO-ProtECt PrOPOSAL ... ceieierieririrririreisieeeesesassesasssssessesssssssess s s sssssssssssssssssssssssssssssssnsssssssssssssssansns 6261
12.6.111 ipsec remote traffic-identiCal @CCEPTL. ..ottt 6262
T2.6.TT2 IPSEEC S@ueueirerirerieiresirieisestesestsessssssssss st ssssssssssssssssassssesssesasssssssssssssssesssssssssessssesassesasssssssessssssssssssssssssssssesnnsssansns 6264
12.6.113 ipSEC SQ GLODAI-AUIATION ...ttt ss st sss bbbt ss s sssssas s snen 6265
T2.6.TT4 IPSEC SIMA VEISION...euitieetriactriaciriaetstae sttt tsta et es sttt s ta e ta ettt s sttt s ettt beeaees 6268
12.6.115 lifetime-notification-mMesSage ENADLE..........orreieereeee et 6269
12.6.T716 LOCALl-QAAIESS......oeeereeeireieeireireie ittt ss st e b bbb sttt 6270
T2.6.177 LOCAL-IATY Pttt sttt sttt e s e ses 6272
T2.6.TT8 LOCAL-IT. ettt bbb bbbttt 6275
12.6.119 local-id-preference certificate @NADLE..........ocr st saen 6276
12.6.120 LOCAl-id-TEflECt @NADLE. ...ttt ettt es 6278
12.6.12T MALCN TKE-IAENEITY ..ouveieeecie ettt bbbt bbb bbb bt nees 6279
12,6122 NAE TFAVEISAL.ccuiiuiiuiiriieieiieieieeiee ettt sse bbb e b ettt 6280
128,123 PFSueereie sttt st s e AR AR b At 6281
T2.6. 124 PKi FEALM ...ttt sttt b sttt s s bbbt b s s e bbb s s s b s b s bbbt ensnssessnsas 6283
12.6.125 POLICY ENADLE.....oeeeee sttt s et an s s 6285
12.6.126 pre-shared-key (IKE peer view, Efficient VPN POLICY VIEW)......coovviuriureeririeieiereireireineesee e 6285
12.6.127 pre-shared-Key (IKE USEI VIEW)......cccorriiuriereeeeenieeisssisssssssissesssssssssesssssssssesssssssssssssssssssssssssssssssssssssssassanses 6288
T208.T28 DIttt s et 6290
T2.6.129 PrOPOSALcccueuieieiieeireieieie ettt ettt es et b s ss s se bbbt st s et een 6291
12.6.130 PrOPOSAL (SA VIEW) ....eieieeieieisiesieie sttt s sttt ss s s bbb st b s sas bbbt en s s s sssbsssanssnsnen 6293
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T2.6.137T OS GFOUP..eiiuiiiiriiereirireeicesireeaete st se st ese sttt st se bttt se et s et st st s et s ettt s bt s sttt sebettacseseteas 6294
12.6.132 QOS Pre-ClasSify .. ..ottt ettt ettt s e ee s sanen 6295
12.6.133 re-authentiCation INTEIVAL ...ttt bbbt st s s ases 6296
12.6.134 remote-address (IKE PEEI VIEW)......coeirririrriierineesses s isssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 6297
12.6.135 remote-address (Efficient VPN POLICY VIEW) ..ottt 6302
T2.6.136 FEMOTE-TU. ...ttt sttt a s s s bbb s s s b s bbbt e s s b s b e bbbt st ensessessesanen 6303
12.6. 137 FEMOTE-TA-EY POttt s s st s st s st s s s nes s s snssensas 6305
12.6.138 reSEL IKE EITOIINTO..cu ettt bbbt bbb 6307
12.6.139 reSet iKe OFflINE-INTO.....iiiiei ittt bbb e s sassansans 6308
T2.6.T40 FESEE TKE S@...uuiuuiiuieeieieeirtereee ittt sttt et bbbttt 6309
T2.6. 147 FESEE TKE STATISTICS. . vuruieceeeeeieieeeiret ettt b ettt bbbt e enntans 6310
12.6.142 reSet iPSEC NISLOIY FECONM. ..ottt bbb bbbt ss s s s e 6311
T2.6.T43 FESEL IPSEC S@.ueueiuiierireurireieireisieiseets sttt st t s s s st e st e st et s e s se st st as st e bbb et e et s et et eeasssasstreas 6312
12.6.T44 rESEL IPSEC STALISTICS. coucveueeeeieecicirtct sttt sttt et sttt 6314
12.6.145 reSet iPSEC STALISTICS FTOULE......couieriieeiceierieie ettt ettt b et seens 6315
12.6.146 reset ipseC Proto-protelt StAtiSTICS. ..ottt ettt 6316
12.6.147 reSPONA-0NLY ENADLE........oiieieeeieirerr ettt st es st saen 6316
T2.6.T48 FESOUICE @CLouuuruuieierieeirieiieiriesieses ettt s sttt sas s s bbb st s s s s s s s sasbs s s s s s s st essessessssssbas s s s s s ssessessessnssnsanen 6317
T2.6.T49 FOULE QCCEPT ..ottt ettt sttt sttt sttt sttt b e bt ae st etaeacnes 6319
T2.6.T50 FOULE TNJECE...cueieeiieeieieieiei ettt ettt bbbttt es 6320
12.6.157 rsa eNCryptioN-PAAiNgG.....c.ccceveieririririeireieseee ettt s st ssssssss s s bbb s st sssssnssnsansans 6322
12.6.152 rsa SIGNAtUIE-PAAAING.......covrirerieireieiresess et s sttt sss s s sss s s s ss et s ssssssssssasssssnssnsessssanen 6323
12.6.153 52 @ULNENTICATION-NEX ... ittt 6324
12.6.154 sa authentiCatioN-NEX (SA VIEBW) ...ttt ssa st ss s st s s sassesssssassesssann 6327
12.6.155 52 DINAING VPN-INSTANCE......e ittt bbbt s s bbbt nss st s s sanen 6329
12.6.156 sa binding vpn-instance (Efficient VPN POLICY VIEW)....ccooiuiuriurirresereireircircieeseeieese e eaeeaes 6331
12.6.157 sa duration (IKE PropoSal VIEW) .......cc.cereeeeeririniisisissiesiesessessssssssssessssssssssssssssssssssssssssssssssssssssssssassanens 6332
12.6.158 sa duration (ISAKMP IPSec policy view, IPSec policy template view, IPSec profile view)............ 6334
12.6.159 SQ ENCIYPLION-NEX ettt sttt 6337
12.6.160 5@ €NCIYPLION-NEX (SA VIEW)...oovuieieiereieisisies sttt st sssssssssss s sss s s st ssssssassssssss s s ssesssssssnssnsas 6340
12.6.161 sa keep-holding-t0 hard-AUratioN.........cc.crririnirieeesreess st ssnses 6342
T2.6.T62 SQ SPlueureuriererrireiereiseeseeessissssssess s sssesss s ssses s sss et ssses s s st se s e s e s s £ e s s b A e bR e AR ee R e s et e sanet s 6343
12.6.163 SQ SPi (SA VIEW) ettt sttt se s bbbt s s s bbbt s s s s s b e bbbt ensessessnsanen 6345
12.6. 164 SQ SEIINGKEY ... verereerieieirirstrestts sttt sass bbbt ss st as s s st s s s se st s st st s sss s s sansnsas 6346
12.6.165 5@ SErNG-KEY (SA VIBW) ... rueeieiieieirei ittt sttt sttt sttt esaseas 6349
12.6.166 SQ tHIGGEI-IMOUE.......ceeeeeeeeeeieeieieiste sttt s s bbb bbb s s bbb bbbt s s bbb n s s s s s ssnsas 6351
12.6. 167 SECUIEY @CLuueuiieieiireieie ettt sttt ssa s s s st st ss s s s s st st e s s st s s sas st s s st ensessnsssssnsns
12.6.168 service-scheme

12.6.169 service-scheme (Efficient VPN POLICY VIEW) ...ttt tsissasssssss st sssssssssanes 6355
12.6.170 SIM-DaSEA-USEINAMIE......ceiieieire ettt ettt st 6356
12.6.1771 SWILCh-DACK @NADLE........ceee ettt bbb een 6358
12.6. 172 LFANSTOMM ..ottt bbbttt b s s s bbbt s bbb s b s bbbt en s s s ssnsanen 6359
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12.6.173 transform (ipsec-proto-proteCt-propoSal VIEW)..........ceerierieerrereenseneensinsnessssssssssssssssssssssssssssssssssens 6360
12.6.174 TUNNEL LOCAL ettt bbb bbbt s s eaen 6361
T2.6.T75 TUNNEL FEIMOTE. ...ttt sttt bbbt 6363
12.6.176 tUNNEL PAtNMEU ENADLE.......oee ettt st sens 6364
12.6.177 USEr (IKE USEI tADLIE VIEW) ..ottt sttt sttt aesessanaenes 6365
T2.6.T78 USEH ettt sttt st st et sttt ettt bt bt sttt seae 6368
1206779 USEI-EADLE ...ttt b bt 6369
T2.6. T80 VEISION ...ttt ettt ettt ettt sttt ta ettt sttt st s et sttt a st s etaeaen 6371
12.6.181 vpn-instance-traffic (IKE USEI VIEW) ...ttt ssssss s sesssssssssssssssssnsensenens 6371
12.6. 182 USEI-FOUN ..ottt sttt st s st et s st nssnssssrnsas 6373
12.7 A2A VPN Configuration COMMANGS..........cceceerueerrereueireireieeeeisesseseesssessessessessssssssssssessesssssssssssssssssssssssssssesssans 6374
12.7.1 anti-replay time-based €NaDbLe............ ettt bbbt bbb sneas 6374
12.7.2 anti-replay time-Dased WINAOW...........corrrnsinsie sttt sssss s s s s st ssssssssssssnsanes 6375
12.7.3 diSPLlay GAOI KS GIOUP.....cuuieeeereeeeieieieireie ittt sttt sttt b s sttt st sseasennnnns 6377
12.7.4 display gdOi KS MEMIDEIS........ooieieireeeee sttt bttt ss s bbbt s s s sanses 6381
12.7.5 display gdoi ks members hiStOry reCOIM.........coovinrireininienes sttt sss s snes 6383
12.7.6 display gdoi KS reKEY STAISTICS.......eweiririrereireiriereir ettt ea st sttt eene 6386
12.7.7 diSPLlay GUOI KS S...ucuiririeiiiiiesieeie ettt ss st sas s bbbttt s s s e s bbb en s s sessesassansansensans 6387
12.7.8 display iPSEC GAOI-POLICY....vriurirrriririreireisieresisisisssssessesess st sss s sss s s st ssesssssssssss st nsesssssssssssnssnsns 6390
12.7.9 diSPLlay IPSEC OISttt ettt ettt bbb s s eaneas 6395
12.7.10 GAOI KS GrOUP....evuriririririiteeieeesisis st e sesssessssss s st st sssssssssssss s sssssessessessesassassassessesssssessssssssnssssssssssssnssnsansas 6400
12.7.17 GUOI KS TEKEY ..ottt ses s sss st st sssasss s s s s st sasse s s s s bbb st s essessssnsssnsenen 6401
12.7.12 gdoi 5@ direCtion rECEIVE-OPTION. ..ottt ettt sttt 6402
12.7.13 Group id@NEILY NUMDET ...ttt sttt bbbt s s bbb s st sssesansans 6403
1 2.7 12 TP ettt st sas s bbbt se s s s s s e S s s R e E e s ARt s e s 6404
T2.7.T5 IPSECiuiieiricireciree sttt sttt bbbt sttt et ettt 6405
12.7.16 ipsec gdoi anti-replay force 32-bit @NADLE..........creieee st 6407
12.7.17 ipS€C gAOi MUILICAST-TEKEY 1D..uvureerireriiirieeierieis sttt ss st ssss s s s st st sssssssssssssssssnsnssssessssanen 6408
12.7.18 IPSEC POLICY (SYSLEIM VIBW) ...coeiieieieeieireiceeeeseeissese et ese et s sttt snesseaesas 6409
12.7.19 ipS€C POLICY (INTEITACE VIEW) ...vuieeereceeeeieeists ittt s s bbbt s s s bbb s s s esssan 6410
12.7.20 local-id-type (GDOI GIrOUP VIBW)......cuieriereerieririeisesissessessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssens 6412
12.7.271 10Cal-id (GDOI GrOUP VIBW)....coveeiieeiieeiieeiiesisesissessssisssssessssssssssssssssssssssssssssssssssssssssssssssssssssessssessssssesssesssess 6413
12.7.22 proposal (GDOI group IPSEC POLICY VIEW) .....ccruririrririreireieeisesieisisissississiessssssssssssssssssssssssssssssssssssssassenens 6414
12.7.23 rekey authentication PUDLIC-KEY ISa.......covririrrriree sttt asesssss s st sss s ssnsans 6416
12.7.24 rekey deStination @AIESS..........oveeririreireireir ettt ettt es st es et sastesas 6417
12.7.25 rekey encryption-algoritimMi. .. sttt bbbttt bbbt nen 6418
12.7.26 TEKEY FELIY...ueerierierieirireieeer et es st ses e sass s st st ss et s s s s s s st s s s s s s st es et e et e s s s bbbt sesessnessssnsansrnsas 6420
12.7.27 rekey sa duration timMeE-DaS@U..........ccoorurirririurienirieieire ettt ess et bbbt snens 6421
12.7.28 rekey Sig-hash-algorithm. ...ttt bbb bbb s e 6423
12.7.29 1EKEY traANSPOMT-EYPE....ceeerieeiricerrireereiris ettt ssssssessass st ssssssasessssss s s s st sesssssssessssss st snssssssssssnsssssnsns 6425
12.7.30 reSET GAOI KS GIOUP...u ettt se s ess st ettt s sttt eees 6426
12.7.37 1eSet GAOi KS MEMIDEIS........veeieeereee ettt bbbt s s ss s bbb s s sses s sanen 6427
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12.7.32 reset gdoi ks members NiStOry rECOIM.........coiirirrieesse sttt ss s sssssssnans 6428
12.7.33 reset gdoi KS reKeY STATISTICS.....viuriuriurieieeeireireirets sttt ettt 6429
T2.7.34 (OS GFOUP...uiriuiuiiririieieiete ettt sttt bt sttt st b s st ae s s et e e s et sttt e s et et ae b e b et ae b et et eae b et et e ae et et st aeaebesetacassetetaen 6430
12.7.35 QOS Pre-ClasSify ..ottt sttt ss st ss s s s bbb s st ss s s s s s st en st st ensnsanen 6431
12.7.36 rESEL IPSEC GUOI-SA...cuuceeceeeieieieieireir ettt et es ettt se st s st b ettt bbb s eeaseas 6432
12.7.37 5@ dUration tiIME-DASEM.........oouoieeieieiciee ettt bbbt ss s bbb bbb b st nen 6434
12.7.38 S FECERIVE-ONLY ..ttt sss st s st st ss s s s st es s s s s s sss s s st ensssensesassasssnsrnsans 6435
12.7.39 SECUILY @CLauuiuiieieieireirete ettt bbbttt st asens 6437
12.7.40 source address (GDOI GIOUP VIBW)......ouiiuieeieeierinisisisissessessasssssssssssssssssssssssssssssssssssssesssssssesssssssssssans 6438
12,747 TUNNEL LOCAL .ottt b st 6440
12.7.42 USer-table (GDOI GrOUP VIEW)....ccieiieeiriresirisiessssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssessssssssssssssnss 6441
12.8 SSL VPN Configuration COMMANGS.........cc.ceuevrurinrinrineinsensensissssssssesssssesssssssssssssssssssssssssssssssssssssssssssssssessssssssses 6442
12.8.1 DACKGIOUNG-COLON ...ttt sttt sess bbbttt sss st s s s s st en s s s st nsssssrnsenen 6443
12.8.2 DANNEI=COLON ... ettt et s sttt es et bbb sbenb e saen 6444
T2.8.3 DINA @CLtuiit et et 6445
12.8.4 DINA AOMAIN.c.cittittiiitre ittt bbbttt 6446
12.8.5 DINA IP-POOLcc.cieie ettt bbbt b et 6447
T2.8.6 CUL USEI ettt ettt ettt b b sttt et e bbb et b b et e ae b et et asaeb et seasaebenas 6449
12.8.7 AESCHIPTION.c.eeeeeieeeee ettt st ss st ss s s s s s st s e et s s bbbt se s st essessssansrnsas 6451
12.8.8 diSPLlay SSIVPN GATEWAY......coueereeieireicerte ettt ettt sttt sttt seassasens 6452
12.8.9 display SSIVPN GATEWAY @CCESS-USE ........corrririrriiereenienssssssssssessssssssssasssssssssssssssssssssssssssssssssssssssessssssssssanes 6454
12.8.10 display SSIVPN QAtEWAY MESOUICE.........coerururrereeriereerierissssisisstsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssses 6456
12.8.17 disSplay SSIVPN USEI STATISTICS....c.vuuieeeriueieeieeieieireiree sttt es sttt sttt saseas 6458
12.8.12 diSPlay SSIVPN SEIVEE POIt.....iiiiieiieieeieriieieieisiesis et sse s ssssse s s s s s ss s s s sssssssasss s s s ssssssssssssssnsanes 6459
120813 @NADLE..e et R e 6460
12.8.14 INEFANET INEEITACE ..ttt sttt et esntans 6461
T 20815 LMK ettt s bbb bbbt 6463
T2.8.16 LOGIN-NELP oottt sttt ss ettt st s s s ns s sns s 6465
12.8.17 LOGIN-TNESSAG.......euererriretierieseesee ettt ese st b b s s s s st se bbbt bbbt s b s esse s eseere s e b e s et seaseanenns 6466
12.8.18 LOGIN-PROTO. ...ttt sttt sss bbb s s bbbt bbb s ae s b bbb s st s s s s sansensas 6468
T2.8.T9 LOGO ettt ettt bbb bbb 6469
12.8.20 MAX-0NUINE-TIME.....itiiiieeiieieieireiretr ettt ee sttt eas s e b st bbb es s sassnseeen 6470
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T2.8.27 SEIVEE NAIM....oiuiiieiieeieeeeetrect sttt tseaetsese st ebe bbb st s st st st se st st st bbbt b ettt e et seatseaetsenessesessesesncaes 6481
12.8.28 SEIVICE-TYPE FESOUICE. .....cueieeeeeeeerieeeieasteesesses st tsess s eas s easbstsssses s s s sasssesssseassseassseassseassetassetasseasssassasassnsaen 6482
12.8.29 SSIVPN GATEWAY ...ttt sttt es sttt et bbbttt beee e 6484
12.8.30 SSIVPIN SEIVET POIt.ccuiuiiiiiieiieiieiieisieiesissesseeses s ss st sss e sess s s s sss s s s s sssssssas s s s s bess st essessessssasbasssnsenssssessesanen 6485
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12.8.37 £ADLE-COLON ettt b bbbt 6486
T 2.8.32 LOXE-COLON ettt ettt b ettt sttt bt eee 6488
12.9 BGP/MPLS IP VPN Configuration COMMANGS.......ccccevuriuereeieeisinisissississessesssssssssssssesssssssssssssssssssssssssssssssssssens 6489
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12.9.2 apPly-label PEIr-INSTANCE........coc ettt ettt st 6491
12.9.3 APPLY-Label PEI-NEXLNOP. ...ttt ss st bbb bbb se bbb st enen 6492
12.9.4 APPLY-LaDEL PEI-TOULE......cee ettt s s bbbt st ensnssnsans 6494
12.9.5 QPPLY ISP VPNt ettt bbbttt 6495
1298 @S—NIUIMDET ...ttt sttt ea e s b s eb st bsessenies 6496
12.9.7 description (VPN INSTANCE VIEW) ....ouiurireeirierienieeieieissississessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssens 6498
12.9.8 description (tUNNEL INTEITACE VIEW) ...ttt s s bbb st ssassesassenansenans 6499
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12.9.T0 AESTINALION ...ttt e bbbt 6501
12.9.11 display default-parameter LBVPN........o ettt es st saeen 6503
12.9.12 display ip PrefiX-limit SEAtiSTICS. ..ottt s b snen 6504
12.9.13 display ipV6 prefiX-lmit SEAtISTICS......covrrrrrrrrerie sttt ns e 6505
12.9.14 diSPlay iP VPN-INSTANCE......cuieierierieecerr ettt ess s st s st sas 6507
12.9.15 display ip VPN-INSTANCE IMPOIT-Vi......ooiiriririeeiesie et ss st ssssss s sss s as s s sssessssansas 6514
12.9.16 display iNtEIfACe TUNNEL.....o.ceceececeeee sttt st st s st nen 6516
12.9.17 display [3vpn vPN-liSt tUNNEL-POLICY.....couiereeeereireereieeeieireiei ettt 6519
12.9.18 display mpls [abel-Stack VPN-INSTANCE........ccovriiirrieee ettt sss bbb s nssssessesanen 6520
12.9.19 display snmp-agent trap feature-name [3VPN @ll......erreeeseeees s snes 6521
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12.9.22 diSPlay tUNNEL-POLICY....c.evreeereerierieriieisisise sttt ss s sss s sttt ssssssssss s s s enssssessssssssssssssnsanen 6528
12.9.23 display tuNNel-POliCY=-CONFIG... i ittt ettt bbb snes 6530
12.9.24 display tunnel-policy SUDSCIDEr STAtISTICS.......c.evueieriririeieeireieseeeee ettt senes 6531
12.9.25 diSPlay tUNNEL-SELECEON ...ttt st ss st sns s s sanen 6532
12.9.26 EXPOIT FOULE-POLICY . ...cueuierieireeetreieeeie ettt sttt et es s st b st etas 6534
12.9.27 if-match ip next-hop (tUNNEL-SELECLOT VIEW)......c.iueeeieeieeieirise ettt esessssssesanes 6535
12.9.28 if-match ip-prefix (TUNNEL-SELECLOT VIEW) ....oieeeeeeeeeririririsisetees sttt ssssnssnsns 6537
12.9.29 if-match ipv6 next-hop (tUNNEL-SELECLOr VIEW)......c.ocurieiririeieireireicieeee ettt easeaseaen 6539
12.9.30 IMPOI FOULE=POLICY.....cvreieeieeieirisiesi ittt esses s s bbb s st s s sss bbbt ssssessessssanbsnsensssssnsensessnsans 6540
12.9.37 INGIESS-ISP LrIGGEN ettt ss st ss s s s s st st a s st st ensnnsessssansanses 6541
12.9.32 INEEITACE TUNNEL.....eeiieee ettt s et saeen 6543
12.9.33 1P DINAING VPNAINSEANCE. ...ttt bbb s bbb bbbt sssssssassansans 6545
12.9.34 0D Frr (VPN INSTANCE VIEW) ...eoierieririeeieieieissi et sssssasssss s s ssssssssssssssssssssssssssssssssnsssssssssssssssssssnssns 6547
12.9.35 1P VPN-TNSTANCE. ...ttt st sttt et bttt ettt et eas 6548
12.9.36 ipv4-family (VPN INSTANCE VIEW) ..ottt tssass s s s sss st sssssssssssssssssssssssssssssssssssssnsanses 6550
12.9.37 ipv6-family (VPN INSTANCE VIEW)....vvririeirieireiseerieeiessssssststsssssssssssss s ssssssssssssssssssssssssssssssssssnsssssssssssssssansns 6551
12.9.38 lIMIL-LOGINTEIVAL .ottt ettt sttt bt 6552
12.9.39 [SP-trigger DGP-lab@l-TOULE.........ouiiiereceeee sttt bbb sas s bbbt ens s s saen 6554
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12.9.40 Mpls te reserved-for-DiNdiNg......c.cco sttt ssssss s ssssnsnsnens 6555
12.9.47 MU (FUNNELINTEITACE VIEW) ..ottt sttt et s st se s s st sasanannas 6556
12.9.42 peer default-0riginate VPN-INSTANCE. ..ottt sss s bbb sss s sssssas s sanen 6558
12.9.43 peer Mpls-10Cal-ifNet AISADLE. ...ttt snns 6560
T2.9.44 DK UPE...ceiieieirieireeireeeiree ettt ettt ettt sttt st s e s e bbbt s st st seae st b et bbb e b bbb e bt et et eeaetneaes 6561
T2.9.45 PEEI SOO0.....iiueueieiriieieieiree ettt ettt ettt ettt b et sttt et b et st e bt e e b et b et h et ettt et ettt en 6563
12.9.46 PEEI SUDSHITULE-GS.....oveirieieeiceeirerieie ettt ss s s st s st s s s s s s s s n s s snnsensesas 6566
12.9.47 POLICY VPN-TAIGEE. ...ttt sttt e bbb bbbt bbb e st et 6568
T2.9.48 PrefiX LML oottt sttt b e bbbt s s s bbbt s s a bbb s s snssessnsansans 6569
12.9.49 reset traffic-statistiCs VPN-INSTANCE.......ccvvrierereeerirerer ettt bbbt ssssssssnns 6571
12.9.50 rOULE-AiSTINGUISNE ...ttt ettt sttt s e ses 6572
12.9.57 rOULING-TADLE LIML....ouieiieiiiieici ettt bbbt as bbbt ssssas s sansas 6574
12.9.52 1-fIlEOE ettt e bbbt 6576
12.9.53 service-id (VPN INSTANCE VIBW) ......ouveeeeeeeeeetceeteeeeete ettt s e s s st s s st sasasaeseen 6578
12.9.54 snmp-agent trap enable feature-Name [BVPN. ... bbb 6579
T2.9.55 SOUICE ...ttt et st e e ettt s s seae 6581
12.9.56 supernet [@abel-roUte @VEITISE. ...ttt st 6583
12.9.57 traffic-StatiStiCS ENADLE. ...ttt e 6584
12.9.58 tUNNEL DINAING ettt sttt s st st ea s s s sssssssassnsenes 6585
12.9.59 tUNNEL-SELECLOr (SYSTEIM VIBW) ..ottt sss s st s s s s s ssnssas 6587
12.9.60 tUNNEL-SELECTOT (BGP VIBW) ...c.eieieeeeeeecee ettt e s st sas s s sas e ssa s s sssasssasssnasases 6589
12.9.67 TUNNEL SELECE-SEG.c..ueuiererrerierieeie ettt sttt ss s s st s s st st es s s s s sansanses 6591
12.9.62 tunnel-policy nonexistent-config-CheCK........coo i eaen 6593
12.9.63 tUNNEL-POLICY (SYSLEIM VIEW) ...ouiuiviiirireeeeieeieietes ittt ssss st ss s sss s sss bbb s s s s sassas s s b st esssssessesanen 6594
12.9.64 TUNNEL-PIOLOCOL. ... cvieeeeeeririeiets sttt sttt ss s s s st st s s s bbbt sesssssa s s s sass e s st st enssesnassssnsansnns 6595
12.9.65 TNL-POLICY .ttt sttt 6598
T2.9.66 TrANSIE-VPN.cu ettt sttt se st ee st s st s st e st ss s s st e s ss s s s s esassesssseesssessstenasssnsssnsssnnans 6600
12.9.67 UNAO VPN FIT QLo sttt s s st st esssnsessnsanen 6601
12.9.68 vPN-route Cross MUUIIPALN.......c.oveieiree ettt st 6601
T2.9.69 VPNATATGEL .ottt et ettt bbbttt a ettt ettt aeae 6603
T2.9.70 VPN flT ettt st s s s s s s s s et s s s s s s st ee st ensessssanssnsrnsans 6606
12.10 EVPN Configuration COMMANGS..........cceeeeerureereiniereeneinieeteissisiseesessessess s ssesssssssssssessessssssasssssssssssssssssssssssssasens 6607
12.10.7 QAVEITISE [2VPIN EVPN.c.eiiiirieeeierieieie sttt se s sss bbb st s s s sss s s s b s s essessessssassass s sss st ensesanen 6607
12.10.2 display bgp @VPN rOULING-tabLe.......c.courirerieeieirie ettt st sssssssssssssssssssnens 6608
12.10.3 display bgp €VPN UPAate-PEEIr-grOUP......cccocmiruriereereurieieireissiseesessessesses s sssssssssssssseasessssssssssssssssssssssssessssssas 6612
12.10.4 €XPOrt FOULE-POLICY EVPN ..ottt as s bbbt st ss s s bbbt et s s s s sas s s s snen 6615
12.10.5 iIMPOIt rOULE-POLICY BVPN..c.cuieieririricirerireeis sttt sssas s bbbt st ss s s sss st ssssesssssnssnssnsns 6616
T2.10.6 PEEI @UVEITISE. ...ttt ettt bttt s es et se s es bbbt bens s eeseeaen 6617
12.10.7 peer advertise route-reorigiNated.........o ettt sss s s bbbt ss s sssssssansanes 6619
12.710.8 peer IMPOIt FEOIGINALE ...ttt st sttt bttt st eeas 6620
12.10.9 [2VPN-FAMULY BVPN .ttt ettt s 6622
12.10.70 PEET MAC-LIMIT. ottt sttt b sttt s s s s s bbb s st s s s s s s b s en b nssssensessnsans 6623
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12.10.11 peer route-policy (BGP-EVPN address family VIEW)......ccoeeereririoririreirsireinsseseesssssessssssssesssssssssssssens 6624
12.10.12 policy vpn-target (BGP-EVPN address family VIEW).......coeeeerineeneeneneireineeceeeeie e sees 6626
12.10.13 FEFrESN DG @Dttt bbbt bbbt bbb st ensesansas 6627
T2.70.T4 VPN-TAIGEE VPNt eae et ettt ettt bbb bt e s setaen 6628
12.17 VLL Configuration COMMAaNS.........cceeereeereeneuneereinieeiseeisesetsssssesessessess e ssssessessessesssssssssssssssssssssssssssssssnsssssees 6632
12,7127 DEA DINA PWertititiiiintireieieeeie ettt sttt bbbt 6632
12.11.2 €CC INLEITACE OUL-INTRITACE. ...ttt e et 6634
12.11.3 display [2vPN CCC-INTEITACE VE-LYPC..... ettt 6636
12.17.4 diSPLAY MPLS [2VC.uuueiiieierieieiseieeie ettt b s b st sas bbbt s s as s bbb st ssnssnsansas 6638
12.11.5 diSplay MPLS [2VC DII@T ...ttt st ns s ssnsns 6651
12.11.6 display mMpls [2VC 0amM=-MaPPING......cccewuriuririrrireineereireiseseeisisesesessesssssessessess s ss st s sssessesssssssssssssssssssssssssssas 6653
12.11.7 display mpls [2vPN fOrwarding=-info.......cceieinsesissssiese st sssessssss st ssssssssssesenes 6657
12.11.8 display MPLS [2VPN LaD@I-SPACE. ...ttt ss s sas 6659
12.11.9 display MPLS [2VPN FESOUICE.......c.iuieeeeereeirtireiree sttt aseases s st ss st es e s s s e 6661
12.17.70 diSPlay MPLS L2VPN VPWS....coiriiiririsieeie sttt st s st ssssssssssssss st st ssssssssssassassssessssssssanes 6662
12.11.11 display mpls label-Stack VIL INtEITACE. ...ttt ss s snassssnans 6666
12.11.712 diSPplay MPLS STAIC-I2VC ettt st ettt 6667
12.11.13 display MPLS StAtiC-L2VEC DIIET ...ttt bbb bbb sses 6675
12.11.14 display snmp-agent trap feature-name [2VPN All........coooeirinirresseeeneeeese et 6677
12.11.15 display Virtual-ethernet VE-groUP........crrrerieereis sttt ee sttt es e sasses 6680
12,1776 dISPLAY VIL CC ittt sss bbbt s s s s e bbbt st ss s s s bbbt en s ssessnssnsansans 6681
1277117 [3VE £rack 0amM=STATE.....ueuceieceecireeectree ettt s s st 6683
T2.17.718 [3VE LrACK PW-STALE ..ttt ettt stk b sttt sesseseeans 6684
12.17.79 MANUAL-SET PW-C-TAULL.....ce ettt b bt ss bbb bbb s s essssan s snes 6686
1277120 MPLS L2VC ittt s s b bbbt st 6687
T2.1T.2T MNPLS L2VPN ittt s bbb bbbt ts et aeeas 6690
12.11.22 Mpls [2vPN default MArtiNi.....cccccceeieeieeirieisieeee ettt ss s bbbt as s s ssassansensas 6691
12.17.23 MPLS L2VPN FrAGu ettt s st ssss s st s st st sesssssasssassansnsnsans 6692
12.11.24 MPLS [2VPN 0@M-MMAPPING . ctrtrttieriirieieireireiseeseiseastssese st sesstssesseas s sss s bt st essesssassas s ssssesssessessssssassnsssssees 6693
12.17.25 MPLS [2VPN FEIOULE.....cceeereeeeteteiest sttt sttt s bbbt as s bbb s s s s sssbss bbb s s snssessesansans 6694
12.17.26 MPLS [2VPN SEIVICE-NAMIE ...ttt ssssesssss s s ssssssssssssssssssssssssssssssnsssssssssssasssnsns 6696
12.11.27 mpls [2vpn vcev bfd-cv-negotiation fault-detection-0nly.......co e 6698
12.17.28 MPLS STALICL2VC ettt bbbttt bbbt s bbb bbbt s s b s s s bbbt nee 6700
T2.T71.29 PING VCitiriiiriirieirteirtiei ettt sttt ettt st s et et ettt bttt s taeas 6704
12.11.30 snmp-agent trap enable feature-Name L2VPN.........o e 6708
T2.17.37 LFACEIT VGt ecte ettt asese s ese st sttt ettt s bbb b e b eeaeseeacsees 6711
T2.TT.32 VE-GEOUP ..ttt sttt ettt ettt sttt st s sttt st b bbb e bbbt etacaees 6716
12.12 PWE3 Configuration COMMANS..........c.eceireririneinieneineinieeeieesiesessssssesessessess st ssessssssssessssssssssssssssssssssssssanens 6717
T2.72.7 DEA DINA PWerrititiieiirtiseieieeise ettt es s e ettt 6717
12.72.2 CONEFOL-WOIT..cniiiiiireireeisete ettt s b bbbttt 6719
12.12.3 diSPLlAY MIPLS [2VCu.cueiiiiieieeeieirei ettt ettt ettt 6720
12.12.4 disSPlay MPLS [2VC BIIET ...ttt bbb s b ansas 6733
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12.12.5 display mpls [2VC 0amM=MaPPING.....coceuriurioririrrinreriiriensenissisisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 6735
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12,1213 JIEEI-DUFFEE AEPEN...ecceeee ettt bbb s sas s banen 6762
12.12.74 MANUAL-SET PW-C-TAULL.....ce ettt sttt ss st s s st snen 6763
T2.12.75 MNPLS L2Vttt s bbbt bbbt s e en 6764
T2.12.16 MNPLS L2VPNeiterieet ettt sttt bbb bbbt bbbt s e bbb s bbb s a bbbt ensnssesssan 6767
12.12.17 MPLS [2VPN NO-TEQUESE-MESSAGE.....eeererrerierirrereirisesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 6768
12.12.18 MPLS [2VPN 0@M-IMAPPING .ttt et tssessess sttt essess s sas s sssesssessessesssassassnsees 6769
12.12.19 mpls [2vpn pw performance diSAbLe..........cieieeieieieisisseteeesses ettt sss bbbt ssesssssenes 6771
12.12.20 MPLS [2VPN FEIOULE ... ettt sss st s st ssssssssssssssss s st snsssssssessssasssssssssssssssssnssessssansnns 6772
12.12.27 MPLS [2VPN SEIVICE-NMAMIE......iiieieieeieieieeetretset sttt b et eas st et s sttt s s aeeaseassresas 6774
12.12.22 Mpls [2vpN Stream-dUal-TECEIVING........ccoorurirrrrrireiereeeeeeeieists st ses st ss s sss s bbbt sssssssses 6776
12.12.23 mpls [2vpn vcev bfd-cv-negotiation fault-detection-0Nly......c.ccereninieninrerereseeese s 6777
12.12.24 MPLS STALICL2VC ettt ettt bbbt bbbt eene 6779
12.12.25 MPLS SWILCNL2VC ..ottt bbb bbbt ss s bbbt s s s s sas 6783
12.12.26 MEU (PW tEMPLALE VIEW) ..ottt sttt ss s sss s st sssssssssssssssssnssssensessnssnssnsns 6788
12,1227 PEEI-AUAIESS. ...ttt st s st sttt a s e bbb sttt b et ebnsnens 6790
T2.12.28 PING VCiiuiriririerieieieiieistieistesasesissesassssssss s s ssssssssssssssssasssssssassssessssssssassssasssssssessssessssessssassssessssesassssssnsssassssnssesanss 6791
12.12.29 PWAETEMIPLALE. ...ttt s s st ss s s s st st st st essnsanen 6795
T2.T2.30 FESEE PW.eeriuiieiricireeireietese ettt ettt sttt sttt ettt st st bbbt ettt sttt ene 6797
12.12.31 snmp-agent trap enable feature-Name L2VPN.........rereeeeeiee s sssss s sssessensens 6798
12.12.32 tdmM-eNCaAPSULALION-NUMDEN .......oirereeiere ettt ssss s st st sssss s s s s st snssnssnsnsanen 6801
12.12.33 tNl-policy (PW t@MPLate VIEW) ..ottt ettt bttt sassas 6802
T2.12.34 TFACEIT VCiuuiiuieecirieeieieeeie ittt ettt tae ettt sttt ettt bbb b b eaeseeaeseeacsees 6803
12.13 VPLS Configuration COMMANGS.........cceururireirrinsirsineenienisnessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssenes 6808
T2.13.1 dESCHIPLION (VSI VIBW) ..ottt sss st s st bbb ss st sss s s s sesassesassesansenas 6808
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12.13.3 diSplay MPLS [2VPN FESOUICE........vereereerereeieirriseeseeses st tssessssssssss s ssssssssssssssssssssssssssssssssesssssessssasssnssssnsens 6811
12.13.4 display MPLS [@DEL-STACK VPLS VSi....ruiuririeriereirieriieieieieireir ittt sess st s s ess s ssssesanes 6813
12.13.5 display traffiC-StAtiSTICS VSi.....coiiiuriirrierieieeieirisiesissieiessseesie st sas s bbb se s ss bbb bbb sessnes 6814
12.13.6 display traffiC-StatiSTICS VSI PEEK.....c.cvrureeierreereeserieieie ettt sss sttt s s sss s sansnses 6816
12.13.7 diSPlay VPLS CONMMEBCLION......cu ettt st s s sttt et eannnns 6818
12.13.8 display VPLS FOrWarding=iNfo.........ccocireirieieirieeis sttt sss bbb e s sssssas s sanen 6820
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12.13.10 diSplay VPIS-trace STAtiSTICS......ovuriurieeiereeieieireir ittt sttt es sttt es e eanen 6825
T2.13.TT dISPLAY VSiuueuiuiiriiriieriieiieieisisiss st sesseesss st st es s s s s bbbttt ss s b s s b b s s s s s s s s s s s bss b b en s s s sessnssnsansas 6826

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. Ci



Huawei AR Series Access Routers

Command Reference Contents
12.13.12 display vsi Mac-Withdraw LOOP-AELECL.........coovueverieereeereeres ettt ssssesassssssans 6834
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12.13.16 €NCAPSULALION (VS VIBW) ..ecoeeiieeeteirtersteeeieet sttt ssesssessss st bbb s s s s s s sassesassssassssassesansens 6842
12,1317 IgNOTE-AC-SEATE....c ottt sttt ettt sttt s et a s en st nasens 6843
12.13.18 interface-parameter-type VCCV (VSI-LDP-PW VIEW).....ccccoorurrirrurrerrerinininisissessissessessssssssssssssssssssssssssssens 6844
12.13.19 interface-status-change mac-withdraw enable............ccorrnrenrnerree e 6845
12.13.20 12 DINAING ettt ettt s s e s s et st 6846
12.13.27 Mac-address DlaCKNOLE VSi.......c.ocvuiiuriiirireiercieeciseireee ettt ss s 6847
12.13.22 MAC-AAAIESS STATIC VSi.ueueueueueirieireireircereieieieie ettt sttt sttt s e aneas 6849
12.13.23 MAC-LEAMNING. ettt b sttt bbb s e se s a bbb st s s as b s bbb s s s s s sansansas 6852
12.13.24 MAC-WIthdraw ENabLle..........c.cce ettt 6853
12.13.25 MPLS [2VPN AEFAULL VIAN..... ettt sttt 6854
12.13.26 mpls 12vpn vsi-pw limit threshold-alarmi..........ce s ssaeses 6855
1271327 MEU (VST VIBW) ettt et bbbt 6856
12.13.28 0amM-deteCting @NADLE..........oo ittt 6857
12.13.29 PEEI (VSI-LDP VIBW) .ottt sssstss s essss s s s s s st ssssssasssssss s s ssssesssssssasssnssnsssssssssssssnsans 6858
T2.T13.30 PEOI PWinieiiiuiieiicicietrieaeie e seeese sttt ettt sttt ettt st e b ettt et ettt sttt b et es et etaeaenes 6860
T2.13.37 PEEK SEATICNIPE. ...ttt sttt bttt bbbt b et bees 6862
T2.13.32 PING VPLSu ettt ses s ss bbbt ss bbb s st b bbb s b s b s bbbt et s s s sesansansensas 6863
12.13.33 PING VPLS MAC VSiueururririerieriirieieississiseestiseesisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 6866
T2.T13.32 PWieoreeieee ettt sttt s e SRS AR A R A e n st s 6869
T2.13.35 PWSIGNAL .ttt b sttt s s s bbbt s bbb s s bbb s bbb s s as b s bt en s s s s s nsanbanen 6870
12.13.36 reset traffic-StatiSTICS VSI @l ..ttt seen 6871
12.13.37 reset traffic-StatiStiCS VSIi NAME........ocu ittt seen 6871
12.13.38 reset traffic-StatiStiCs VSIi NAME PEEI ...ttt s bbb s snee 6873
12.13.39 reSet VPIS-PING SLATISTICS.....cvurieririririeisireissis sttt sss s bbb ss st sssssss s s st st snssssssssssnsansnnsns 6874
12.13.40 reSet VPIS-Trace STATISTICS. ..ottt ettt bbbttt ssebessas 6875
T2.13.47 SNUEAOWN (VSI VIEBW) .ttt st as st as s e s sssssassstsssssastsssnsasssssnass 6875
12.13.42 LrACE VPLS MAC VSieueieieiiririerieieisire sttt sesssssssss st ss st sssssssssssssssssssssssssssssssssssssssssnsssssssessssssssssanen 6876
T2.13143 LFACEIT VPUSu ettt s st sttt nteee 6880
12.13.44 traffic-statistics €NADLE (VSI-LDP VIEW) ...ttt sssss s sas s s s s sasssassssssanes 6882
12.13.45 traffic-StatistiCS PEEI ENADLE........ov ettt nens 6883
12.13.46 VPLS 1GN0TE-C-STATE.....e ettt sttt bbb enetas 6885
12.13.47 vpls mac-withdraw l0op-detect @NADLE........cooieeeeeeeee ettt sesees 6886
T 213148 VSIS bbbt
12.13.49 vsi-id

12.14 VXLAN Configuration COMIMANS.........coeveuerieririenienieniniessssiessssessesssesssssssssssssssssssssssssssssssssssssssessessssssssssassans 6889
T2.T4.T @D SEATIC VNt sttt et et bttt et bttt eae 6889
12.14.2 Arp SAtiC VNI INEEITACE. ... ettt sttt 6891
12.14.3 bridge-domain (Layer 2 SUD-INTEIfAate VIEW) ...ttt ssssssasssssesss s ssens 6893
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12.14.4 bridge-domain (SYSTEM VIEW) ......ccueiririrerirereisessinsssssass s sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssens 6895
12.14.5 deSCIPLION (BD VIEW)...u.vuieeeeeeeiieieicisisie st ssssss s b st st sss s bbb sa s sas bbbt sesses s e s sensnens 6896
12.14.6 display Dridge-dOmMI@iN......cooruirerieieririeieiseisiseises sttt s st ss s snssas 6897
12.14.7 diSPlay INTEITACE NVE.....uieieieeeee ettt sttt s bbbt s s s s s sss bbbt snsensessnsans 6899
12.14.8 display mac-address bridge-dOmain...........ccocrririeieinerereirse ettt bt saeen 6900
12.14.9 display VXLan @NCAPSULATION ...ttt ssss st ssssssssssssassss s sssssnssnssssnsans 6902
12.14.70 diSPLAY VXLAN PEEI ...ttt bbbt b st s bbb s bbbt s s ebsssa st sanen 6905
121477 diSPlay VXLAN TUNNEL ..ottt sttt ss st sesense s sanen 6906
12,1472 diSPLAY VXLAN VNieeritiirieriirieiiisiesiscieeiesssets st ssses s sttt sss s s bbbt st sssssss s bbb ensenssssessnsanssnsanes 6908
12.14.13 encapsulation (Layer 2 SUD-INtErfACe VIEW)......c.ccouieiieiieiieisesees et seess s sesassees 6911
12.14.74 INEEITACE MO (2.t st st s s s bbbt snssnsessesassansnsnsans 6913
T2. 14715 INEEITACE NVttt bbbt bbb bbbt s e b bbb s s s b s sasban s 6914
121476 INEEITACE VDAIT ..ottt st ens s n s saen 6915
121477 (2 DINAING V0IAN.c.ctitititriieeeeriee ettt sttt s s ss e bbbt s s s sbassas s st nen 6917
12.14.18 mac-address (VBDIF INtEITACE VIEW) ..o sasasnen 6918
12.14.19 mac-address static bridge-dOMAiN.......ccoerrerreneeee ettt sss s sss s s st snssssnsans 6920
12.14.20 MAC-AAAreSS SEALIC VNi..uuiveieieeieciecieiciiete ettt bbbt s s bbb ss s as e s b sneas 6923
T12.14.27 SOUICE (NVE INTEITACE VIEW) ...ttt ettt sttt s s s s st sssssesesssssssssssesssasssasssanas 6925
12.14.22 VNI NEAA-ENA PEEI-LISt.....ouiveieeeieeiecicie sttt bbb ss bbbttt s s bbb s 6926
T2.14.23 VXLAN VNI (BD VIBW) .ttt ssssse s s s s s s s s s s sssasssssssssssssssssssssasssasssssnsssssasssnsssasasnes 6928
12.14.24 vX1an VNi (VPN INSTANCE VIEW) ..ottt ssssesssssss s ssssessssssssssssssnssssssssnsassssssssasssssssasans 6929
13 WLAN-FAT AP COMMANS....ccccrurerrrrerererreeeereeersseessseeessssessssesssssessssessssesssssessssesssasssns 6931
13.1 WLAN Service Configuration COMMANGS..........cceverurieruereeeeesieeeniese s iesissessssssssssssssssssesssssssssssssassssssssssssssnes 6931
13.1.1 80211 @a-MpPdu €Nable (fOr FAT AP) ..ttt s st st 6931
13.1.2 80211N @-MPAU (FOr FAT AP) oottt ssssssssssssss bbbt sssss s sas s sssssssssssssssssssanssnsasens 6932
13.1.3 80211bg bASIC-rate (fOr FAT AP) ...ttt st sss s s s s s s s ssssssassssassssassnsanes 6934
13.1.4 80211bg SUPPOrted-rate (fOr FAT AP) .. sttt ssesses st ss st ssssssssssas st essesssssessssanen 6935
13.1.5 ap-manufacturer-config (FOr FAT AP) ...ttt s s s s sassnens 6937
13.1.6 @P-TESEEL (FOF FAT AP) .ottt sttt st st s s s s st s 6938
13.1.7 @P-SYSNAME (fOF FAT AP) ..ottt sttt sss s bbb s s bbbt a s b beneas 6939
T3.1.8 AP -TNIESNOLA. ...ttt bbb bbb bbb bbb s s bensnas 6940
13.1.9 ass0CiatioN-tiMEOUL (fOI FAT AP) ... ssss s s s s s st s s ss s s ssssssasssasasasssaen 6941
13.1.10 QUEO-OFF SEIVICE QIO ...ttt ettt b e s e as st snsaes 6942
13.1.11 available-antenna-NUMDBEr (fOr FAt AP) ... ettt ss st s st ssaens 6944
13.1.12 bEACON-INTEIVAL (FOF FAT AP) ..ottt sttt s st st sssa e sssssasasaessnasasaas 6945
T3.1.13 CHANNEL (FOF FAT AP) et s s ss s s s ss s s s s s s sasssassessnsssssssssssssssasasssssnsnessassens 6947
13.1.14 chanNEl-MOAE (FOr FAT AP) ...ttt ettt sa st se st ssstss st et st ssssesesesssssssenesans 6948
13.1.15 conflict-rate-threShold (fOr FAT AP) ... ettt ves et ses s 6950
13.1.16 display actual channel-power (fOr FAT AP) ... e ssssssssssssssssssssssssssssssssnes 6951
13.1.17 diSPlay @D (FOF FAT AP) ..ottt ettt sttt as bbbt ae bbb st nen 6952
13.1.18 display ap configurable channel (fOr FAT AP) ...t isetsetsess e sssssesssssssssseans 6954
13.1.19 display ap-performance-statistic (fOr FAT AP) ... ssssssssissesssssssssssssssssssssssssssssssns 6955
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13.1.20 display ap-run-info (fOr FAT AP) ...ttt sssessss s s s ssssssssssssssssssssssssssssssssssssnssssssses 6956
13.1.27 disSplay @P-ThreSNOLd........coiueeeee ettt sttt 6958
13.1.22 display ap around-sSid-list (fOr FAT AP).....o et sissessessssssssssssssssesssssssssssssssssssssssssesssssnsans 6959
13.1.23 display binding radio-profile (fOr FAT AP) ...t ssssssssssssssssssssssssssssssssssssssssssses 6960
13.1.24 display channel country-code (fOr FAT AP) ... et isetseesessess st sssssessessesssasssens 6961
13.1.25 display pOWEr-LeVEL (FOr FAT AP) ...ttt ssssse s s s ss st sss s s st es s ssssssssssasssnsanes 6966
13.1.26 display radio CONFIG (fOr FAT AP) ..t sssssssssss s ss st sssssssssssssssssssssssssssssssssssssssses 6967
13.1.27 diSPlay radio-Profile... .. ettt bbbttt ees 6971
13.1.28 display radio StAtus (fOr FAT AP) ...t ssessesssssss s sttt s s s st ssssssssnssssanssssenens 6974
13.1.29 display Service-set (FOr FAT AP) ...t ssss s ssssss s sssssssssssssssssssssssssssssssssssssssssassans 6975
13.1.30 display station assoC-iNfO (fOr FAT AP) ...ttt ssas sttt ssesseasens 6977
13.1.31 display station assoc-NUM (fOr FAT AP) ...ttt sssssssssssss s ssssssssssnssnses 6979
13.1.32 display station roam-track (fOr FAT AP) ...t ssssssssssssssssssssssssssesenes 6980
13.1.33 display station statistiCs (FOr FAT AP) ...ttt et tses st sanen 6981
13.1.34 display statistics STta (fOr FAT AP) ...ttt ssa st ssssss s s s s s s ssssssssssansensns 6985
13.1.35 display statistics radio (fOr FAT AP) ... ssssssesssssssssssss s sssssssssssssssssssssssssssssssssssssssssans 6988
13.1.36 display station online-fail-record (fOr FAT AP) ...t essessess st ssssens 6991
13.1.37 display UNCONLrol @p (FOr FAT AP) ...ttt s bbbt sssss s ssssas s s s st sssssssnes 6995
13.1.38 diSPlay VAP (fOr FAT AP) ...ttt sssss s ssssss s s s ses s s sssssssssssssssssasssssssssssssssssssssssssasssssenes 6997
13.1.39 diSplay WLAN GLODAL. ...ttt sttt 6998
13.1.40 diSPlay WLAN FECONM.......cuoieiririre sttt bttt s s bbbt s s s bbbt ensessssansansansans 7000
13.1.47 display WOIrKMOAE WIAN........cieieirieieisie sttt sss sttt ssss s asesss s sss s en s s ssssssssssssssassnsnnes 7002
13.1.42 dtim-=iNtErVal (O FAT AP) ..ottt ettt se ettt s s st sasansesenas 7003
13.1.43 fOrward-mMode (FOr FAT AP) ... ettt esss s ss st ssssss s ssas st sssssassssssnsasassssasasaesas 7005
13.1.44 guard-interval-mode (fOr FAT AP) ...ttt sssssssssssssssssssssssssssssssssssssssssssssssanes 7006
13.1.45 igmp-mode SNO0PING (FOr FAT AP) ...ttt es st ss s ss s snssas 7007
13.1.46 INTEITACE WIAN-DSS.....ceieeeieietet sttt bbb bbbt bbb bbb s e s b sneas 7008
13.1.47 INTEITACE WLAN-TAAI0 ..ttt s bbbttt 7010
13.1.48 legacy-station €Nable (fOr FAT AP)... ettt s e ess st ss s sassss s saes 7011
13.1.49 MaX-USEr-NUMDET (fOF FAT AP) ..ottt ssss s sss s sssesssssas s s sssssassssssnsasasssssassesas 7012
T13.1.50 MUILICAST-TAtE (FOr FAT AP oottt sttt et s ettt st st se st esssssensnesesesssenesanes 7013
13.1.57 Per-threShold (FOr FAT AP) ...ttt ettt st snsses 7015
13.1.52 POWEI-LEVEL (fOr FAT AP) ..ottt s s s s s s s s s bbbt st sse bbb st ensessessesanen 7016
13.1.53 POWEI-MOAE (fOr FAT AP) .ottt sttt sssssss sttt bbbt sss s sssssnnssnsanen 7017
13.1.54 radio €NADLE (FOr FAT AP) ...ttt ettt st st s s st be s s s s s s st sasasaesenn 7018
13.1.55 radio-freqUENCY (FOr FAT AP) ...ttt sss st ss s bbb ss s s sss bbbt ssssessnsas 7019
13.1.56 radio-profile (WLAN VIEW) (fOr FAT AP) ...t sssss st sssssssssssssssssssssssssssssssssssssssssssens 7020
13.1.57 radio-profile (Radio interface VIeW) (fOr FAT AP) ... eesieeseeeteesisesssssessssessssessssessssessssessssesans 7021
13.1.58 reset radio StAtiStiCS (fOr FAT AP) ...ttt sas s sas s s s sssaesssasasaesees 7022
13.1.59 reset station online-fail-record (FOr FAT AP) ... ettt esesssesssssesssssssesssssesesssenes 7023
13.1.60 FESEL WLAN FECOIM.....oueieieierieecieieiet ettt s bbb st sas s s s sesansenas 7024
13.1.67 rtS-CtS-ThreSNOLA (FOr FAT AP) ..ottt ss s sss st s s s ssss s st s sasasssssasans 7025
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13.1.62 set wlan collisionrate threShOLd.............rire st ss s 7026
13.1.63 St WIAN FECOIA ENADLE.......oeceee ettt a bbb s s s s s sanses 7027
13.1.64 set wlan falsecca threShOLd..........o.veecee ettt 7029
13.1.65 ST WLAN ULMOSE-POWET .......cceeeereieriieisisieisiesets ettt ss s sass s st ss st sss s sss s st esssssssssssssssssssanen 7030
13.1.66 security-profile (service set VIEW) (fOr FAT AP) ... ettt sssssssssssenes 7031
T3.1.67 SEIVICE-SEL (fOF FAT AP) ..ottt et st ae st ss s s st s ssasasassssasasasaesssasasassnas 7032
13.1.68 service-set (RAAIO INTEITACE VIEW) ... sasnsnens 7034
13.1.69 set WOrkmode WIAN (fOF FAT AP) ... ettt ettt se st s st ss st sene 7036
13.1.70 ShOrt-preamble (FOr FAT AP) ... ettt sstssas s sss s st ssssssssssssasssssesssssssessssssssssansans 7037
13.1.77 SMArt-Carrier-SENSE ENADLE........cciueieeeeeeeeee ettt sttt s s sss bbbt et snssessesns 7038
T3.1.72 SSIA (FOF FAT AP) ettt ettt s s s st et s st s s sasa st s sas et e s sasastesesasansesesaras 7039
13.1.73 SSIA-NIAE (FOr FAT AP) ..ottt sttt sa st sss bbb s bbb s bbb st ensesenen 7040
T3.1.74 SSIA-CAtCN (fOr FAT AP) .ot sas s s e sss s e s s esssssessssssssssssassssssensssasssssnsssssnsnens 7041
13.1.75 traffic-profile (service set VIEW) (FOr FAT AP) ... ettt sesssns 7043
13.1.76 WLAN (FOr FAT AP) oottt ss st ss st s bbbt s s bbb s s s s snssesssas 7044
13.1.77 WLAN GlODAL COUNEIY-COAC....... ittt sttt ss st snsnssnssnsns 7045
13.1.78 WILAN FECOIA LOG TIMET ..ttt ettt ettt sesees 7049
13.1.79 WILAN-DSS (SEIVICE SEL VIBW) ...ttt sas s sas s s s ssssasasss s sasassssssassssssssasassssaen 7050
13.1.80 wmm-profile (WLAN VIEW) (fOr FAT AP) ...ttt sssssssssss s sssssssssssssssssssssssssssenes 7052
13.1.81 wmme-profile (radio profile VIeW) (fOr FAT AP) ...ttt ssssssssssssssssssssssesans 7054
13.2 WLAN QO0S Configuration COMMANGS........ccooeiueiirrinierienieinisissississessesssesssssssssssssssssssssssssssssssssssssssssessssssssssanes 7055
13.2.1 802TP (FOr FAT AP) ..ottt sttt sttt ss st st ss s s sn s s st s s sas bbb st snssssnssessssansnns 7056
13.2.2 8021P-MAP-UP (FOr FAT AP) ettt sttt es st sttt st aneas 7058
13.2.3 display traffic-profile (FOr FAT AP) ... ettt sttt ss s ssssss s s ses st ssssssssssssssansans 7061
13.2.4 display WMM-profile (fOr FAT AP) ...ttt sttt ssssssssssssssssssssssssssssssssssssssssns 7064
13.2.5 rat@-limit Vap (FOr FAT AP) ...ttt ettt bbbttt b s nes 7069
13.2.6 rate-limit CLIENE (FOr FAT AP) ..ottt ssas st ss st ssss st ss s ssssas st ssssasassssssasassans 7070
13.2.7 traffic-profile (WLAN VIEW) (FOI FAT AP) ...ttt sssssssssss st sssssssssssssssssssssnnens 7071
13.2.8 WMM €dCA AP (FOF FAT AP) ..ottt sae s ss s st a s s senes 7073
13.2.9 WM €dCa CLENT (FOF FAT AP) ..ottt sssss s s st ssas s sasassssssnsassenas 7076
T3.2.70 WMIM €NADLE (fOF FAT AP) .ottt ettt ss sttt ssessssse st ssesssesesesesesesssesssssssssssans 7078
13.2.11T wmm mandatory €nable (fOr FAT AP) ...ttt sssssssss s sessssssssssssssesssssssssnens 7079
13.3 WLAN Security Configuration COMMANGS.........c.oueveimiieieninsinsinsensissssssssssssssssssssssesssssssssssssssesssssssssssssssssssnes 7080
13.3.1 attack detection €NADLE (FOr FAT AP) ...ttt sttt sttt sttt saes 7080
13.3.2 attack detection flood (fOr FAT AP) ... ettt sttt se s st s st s sesenas 7082
13.3.3 attack detection PSK (FOr FAT AP) ... ettt sss st ssss s ssssss st sssssssssssssssssssessesssesssnses 7084
13.3.4 attack detection qUIEt-tIME (Or FAT AP) ...ttt sssssss s sss s ssssnes 7085
13.3.5 display security-profile (fOr FAT AP) ... ettt seesessess sttt sseas 7086
13.3.6 display sta-access-MOde (fOr FAT AP) ...t sssssssssssssssssssssssss s sssssesssssssssssssasssssensnns 7090
13.3.7 display sta-blackliSt (FOr FAT AP ...t isesssssssssse s ss st ssssssssssssssssssssssssssssssssssssssssns 7091
13.3.8 display Sta-WhiteliSt (fOr FAT AP) ...ttt sttt ss sttt esassasens 7092
13.3.9 display wapi CertifiCate (fOr FAT AP) ..t tsstssssssssss bbbt st sss s s s ssssssssessesanen 7093
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13.3.10 display wlan ids attack-detected (fOr FAT AP) ...t ssssssssssssssssssenes 7095
13.3.11 display wlan ids attack-detected statistics (fOr FAT AP) ... sssessessansans 7098
13.3.12 display wlan ids attack-hiStory (fOr FAT AP) ...t sssssssssssssssssssssssssssssssssnes 7101
13.3.13 display wlan ids dynamic-blacklist (fOr FAT AP)......reieeeeeisieissisississssessssssssssssssesssssssssssssssssssanes 7103
13.3.14 dynamic-blacklist aging-duration (fOr FAT AP) ...t sess s esseasens 7105
13.3.15 dynamic-blacklist €Nable (fOr FAT AP) ... sssss s sssssssssssssssssssssssssssssssssssssssssssssssnns 7106
13.3.16 reset wlan ids attack-detected (FOr FAT AP) ... ettt ssesss s s sssssssssssasaenes 7108
13.3.17 reset wlan ids attack-detected statistics (FOr FAT AP) ... ettt sesesesenes 7109
13.3.18 reset wlan ids attack-hiStory (fOr FAT AP) ...ttt ssssss s ssssss s ssssssssssssssssssasssnens 7110
13.3.19 reset wlan ids dynamic-blackliSt (fOr FAT AP) ...ttt ssessssessssesssssssssssssssssssssanens 7112
13.3.20 SECUILY-POLICY (FOr FAT AP) .ottt ssss sttt sssssss s s ssssssssssssssssssansssssssssssssssssnsans 7113
13.3.27 SECUILY-Profile (FOr FAT AP) ..ottt vttt bttt b s bbb nen 7114
13.3.22 5ta-acCeSS-MOAE (FOr FAT AP) ...ttt s st s s s s ssassssesesssssssssensssasassns 7116
13.3.23 StA-DLACKLST (fOI FAT AP) .ttt sve ettt st sas st s sas st sssasassssssasassans 7117
13.3.24 StA-WHILELIST (FOF FAT AP) ..ottt ettt ettt sttt sttt sttt s stssssssssssssssssssesssssssssnas 7118
T3.3.25 USEI-ISOLATE (fOI FAT AP) oot ae s s se s sssenesesssssssssasessssssssnensnsnsnan 7119
13.3.26 WAPI QSU (FOF FAT AP) ..ottt s sttt e bbb bbb s s snes 7120
13.3.27 wapi authentication-method (fOr FAT AP) ...t tssssssssssss st ssssssssssssssssssssns 7121
13.3.28 WAPIi DK (fOr FAT AP) .ottt sssss st se s sas s sttt s st s s bas s s b bt s s s s senas 7123
13.3.29 wapi import Certificate (fOr FAT AP) ... ettt tess sttt sastesasssssss s s sssssssesanens 7124
13.3.30 wapi cert-retrans-CoUNt (FOr FAT AP) ...ttt ssssss s s sssssssssssssssssssssssssssssssssenes 7126
13.3.3T WAPi MSK (FOF FAT AP) .ottt bbb bbb bbb st aesassansanbanaans 7127
13.3.32 wapi import private-Key (fOr FAT AP) ... e sssss s ssssssssssssssssssssssssssssssssssssssssans 7128
13.3.33 Wapi SA-tIMEOUL (fOr FAT AP) ..ttt bbbt b sa s bbbt san s 7130
13.3.34 Wapi Key-UPdate (FOr FAT AP) ... ettt sttt sss sttt ssssssssssssas st st ssssssssssssssssanes 7131
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13.4.3 calibrate enable { auto | manual | schedule time } (for FAT AP) ... 7145
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13.4.7 display statistics calibrate (FOr FAT AP) ...t ssssss s esssssssssesssssssssssssssssssssssssssassssesans 7150
13.4.8 reset statistics calibrate (Radio INTEITACE VIEW) ... nsasnne 7151
T4 WLAN-AC COMMANS.....ccorrninnirnniennnnnnesanssessssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 7153
14.1 WLAN Service Configuration COMMEANGS..........cceerurrinrrnrinienienienisssssssssssissesssssssssssssssssssssssssssssssssssssssssssssssenes 7153
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T4 1.7 ANTENNA-GAIN ettt et sttt sttt bbbt e et ettt ae ettt ens 7159
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14.1.27 ap Update UPate-fil@NAMIE. ...ttt bbb s s bbb ns s ssesans 7187
TA.T.28 QP USEINAIMIE. ...ttt ettt ettt sttt sttt sttt bttt bt e s et st se bbbt s b e bt ese bt naaeaeaes 7188
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15 Energy Efficiency COmMMAaNSs.........ccceeieeuierinniennnneicnennnnssnesnnessesnsessssnssssssnsessssassssssssns 7749
15.7 QUENENTICATION MOAE......oiiieceeeeecer sttt bbbt bbbt s s n s s s s st 7751
15.2 QUENENTICALION PASSW......cooieiieieectrcee ettt ettt et s et b et s s s s s ssas 7752
15.3 authentiCation ZIGDEE lINK-KEY......ccoceiuriurrrrriiriririeiesississtsses sttt ssssssss s s st st st ssssssssssssssnsssssssssssssnsans 7753
15.4 display channel-type ZIgDEe STATUS........ccocviririirrieeeirei ettt sttt s s ses s saees 7754
15.5 display m2m-gateway CONFIGQUIATION. ...ttt ss st sess s s sansnsns 7757
15.6 display m2m-gateway loNG-LatitUde........c.oouoiueiueieeieeeeieicienie sttt bbbt ssss s s sanes 7759
15.7 display M2m-gate@Way STAtISTICS......ccvvuriririririeireirete sttt sttt sas sttt ss s sanens 7760
15.8 display M2mM-gatE@Way STATUS......cccecrieririrririireisieriessissssssstssessissss s s st ssssssssssssasssssssssssssssssssessssssssssessnsssssnses 7762
15.9 display M2mM-gate@Way taSK.......ccouririirirrie ettt sttt saeen 7766
15.10 display m2m-gateway task List GroUP-TaSK......cccrrrririririnrrinieis st sssssssssssssssssssssnsssnens 7775
15.11 display m2m-gateway task list Optimal-tasK.......c..cccocrrrririereeieeieieisieeeseeieseee s sas s 7776
15.12 display m2m-gateway task LISt STAtiSTICS.......covvrrirrereriririeieseisereeee ettt ssssnsens 7777
15.13 display m2m-gateway task SCNEAULE...........c.oeririerieeeeeee ettt sss s bbb sas st ssssenes 7779
15.14 display M2m-gateWay tSUI-SEIVEE STATUS.......ccvuecureririeireireireiseiseae st ssessee s ee st es s s sassssssens 7781
15.15 display m2m-gateway timer-joiN-NEEWOIK.......c.coerrieririreersirsinsssessesssssssssstssesssssssssssssssssssssssssssssssssssssnsns 7783
15.16 display m2m-gateway UPGrade CUITENT........ccoiiueeveieeeereeeiesesiessesiesessessassasss st sssssssssassassssessessessesssasssnsanes 7785
15.17 display m2m-gateway upstream cOmMmMUNICATION SEYLE........ovvierireririeeieer e eees 7786
15.18 display m2m-gateway UPStream StAtISTICS......coiirieiririeiirisiesieseseesie st sssesssssss s st s s sesssssnssnses 7787
15.19 display mM2m-gateWay WHILELISE........co.ov ittt sttt sss 7789
15.20 diSPlay firMWAIE PrOCESS......c.ovvvevrerrirrerieriesirisisisssssssessessss s sssssssssssssssssssssssssssssssssssssssssssssssssasssssessssssssssssssans 7791
15.271 display Zighee LINK-KEY-USING.......ccocrturrerrerrireeriireiisiseirsirs st ese e ess s ssess st ss st sssesss s esss s saness s sanens 7793
15.22 €NCrypt MOAE AiSADLE........eeee ettt ssneas 7794
T5.23 @NCIYPE Y POttt ettt sttt bbbttt ettt bttt 7795
15.24 firmware upgrade channel-type Zigbee reMOLE..........ccoeueeeieecirecieeete ettt 7795
15.25 firmware upgrade channel-type Zighee lOCal.........ccoviieieierininieeisseeses st nsenes 7797
15.26 firmware upgrade channel-type zigbee erase flash........ornineces e 7798
15.27 fIrMWAre UPGrade STOP.....oioieiriririeieisersisseseesssssssssssss st ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssnssessssanes 7800
15.28 NES-DAKSEIVEN ...ttt bbbttt bbb bbb s bbbt b st s bbbt nen 7801
15,29 NES-SBIVET ...ttt sttt b bbbttt 7802
15.30 LONGIUAC-LAEIEUAE.....e. ettt bttt ss st ss bbbt s st s s s bbb s s st st enssssnsans 7804
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T5.3T MZ2M-QATEWAY ...ttt sttt ettt ettt sttt sttt b et st et s et aesesettacsenas 7805
15.32 reset M2m-gateWay OffliN@-dEVICE..........ouieeeeeecer sttt 7806
15.33 reset M2mM-gateWay SEATISTICS. ..ottt en 7806
15.34 restore factory CONTIGUIAtION. ...ttt bbbttt ss s s s s st ensses 7807
15.35 ASK AELETE......eeee bttt bbbttt 7810
15.36 task UPAAe taSK-NAIME.......iieeeieirieieeie sttt sttt bbbttt s s bbbt st ssssss s sansnsnen 7811
T 5,37 LSV -SEIVEN ...ttt ettt ettt ettt ettt sttt s e b e s b et s e bt st a ettt s ae s et et s asbebetsasaesetsen 7812
15.38 upstream-cache Cache-Size Wait-TiMe.......ccooririririririeee ettt seesas 7814
15.39 UPSLrEAM-CACNE MOUE.......oiiiriiteeie ettt sttt ss bbb bbb s s s s s bbbt et essnssssansansans 7815
15.40 upstream statistics threSNOLd...........ccuveviriee ettt s s s nsesanae 7816
15.47 ZIGD@E-NEEWOIK QISIMISS....eiuiieiririrriie ettt sttt s s st ss st bbbt st ssssssssssassnsenen 7817
15.42 ZIGDEE-NEEWOIK GOE-ISSiu.cuurieieiiiiiieeieeiecte sttt st bbbt a st b bt a e sass b saneas 7818
15.43 Zigbee-NetWOrk PEIMIIt-JOIN......cciieirceee sttt sttt s st 7820
15.44 zigbee-network permit-jOin WHITELISt.........c.oveveieieeee ettt ss s 7821
15.45 Zigbee-NetWOrk StAtUS rEFIESN.......c.ceeereeecee ettt sttt enassenans 7822
15.46 zigbee-network timer-JOIN-NEEWOIK.........coioiirieirinieieeieeissistes sttt sss s st st esssssssssssnsas 7823
15.47 zigbee-network timer-join-Network €Nable.............necree et neees 7825
16 VOIC@ COMMANS......coiriiiiiritiinnitiinnitsessstsscssssssssssstssssssssssissssssssssssssssssssssssssssssses 7827
16.1 Voice Configuration COMIMANGS.........c..oceiririririneirrireireseees st esessses st ssssssssssessssssssssssssssssessssssassassnns 7827
16.1.1 Basic Voice Configuration COMMANGS..........ccceuririririrsisinsississessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 7827
16.1.1.1 debUGQGING VOICE LOGSEIVET ...ttt bttt ss 7827
16.1.1.2 debugging voice MOdUle-NAME CM.........cocriririririreirrreeess ettt ssssssss s sssssssses 7828
16.1.1.3 debugging voice module-name debug-level-ValUe...............oerorieiieeiereeeeeeieise e 7831
16.1.1.4 display VOICE CONTIGUIAtION......c.vuiireceeceeie ettt sttt es sttt ns e s saen 7834
16.1.1.5 display VOICE dEDUGGING.....coiiiiiiriieieeicie sttt sssss s bbbt s s sas s st s s ss s ssnsanes 7835
16.1.1.6 display voice diagnostiC-iNfOrMatioN..........cceieeirinririreirrre ettt 7837
16.1.1.7 AISPLAY VOICE EFTON ..ttt ss e sssssss s st ss s st ssssssssssssssss s ssssssssssssssssssssssesssssssssssnssssassassansnnes 7838
16.1.1.8 display VOICE MEAIA-PON ...ttt ss bbbt et s s ses bbb s s sesansansas 7839
16.1.1.9 diSPLlay VOICE MUX-TNTO....iiieiriririerie ettt sttt st es et ss s s s s senes 7840
16.1.1.10 display VOICE ONUINE-INTO.......cieieririeiriseiree ettt bbbt ss s s s bbbt enssssssassansensans 7841
16.1.1.17 diSPlay VOICE MUN=STAL. ..ottt ettt sttt s s st s s seasensnans 7844
16.1.1.12 display VOICE SEIVICE-IMOUE. ..ottt ss e ssssssssss st esssssssssssssssssssssssssssssssssssssssssansns 7846
16.1.1.13 display voice Sip-reg-CoOUNt-PEI-SECONG........cccovueiuerereeereeieieiesies st sessas st s assss s st sa s sassanes 7847
16.1.1.14 diSPLlAY VOICE traACE. ... ittt sttt sss s sss st s s s ss s s s es st snsssssesessssnnsanses 7848
16.1.1.15 display VOICE UPGrade-iNTO......cccviueieieeieieieieissieeiesteesse sttt sss bbbt sse s s bbb s se s s ssssanen 7849
16.1.1.16 display VOICE VOIP-QAAIESS........crreireeirieieieestees ettt ettt bbb s s sss s s s esas e sassesansenas 7849
16.1.1.17 eid-para Signalling (PBX USEI VIEW) .....c.ccvuerurirririeriereenieniessisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 7851
16.7.T.T8 flaSh-NOOK LOWET.......oueeeieeeeee ettt ettt et sttt snease s 7852
16.1.1.19 flaSh-NOOK UPPE ...ttt sess st s s ss s s st snsssssasesassasssnsensans 7853
16.1.1.20 l0AA VOICE-PACKAGE. ...ttt sttt s s s e s s bbb s s s s s e bbb s s s e nssnsas 7854
TO.T.T. 2T MEAIA-POI ettt as s s b st e b a b a b s s s s b s s s s s sassesansesansasantenas 7856
16.7.T.22 MWIIMIOAE. ...ttt bbb ettt enies 7857
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TB.T.T.23 PUM ittt ettt s b s bbb 7858
T6.1.1.24 PATK-TEEM. ...ttt e bbbttt se st sas b 7859
T6.1.1.25 SAVE TrACELOG. ...ttt sttt b bbb bbbt b s se s b bt b s s s s e s bnen 7860
16.7.7.26 SEIVICE-MOUE. .....ceiieriireieie ettt esseb sttt st e bbbt sttt 7860
16.1.1.27 SiP-T€g-COUNE-PEI-SECONT......coriurireirieieriereesieers sttt st ese s bt s ess st b s s s s esseassas st sesesssessesnens 7862
16.1.1.28 StArtUP VOICE-PACKAGE. ...ttt b st ss s as bbb bbb ss s sbassass s benen 7862
TB.T.T.29 VOICE ettt bbb b bbbttt 7864
16.1.1.30 VOIP-QAAIESS MEAIA......eieeeeiieeereie ettt sttt sanen 7865
16.1.1.37 VOIP-address SIGNALLING......cc.cvueiuieeieeeeieie ettt sas s s bbb s s s s bbb s s s nssssssansas 7866
16.1.7.32 VOIP-VPN-INSTANCE. ... ettt te et sttt tas st a e b s s b et saaessenssesaes 7867
16.1.1.33 UNAO LOGSEIVET ...ttt ettt sttt s st sttt b st seassnessesanen 7868
16.1.2 Clip Configuration COMMANGS.........c.cceveiririrrirsirsiesieeiseiess s sssasssssssssesss s st sssssssssssssss st sssssssssssssssssanses 7869
16.1.2.1 clip OffNOOK @CK-FSK-TNTEIVAL....ceieeieeerire ettt 7869
16.1.2.2 clip 0ffh00k dtas-aCK-iNtEIVAL.....covuiuieeree ettt 7870
16.1.2.3 clip OffNOOK AEaS-AUIAtION.......cieiriieeicceee ettt ss s bbbttt s s s nees 7871
16.1.2.4 Clip OffNOOK AEAS-LEVEL.....eeeeeeee ettt sass st st nes 7872
16.1.2.5 ClIP OFfNOOK FSK-LEVEL.....e ettt st 7873
16.1.2.6 clip offhO0K MArK-SigNal-Dit........ceceuriririiiece ettt 7874
16.1.2.7 clip 0ONhOOK ChanNNEL-SEIZE-Dit.......cooverrerrreeriririri ettt st ss s s ssssassns 7875
16.1.2.8 clip ONhOOK AtaS-AUIAtION. ..ottt sttt 7876
16.1.2.9 clip ONhOOK dtaS-fSK-INTEIVAL....eiieiirteee ettt sa s bbb s s ses 7877
16.1.2.10 Clip ONNOOK ALAS-LEVEL ...eevereeieiieieiree sttt ss s ss st enen 7878
16.1.2.17 Clip ONNOOK FSK-LEVEL..... ettt ettt 7879
16.1.2.12 clip 0NhOOK MArk=SigNal-Dit........cccevuriueiriririiieiie ettt sassensas 7880
16.1.2.13 diSPLAY VOICE CLIP..wuiurieriririreirieriisirieie sttt ssssss st st s ss s s sss bbb s st sssssasssss s s st st st snssssssssssnsansnnsns 7881
16.1.3 Ring Configuration COMMANS........coeeuriureurierienerisieieirstse sttt ess st s s s s ss st seseens 7883
16.1.3.1 display VOiICe USEr-defiN@d-TING.....ccccoomrirrirrireiereeerisisiesies sttt s st s s s sas s nsnen 7883
16.1.3.2 1ING FrEQUENCY .ottt ss st sss sttt ss s ses st e s s e s s s sas s st en s s snnsessnsas 7884
16.1.3.3 1IN VOIEAGE.....c ettt st ekttt bbbt s et e s ssebsebnsees 7885
16.1.3.4 StOP-INItIAl-TTNG ENADLE....... oottt bbbt bbb sesnasssnsans 7886
16.1.3.5 USEI-AEFINEA-TING ..oririririeeeeeeirisie ettt sttt s s bbbt ss s s s s s sss s st s sensensenas 7887
16.1.4 Upward-bandwidth Configuration COMMAaNS.......cccoerrriurierirerieieinereirereeeeeee ettt s sees 7889
16.1.4.1 display voice media-bandWidth-CONtIOL.........coeeiriririeiirriceseeeeeisis s ss s sss s sasses 7889
16.1.4.2 media-bandwidth-Control @NabLe.............o et eaees 7890
16.1.4.3 media-bandwidth-control Max-bandWidth........... e 7891
16.1.5 Sip Stack Configuration COMMIANGS..........cooiriiririeerenieieisisiesiseseeses st ssssss st st sssssssassassanens 7892
16.1.5.1 AISPLAY VOICE SIPuvurereerierierireeieisseneeseensissssassssssssssssssssssssssss s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnssnes 7892
16.1.5.2 entity-Dased-SESSIONS-TIME ...ttt ts st sttt seses 7894
16.1.5.3 field-header MaX-fOrWAIS. ..ottt sttt 7895
16.1.5.4 field-header OrganIiZatioN........oirie ettt st ess st ssssnsssssnsns 7896
16.1.5.5 fleld-NEAAEE SEIVE ...ttt s bbbttt eeas 7897
16.1.5.6 field-Neader USEI-ag@NT.... ...ttt b sttt s bbb st et ss s e s s bbb st ensnes 7898
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16.1.5.7 NEAAEI-TOLAING....ce ittt s s s bbb s ssasssaessnsenen 7899
T0.T.5.8 MIIN =SBttt st st st b bbb bbb s sttt s ae bbb bbb bt 7900
T6.1.5.9 SESSION-PIOGIESS.....cuevuerreeeieeeiieeieisistesesesssesssesssssssssssssssessssesassssssssssssssssssssssssssssssssssssssessssessssessssessssessssessssassssns 7901
16.1.5.10 SESSION-TEI-PIOGIESS.....cervureririreiereiriersireesssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssssssssssssssssssssssssssssssssssanes 7902
TB.T.5.T7T SIP ettt ettt ea st ess s st s s s sse£sesseese e esaeeS e R AR R s ARt et 7903
16.1.5.12 t0-header-CheCK-flag.....cooiieeeceer ettt st s s 7903
TB.T.5.T3 T et b bbbt 7904
TB.T.5. T4 £2 ettt et s AR AR AR AR R ARttt s 7905
TB.T.5.T5 Tt bR e R Rkttt 7906
TB.T.5.T6 .ttt bt 7907
16.1.6 Dsp Configuration COMMANS...........ceururrurrireuriereinisiseeiseesetseiseasesses et sses s ass s st ss s seaseasssssssesssens 7908
16.1.6.1 diSPlay VOICE ASP STALE.....iiiiiereeeeeieeeeieiets sttt ss s s bbb s s s s sas bbbt et sssssssansansans 7908
16.1.6.2 diSPlay VOICE ASP STALISTIC....cururrrirrerieririreieieisietests sttt sssssssss s st st sssssssssssssssssnsnssssssssssnsans 7911
16.1.6.3 display VOICEe dSP-@thriDULE........c.ocuieee ettt 7912
16.1.6.4 AISPLAY VOICE LONE.....eiieeieeeieet ettt sttt s s ss bbbt s s s e bbbt s sessessesssbansnsnsans 7916
TB.T.6.5 AP ettt ettt b ettt 7917
16.1.6.6 ASP-UEITDULE ...ttt ettt ettt es 7918
16.1.6.7 dtmf-twist-value (dSP-attriDULE VIEW) ...ttt sttt ssse s s s e 7918
TB.T.6.8 ECNO..ee ittt ettt 7919
T6.1.6.9 FAX BOMNceiii ettt bbbt bbb b et s 7920
16.1.6.10 faxX reAUNAANCY-E30.......oieieieieirieiesisieete st sss sttt ss st bbbt s s s s s s s s bbb s st essessssasssnsassnsenen 7921
16.1.6.17 faX FEAUNAANCY ...ttt sttt sttt s st st s s s s sansnsns 7922
16.1.6.12 faX LraiNING-IMOAE. ......ouieeeeeeee ettt sttt ees e 7923
16.1.6.13 fAX LrAINING-TALE.....ieeeeeieeiee ettt ettt bbbt s e st s s s s s bbb b s s s s s s s nsanses 7924
16.1.6.14 FAX VBNEGOUIATE. ...ttt sttt s s s bbbt st sn s ssssssssnsassensns 7925
16.1.6.15 jitter-buffer adapt-jD-threSROLd...........o et een 7926
16.1.6.16 jitter-buffer INIt-adapPtojD... ettt 7927
16.1.6.17 Jitter-DUTfer INIE-fIXEA-]D....oeeeee ettt ss s s 7928
16.1.6.18 jitter-buffer Max-adaptojD... ..ottt 7929
16.1.6.19 jitter-buffer MaX-fIXEA-]D.......ccreesee ettt s s snee 7930
16.1.6.20 jitter-buffer MIN-adapt=jD...... ettt sttt enes 7932
16.1.6.27 jitter-buffer MIN-fIXEA-]D.......c.oi ettt 7933
16.1.6.22 loop-back (DSP resource ManagemMENT VIEW) .......ccceueiueeeeeerenienieisisssssssesssssssssssssssssssssssesssssssssssssssssssanes 7934
16.1.6.23 Nte2833-VOLUME dEVIATION.....iviieiireireieiireireie sttt ts bbb e ettt 7936
16.1.6.24 NtE2833-VOLUME MOAE...... ittt sttt cs st sttt eesseaneas 7937
16.1.6.25 payload-type ClEAr-MOME. ...ttt sttt ss s bbb bbb sas s bsssa s snes 7939
16.1.6.26 PAYLOAA-TYPE G726-T6K.....oeeeeeriireirieririeisisiss sttt st sssssss s sss s sss st s sssssssssssssssssssnsssssssssssssssssenen 7940
16.1.6.27 PAYLOAA-TYPE GT726-24K......cooieeiireeeeee ettt sttt sttt een 7941
16.1.6.28 PAYLOAA-TYPE G726-32K...c.ouiriirierieieiesie st essesssssssss st sss s ss bbbt sessessssas s bbb essessssesansanes 7942
16.1.6.29 PAYLOAA-LYPE G726-A0K......ooieeeiereirieriirieisisississessesssssssss s st ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssenen 7943
16.1.6.30 PAYLOAA-TYPE NEE. ..ottt st ettt anens 7944
16.1.6.31 payload-tyPe rEAUNAANCY......ccoviriieeeierieeeeieieisis st st s s sss bbb s st ssssssssassa s s s s ssssessesanen 7945
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16.7.6.34 PrONIDIT ..ot e bbbt 7948
16.7.6.35 reSOUICE-thIESNOLA. ... oottt s e et e 7949
16.1.6.36 resource-threShold MOGE............oerie ettt et saeen 7950
16.1.6.37 IECP FECP-INEEIVAL ettt bbb e s ss bbb s s bbb st ensesanen 7951
TB.T.6.38 FLCP FECPXT ettt ettt ettt sttt ettt sttt se b s bt sebntatan 7952
16.1.6.39 rtcp sev-degrade-threShOld........c. ettt st 7953
TO.T.6.40 FECPD VMt bttt ettt a ettt b £ st ae et et e bbb et ae bt et ae b et st aetsbeeasbettan 7954
TB.T.6.47T SILENCE. ...ttt ettt bbb b 7954
T6.71.6.42 tONE (VOICE VIBW) ..ottt ettt et se st s st e se s s s s asassesesasaetessasansesesasansesesesanans 7955
16.1.6.43 tONE-TIEAUENCY ..ottt s s bt s st bs s bt s s s s s bbb st s b s s s e bbb s s s sessessnsas 7956
16.7.6.44 LONE-CAURNCE. ....otvreueeeieieeereeeie ittt sase bbb e ettt ettt 7958
16.71.6.45 tONE-AEEECE-INTO ...ttt bbbt 7959
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16.1.7 VOice DiagnN0oSe COMMANGS......ccovurvrerierierierissisissessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 7963
TB.1.7.71 ClIP POItaueiieiieieee ettt bbbt a bbbt b et eeansanen 7963
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T6.1.7.3 AIAGNOSE. ...ttt ss s sttt s s s s st s s s e s s s ee s et ea s e s s sas s n st enssesnssensnsansns 7966
T6.1.7.4 AIGIETrACE ...ttt st a s sttt 7966
16.1.7.5 display fe slot fe-id table port-map dsp-port base-POrt..........c.cnrnineneninisissiesiessseeseseesessssnes 7967
16.1.7.6 display fe slot fe-id table voice-mr dest-ip POrt ProtoCOL.......comrrirrsininienrreereeseseesee s 7968
16.1.7.7 display fe slot fe-id table VOICE-SIgNQAL. ..ottt 7969
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16.1.7.10 display VOICE AEVICE STALE.......ccoierieeeereir ettt sttt 7973
16.1.7.11 display voice statiStics MOAULE tO........cccciueieieieie ettt ssss s snes 7973
16.1.7.12 display voice statistics MOAULE N323........o ettt ssssssnssssssans 7975
16.1.7.13 display voice statiStiCS MOAULE POTS.......c.oiuiurieririeieeireirei ettt sttt ees 7979
16.1.7.14 display voice statistics MOAULE O3 ........vrerreeeeeeneie sttt s s snees 7981
16.1.7.15 display voice StatiStiCS MOAULE 2.ttt sttt sasses 7985
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16.3.7.27 pots subcard-looplin@-adjUST GeT........ccvurirrirriiererinee ettt sttt sssssssnsns 8226
16.3.7.22 pots subcard-loopliNe-adjUST FESTOIE........cc.oiuiurierieeeieeereirer ettt es sttt sesses s sasenes 8227
16.3.7.23 pots SUDCArd-loOPlNE-adJUST SEL.........ccriviieiiriieieeieie ettt s s bbb ss s sssssanssnsanes 8228
16.3.7.24 reset voiCe STAtiSTICS MOAULE........cc.cii ettt 8229
T6.3.7.25 ESBBMN...cueercererieiereee e eesetessse st ssse st sss et s s s s s s s s s s b s s es e s s bRt n et b senaees 8230
16.4 VOICe INLErface COMMEANGS......c.oouiiririeiesie ettt b st sss s bbb s s s s bbb st nsessessesas 8231
16.4.1 Voice interface Configuration COMMANGS.........c.ovviririririnrinsenrsssseessseesss e ssssssssss s s sssssssssssssssssssssanes 8231
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TB.4.T.3 @LATMN sttt e R bbb 8233
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T6.4.1.5 CIrC (VET INTEITACE VIBW) oottt sttt s st ss s sassssssnsssssassasassesanaes 8235
16.4.7.6 Cre-alarm-threSNOLd. ..ottt 8236
16.4.1.7 diSPLlay VOICE POIT DI ..ttt s sttt seen 8238
16.4.1.8 diSPLay VOICE POIT FXO.. ittt bbbt ss bbbt s s s s s s s s st s ensnssessnsas 8239
16.4.1.9 diSPLAY VOICE POIT XS ittt ssssss st st ssss st st s st st st st ssssssssssssssssssssssssssssssssssssssssnssnssnes 8241
16.4.1.10 diSPlay VOICE POIT VET ...ttt ettt sttt s esntans 8243
T6.4.1.17 ELECKIIC CUITENT ...ttt sttt ae bbbt s s s bbbt s st s bbb s st en s s s sansansanes 8246
16.4.1.12 €leCEITIC IMPEAANCE......eieieeeieieeeree ettt sttt as st s s s s st st ssssessssnssensnen 8247
16.4.1.13 ElECEITIC MBCRIVE-GAIN ...ttt et s s e es ettt s et seeanen 8249
16.4.1.14 €lECLITIC SENA-GAIN....iiiiiririeriri ettt bbbt s st se bbbt s s s s s s sa bbbt ensessssassanssnsans 8251
TB.A.T.T5 FREM.ee ettt s s b bbbttt 8255
TB.4.T.T6 GAIN.eeeteeieeee ettt ettt s e s b eSS R eSS R s Rt s naes 8256
16.4.1.17 impedance (FXO INEITACE VIEW) ...ttt ssssss s st sssssssssssssssssssssessssssssssnsas 8261
16.4.1.18 impedance (VET INTEITACE VIEW) ...ttt ssss s ssssss s st ssssssssssssssssssnsns 8263
TB.4.T.TO INVEI ..ottt ettt s s st st s et s s e e s beee bbb st e s ne s s sannnns 8264
T6.4.1.20 TtF(VET INEEITACE VIBW) ..ottt as s s st s st s sas st sssasassessssasassssaen 8265
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16.5 PBX Configuration COMMEANAS........cooveiurieririririeinsiceseensesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 8287
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16,5, T4 CACu ittt et bR R bbbt e et 8290
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T6.5.1.6 CAlPIOIiXucuueuiuieieirees ettt bbbt bbbttt eeee 8299
16.5.1.7 Callroute (Call PrefiX VIBW) ...ttt sttt ssas s s bbb s s s s s s bbbt sssssssessssansans 8300
T6.5.7.8 CAUSE-MAPPING ettt ettt st sttt st as s st se st s et et st s s s seas s e ast s setsesetassetassetassesasseas 8300
16.5.1.9 collectcall (CALl PrefiX VIBW) .ottt sss s s s snne 8301
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16.5.1.17 CrDE (ENTEIPIISE VIEW) ..o veieeeieirieieres sttt st s s s st s st s s ssssssssnsansansns 8304
16.5.1.12 custom-right (Call PrefiX VIBW) ...ttt bbb saen 8305
16.5.1.13 deSCriptioN (ENTEIPIISE VIEW) .....cueeeieeerieieieiesiesiseesseesssss st ssssssssssssssssssssssssssssssssssssssssasssssssssssnssnssnsas 8305
16.5.1.14 dIGIt-LENGEN ...ttt st sttt s 8306
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16.5.1.16 diSPlay VOICE QCCOUNT-SEL.......ccuceeereierieieiriesiesiesee st ssss st ssssss s bbb s s esssssessessssas s sessssssssssnssnssnsansans 8308
16.5.1.17 diSPlAY VOICE CAC. ..ttt sesass et ss s s s s s s sttt sas s s s s sss s s st st s ssssssssssssanssnssssnsens 8310
16.5.1.18 diSplay VOICE CAllPreTiX....vuiureririeiereieieieieieireir ittt easenes 8311
16.5.1.19 display VOICE CAUSE-MAPPING......cceirrerrririrririrsieseeiesssssss st sssssssssssssessssssssessssssssssssssssssssssssssssssssssassassanses 8313
16.5.1.20 display VOICE COUNTIY-COUR.......uririririrreiereereeriesessis i sess s sessssessssssss st ssssssssssssssssssssssssssssssssssssssssssssssssnsnss 8314
16.5.1.27 diSPlay VOICE diS@.....vueueeriuririeieireicereie sttt ettt bbb bttt s s eesseansanenas 8315
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T6.5.1.424 FINGNOUEC......oeieeererieree ettt s st ss st s s s s s st s e s s s s st s s st easnnsnssessnsas 8377
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16.5.1.48 ssl-server-policy (trUNK GroUP VIBW) ..ot iesssssssssssessessesssss s sssssesssssssssssessssssns 8384
16.5.1.49 SPECIAL-AEAL.....uceieeeieeeeet sttt sttt s s bbbttt s s e b bt st enen 8386
TB.5.T.50 TIMIB.ceriiicieieet ittt b s bbbt 8387
TB.5.T.5T TONE-SEL. ..ottt sttt sttt bbbt ea e 8389
16.5.1.52 USEr-acCoOUNt(ACCOUNT-SEE VIEBW) ....ovuieieeeceeeeee ettt ssas st sas s s s s s ssnsasssnssasassans 8390
16.5.1.53 USE-ACCOUNT-SEE (AISA VIEW) c..eeeeeceeeeeeeeeeeeeeceeeeceee ettt as e ss s s s s sesesssssssssssssssssne 8391
16.5.1.54 vu-custom-right (Call PrefiX VIBW) ...ttt ese st saas 8392
16.5.1.55 VULOOPCOUNT ...ttt et st ss st s bbbt s s ss bbb bbbt s s s s b s b b st ns s sessnnes 8393
16.5.1.56 VUOULGOINGIIGNT..... ettt sttt s s s s s s s s bbb st ss st enssssnsans 8394
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16.5.2.5 display VOICE SIPSEIVEI AtM ..ottt ss st ssssessnses 8403
16.5.2.6 display VOicCe SipServer faX-MOGEM.. ..ottt ettt es st sases s sseseen 8404
16.5.2.7 dtmMf-LtranSMISSION-=MOE...........ccurirrririerieriecieeie ettt bbb ss s sss bbb s n s s sssssssanssnsanes 8406
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T6.5.3.7 SEIVEL 1P POIuueiitiiitrieieieirie ettt ess st s sttt sttt sese s st s s s bbb et beeasbeeastseastseasteeastseastesnsrssns 8448
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16.5.4.20 €id-para dSP-INPUL-GaIN.......ccerioririrrirrireirisiete ettt b st es st s b teens 8475
16.5.4.27 eid-para dSP-OULPUL-GaIN......ccceuririririreiesieeeeiesesssse st essas s s bbbt ss s s s bbbt s s sssssnsansensas 8476
16.5.4.22 €id-Para @NASEIVICE. ......crveeeereeereir ettt ssassss s s st st ss s s s s sss s s s s ssssessssssssssssasssssnsssssnsessnsanen 8477
16.5.4.23 €id-Para fSK-MOGE.........ou ettt sttt 8478
16.5.4.24 €Id-Para fSK-TIME.....oeieieieiec ettt sttt sesssba s s sans 8479
16.5.4.25 €id-Para LIN@-TYPe....u ettt s s sttt s bbb st st 8479
16.5.4.26 eid-para passWord (PBX USEI VIEW) .......ccoeururiuriereirieieieiseiseeseiseseesees s tsessesssssessessssssss s sssssssssssssessesssnns 8481
16.5.4.27 eid-para priority (PBX USEI VIEW) ...t ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 8482
16.5.4.28 €id-Para taS-PatlerN.....ccceieerieerieirirestes sttt sttt ss bbbt n st ssss s s st s sensnens 8483
16.5.4.29 €id-PaAra VG20 . .cueeeerreeerereireeeieeaseeee et stsetsess s ass st s st ess s st b s s s sse e st et essesetaseasensssesssns 8484
16.5.4.30 €id-Para VOE-agC-LEVEL ...ttt s s bbb st senenen 8484
16.5.4.37T @Id-PAra VOB -SNS....cirereiereerieseeieisiseissessesssssssssss st sssssssssssssssssssssssssssssssesssssssssssssssssssasssssssssssssnsssssssssssssnssssansas 8485
16.5.4.32 €id-Para VOE-SNS-LEVEL.....vuiereeeee ettt sttt 8486
16.5.4.33 PDXUSEL (VOICE VIBW) c...eeeeeeiereerieinieiesiseseisssssas sttt sssssssssss bbbt s ssssssss bbb essessssssssssssssnsssssssssessnssnsansas 8487
16.5.4.34 PDXUSEI=DATCKN......eee ettt st se s sns s snnsas 8488
16.5.4.35 PICKUDPGIOUP-NAIME......ciiiiriririreeieeeeeiesiet st esetase e st se s ess st s sttt e st se s s s seassasssesees 8490
16.5.4.36 POIt (PBX USEI VIBW) ..ottt ssessssss s s s s sssssssassassss bt essssssssssassssssssessssssssessnssnsansas 8491
16.5.4.37 PriOrity (PBX USEI VIEW) ....vurierieeiririsieirsessessesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssens 8492
16.5.4.38 PriOrity-groUpP (VOICE VIEW)....c.cuovuiiieiieereirierineieiseessesesseesessessessssssss st sessessessessesssssssssssssssessesssassnsssssssssssnsens 8493
16.5.4.39 Priority-group (PBX USEI VIEW)......c.eueieeiriririsisississeesesssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssesssssnses 8494
16.5.4.40 ProxXyreg-id (PBX USEI VIEW)......cccevurrerierierierinisissssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssanes 8496
T6.5.4.47 SIPUE (PBX USEI VIEW) ..couuiiieieireecteesieesieeastssasssssssss s ssssssesssssssssssssssssssssssssssessssessssssassessssessssesssssasssssssssssanes 8497
T6.5.4.42 tEIN0O (PBX USEI VIEW) ...ttt sas s st s s sssasasassssasasassssssassssssasassssssaen 8498
16.5.4.43 telNO (PriOrLY-grOUDP VIEW) ...coiriririeireieireirieneisesisisssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 8499
16.5.4.44 telno service-password Cipher (PBX USEI VIEW) .....c.cvrrurienieneeieieissiseiseiseseeaseses s ssssseaseasesessssases 8500
16.5.4.45 USEr-tYPe (PBX USEI VIEW) ....evuieeierierisisisiesiesessiesasssss st ssssssssssssssssssssssssssssssssssssssasssssssssssesssssssesssssssansansans 8501
TO.5.4.46 USEI-NAIME.....oiiiciieciereeereeereeerseaetsesetsese e asese s e s s s st sesesses st se st s sesesaesesaesseaesseassessssenssencsnenes 8502
16.5.4.47 WeD-pasSWOId (PBX USEI VIEW)......c.oucurieiieeiieeiiecisieisieesiess s tsssssssssssssesssssssssessssessssessssessssessssessssesssssens 8503
16.5.5 SBC Proxy configuration COMMANGS..........c.ceueieieirinrinsiesiesiesessesss s ssssssesssssssssssssssssssssssssssssssssssssssssssasssssnes 8504
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16.5.5.2 media-bandwidth-control media-proxy €nable...........oinneneeeeere e 8505
16.5.5.3 media-bandwidth-control media-proxy max-bandwidth............c.ccccceernrrinrrieinieeeeesseesesesenans 8506
16.5.5.4 SDC MAPPEA-MNEAIA-TD ... vttt st s sttt ss s sss s s st st nssnsssssnsas 8507
16.5.5.5 SbC MapPed-Media-POrt-STart.......coiriueere ettt es et sb et enen 8508
16.5.5.6 sbc mapped-media-proXy-POrt-STart..........ccceeereerrinrerniees st ssessesss st s sssssssssssssssssssensnns 8509
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16.5.6 Trunk Group configuration COMMANS........ccoeuririirimreeeirriereire ettt st es s sesseas 8514
16.5.6.1 auto-CONNECE-CONTIOLCNANNEL.......ueeieii ettt e 8514
16.5.6.2 CallproCc-Wait-reSPONSE-tIMEOUL.......c.cvrirrriririeireiseses ettt sse s sss s st ssss s s s st esssnsssssssnsns 8515
16.5.6.3 callroute (LrUNK GroUP VIBW) ...ttt sttt sttt enasens 8516
16.5.6.4 CallSOUrCe (ErUNK GrOUDP VIEW)....cuvueeieieieieisieieeesseesse st ssassassssssssssssssssssssssssssssssssssssssssssssssessssssssssassansans 8518
16.5.6.5 ChaNNELS-EIMEBOUL......cceuieeiee ettt ettt s st 8518
16.5.6.6 circuit-state-relate (TrUNK grOUD VIEW) ...ttt ss s sasens 8519
16.5.6.7 cOdec-priority (trUNK GrOUD VIBW) .......cceueieiririisisisieeiesesssssssssssesessesssssssssssesssssssssssssssssssssssssssssssssssssssssanses 8521
16.5.6.8 CS-MOAE (LrUNK GrOUP VIBW) ...oueeieriereiierieeisisisssssessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 8523
16.5.6.9 customM-right (ErUNK GrOUP VIEW)......cuiuieieieireireieeeie ettt st ss s esssas 8523
16.5.6.10 default-caller-telN0o (TrUNK VIEW) ...ttt s s nens 8525
16.5.6. 17 L-EECNPIETIX...eieieeieeieeieie sttt sttt st s st s s s s st 8525
16.5.6.12 description (£rUNK GroUP VIBW) ...ttt ettt essess st eseees 8526
16.5.6.13 AIgESE-USEINMAME. .....cuieeereeieeieie ittt sessae st esss s ss bbb bbb s ssssssbas s s sn b st st e s s ssebass s b s ensensssessnsanen 8527
16.5.6.14 display voice gatekeeper CallPrefiX......c sttt sss s sss s snens 8528
16.5.6.15 display voice gatekeeper @NAPOINTS. ..ottt ettt 8530
16.5.6.16 display VOICE h323 @PP-TiMe....cieeieeieeeeieieisi ettt ss bbbt s bbb s s ssssansas 8531
16.5.6.17 display VOICE h323 CONTIG....iririririririeisriresesee ettt s s bbbt sss s s s sasssnsas 8533
16.5.6.18 display VOICE h323 FUNNING ..ottt sttt sttt eees 8535
16.5.6.19 diSPlay VOICE 2 PrOfilE.....iuiueieeieeieeicirieisiceeie sttt s bt se st ss s s bbb e s sssesasssnsanen 8537
16.5.6.20 display VOICE 2 SIgNAlliNg -ty Pttt s st sss sttt sssssssnsns 8541
16.5.6.27 display VOICE trUNK-@t0........cceuruiereirireiriee ettt ettt ettt ca st b et sneneen 8545
16.5.6.22 diSPlay VOICE trUNK-@TI2......ouireeeeeeeeriieieisiesississeesis s sssss st sssssssssssss s bt ssssessessssassssssssssssssssssssessssansans 8547
16.5.6.23 diSplay VOICE trUNK-GrOUP.......coevueiereereeririeesiseseeseessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassns 8548
16.5.6.24 disSplay VOICE trUNK-DIa......c.ovuieieieirieireir sttt es st sttt s sses 8553
16.5.6.25 diSPlay VOICE trUNK-PIa.....coieeieeieeieieisissisieeiesis st sssssssss s ss st ssssssassass s sssssessssssssssassansansensnns 8555
16.5.6.26 display VOICE trUNK-SIPATO......c.ccoerrrrurrereereeririeisieississis s ssss st ssssssssssssss st ss s st sssssssssssssssssssssnsssssssssanen 8556
16.5.6.27 diSPLAYNAMIE...... ittt ettt bbbt e e tas 8557
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16.5.6.29 CAILYN245......co oottt ettt 8560
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16.5.6.31 @NASESSION-TIMEOUL......coiuuiirreeeiereiretee ettt ea et s bbb bbb bbbt 8562
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16.5.6.122 LPUNK-GIOUP .ovuriririereerieririeississesetseessssssssssssssssssssassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssnssssssnsnnens 8695
T6.5.6. 123 LPUNK-PIA. ittt et s st e b ettt b e bbb s b s eenssanen 8698
16.5.6.124 trUNK-Pra tYPEOFNUMDEN ..ottt sas s sss bbbt ss s s b s st ensenaen 8699
TB.5.6.T25 TFUNK-T2con ettt bbb s bbbt 8701
16.5.6.126 LrUNK-SIPAT0......uvureeiieeeeeieieieire ettt ettt st es sttt bbbt st bbb s s esessesanen 8702
1B.5.6.T27 BELITGuu ettt ettt sttt b bbb bbbt 8704
16.5.6.128 typeOTNUMDET CALlOU....ooeeieeeee ettt bbbttt nes 8705
16.5.6.129 tyPEOTNUMDET CALLEI ...ttt sttt 8707
16.5.6. T30 USE-TULE-SEE ..o ceueueereeeeneetretree ettt ce et ee st ees bbb e bbb st 8708
16.5.6.13T WOrkmode (H323 GtErDULE VIEW) .....oviiee ettt ss st sasaen 8709
16.5.7 Call Route configuration COMMAN.........ccoiiiriirinie ettt ees 8710
T6.5.7.T CAllrOULE ..ottt e bbb 8710
T6.5.7.2 CAllTOULE (FEIOULE VIEW) ..ttt as s ss s s s s s s sssesssssesssesesssesssesesessssssnssssssssans 8711
16.5.7.3 callroute (roUtE-@NALYSIS VIEW).....c.ccccuiereeeiieeieieieiessisssiess s sas s sssssssssssssssssssssssessssessssesssssassenes 8711
16.5.7.4 CAllSOUICTE. ..ottt et b ettt et es 8712
16.5.7.5 callsource (rOULE-aNALYSIS VIEW) ......ccrurueurireireineenienissesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssnsenes 8713
16.5.7.6 diSplay VOICE CAllIOULE........cuieeeie ettt ettt b e 8714
16.5.7.7 diSPlay VOICE CAllSOUITE. ...ttt sttt s s sas s bbb s sessessesanen 8715
16.5.7.8 display VOICE rErOULE-AAL.......covuierrerrereeeieeirietseiesesee sttt s st ss s sss s en st nssnsssssssssanen 8716
16.5.7.9 display VOICE MOULE-aNALYSIS. ....ocorureieriurierirrisieiretretsetseesese ettt esees st b sttt s s e saesaesas 8717
16.5.7.10 failed-tyPe (FEIOULE VIEW) .....cuieeeeeeeeieeieeieiee sttt ss sttt sssssssssss st ssssssssessssss st ensessssssssssansans 8718
T6.5.7.17 r€-CAllFOULE (FEIOULE VIEW) ...ttt ettt sttt ss et aetes s sssesesssssssssssessssssssnssans 8719
16.5.7.12 FEIOULE-A@AL....cueeeeeeiee ettt ettt bbbt seen 8720
16.5.7.13 FOULE-ANALYSIS....vivreeeeeeieeieietstes sttt ss s s s bbbt s s bbbt s s b s s s bbb s s s s s sbansanseneas 8721
16.5.7. 14 SELECELY P ...ttt s st s sttt e s s s s 8721
16.5.7.15 trunk-group (roULE-aNalYSIS VIEW).....cc.ceriuiurierierieieereieiseireestisesiss sttt sesses sttt ess s ssesns 8723
16.5.8 PBX Service Configuration COMMANGS.........c.coceiueeeeerierinisisnisiesissesseesssssssssssssssssssssssssssssssssssssssssssssssssssssanes 8723
16.5.8.T @CCESS-TEINO....ceuireeeiet ettt bbbt 8723
16.5.8.2 @fteITOULE-CRANGE. ...ttt e ettt eeee 8724
16.5.8.3 DEfOrErOULE-CRANGE. ...ttt bbb s s bbb bbb s bt nee 8725
16.5.8.4 DiNd (SEIVICE USEI GrOUP VIBW).....cuieierierierieieessieensessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssanes 8726
16.5.8.5 bind main-eid (service view for the senior manager's SECretary).......covveeenreneereereereereeseeeeessensens 8727
16.5.8.6 busyselectmode (SErVICe USEr QrOUP VIEW).....ccoiuiueieeierrerieisissssisisssssssssssssssssssssssssssssssssssssssssssssssesssssssans 8728
16.5.8.7 call dual-dial-tone-flag (pre-routing number change plan VIeW)..........coovrorrrenrnenenenenininanns 8729
16.5.8.8 call new-attribute (pre-routing number change plan VIEW)........ccoevrrirererenseneeneenereeseiseeeeeeesees 8730
16.5.8.9 call re-analyse (pre-routing number change Plan VIEW).........ccereerinrineenseneenseissssssesissesssessssessansns 8731
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16.5.8.18 callerprefix (calling NUMDbEr ChANGE VIEW) ...ttt sssssas s sanes 8742
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16.5.8.20 callprefix (pre-routing number change Plan VIEW) ..o ssssesseaes 8744
16.5.8.21 condition called-telno (pre-routing number change plan VIEW).........ccoceeerernrerneeneeenenessssssenens 8745
16.5.8.22 condition caller-telno (post-routing number change plan VIeW).......c.cocorrnenencnenecnneereireeen, 8746
16.5.8.23 condition caller-telno (pre-routing number change plan VIEW)........ooerrnenenenceneneneeeseseeeene 8747
16.5.8.24 config-dn (service view for the senior ManNager's SECretary).....oneneeenseesssesssssessssesseesensenes 8748
16.5.8.25 country-code (LtrUNK GroUP VIBW).......ceuririrerereineneenieisis s issesssssssssssss s sssssssssssssssssssssssssssssssssssssssnses 8749
16.5.8.26 CPU-FLOWCONTIOL. ..ottt sttt 8750
16.5.8.27 CrDt (USEI GIrOUP VIBW) ...oueeeeieieierierisisietesissesssssss sttt s ssss s sssssssas st ss s ssssssssssssssssssssssssessessssssssnsasssnsassnsens 8751
16.5.8.28 Crht-file (USEI GrOUP VIEW) ..ottt sss st st sssssssssssssssssssssssssssssssssnsanen 8752
16.5.8.29 CrDL-file (ENLEIPIISE VIEW) ...cvuieiieeeeeeieteeteec sttt sttt s s s nssssssesansesassenans 8753
16.5.8.30 custom-right (calling NnUMbEr ChanNge VIEW) ..ottt ssssassenans 8754
16.5.8.31 display vOiICe afterroULE-ChANGE. ...ttt sssssssssansnns 8756
16.5.8.32 display voice beforeroute-Change......... ittt ees 8757
16.5.8.33 display VOICE CAllEr-CRaNGE.........oeiiirieee et b st s e ssssas e sans 8760
16.5.8.34 display VOICE CPU-FLOWCONLIOL.......riiririrrieerieesisieieie sttt sssssss s ss st sas s s ssnsns 8761
16.5.8.35 diSplay VOICE GNI-NUMDET ...ttt sttt es ettt ees 8762
16.5.8.36 disSplay VOICE GIrOUP-IMEMDEN........c.coriririerirriieeeieisssss st sessss s ssssss s st esssssssssssssassss s ssssesssssnsssssssansans 8763
16.5.8.37 display VOICE IVI-VOICE-FIlB.. ...ttt sa s s ansas 8766
16.5.8.38 display VOICE NUMDEIMAP.......iiiurrieieirireireirti ettt sess sttt et sseaseassas 8766
16.5.8.39 display voice pbXuser CallDACK-INTO........cccoieiueieirieiririese sttt ses 8767
16.5.8.40 display VOICE PDXUSEI SEIVICE-ACLIVE.......vvrurerrerieriereree ettt st ss st sssssssssssssssssanens 8768
16.5.8.41 display voice pbXuSEr SErVICE-TIGNT.......cooriurireeirereirer ettt ees 8769
16.5.8.42 disSplay VOICE POXUSEIGIOUP......cevuierieeiririsieiseiesiesessssss st stssss s ssssss s st ssssssssessssassssssssssssssssssssssnsansans 8772
16.5.8.43 display VOICE PICKUDP-GIrOUP.....c.cvuruierrerierierisisisisissessessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssas 8774
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16.5.8.45 display VOICE MNG-SEITAl-grOUP......ccoueiririrrireirsiesiseiseeeisssses st ssssessse st s s s sss bbbt asssssssssnsansansas 8776
16.5.8.46 diSPLlaY VOICE MULE-SEE......cuereieererieriieiristeisicsets sttt sess st ss s st ss s snsssssssesanen 8777
16.5.8.47 display VOICE SEIVICE @lEIt-TiNG.....ccooruoiuiereireereireeeieieise ettt ettt es st es et eeas 8779
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16.5.8.49 diSPlay VOICE tONE LY Dottt sttt sss s sttt sss s s sassss s ssssssssssssessssansnns 8781
16.5.8.50 display voice trunk-group trunk-Circuit state brief..........ooeerrereeereeee e 8794
16.5.8.57 display VOICE UNICALI-GrOUP.......ciuceieeieeiririsieiete st sesses s bbb ssss s sas bbbt ss s s s s sassenens 8795
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16.5.10.2 QtEENAEE-LELNO ..ottt ettt e ettt 8891
16.5.10.3 ChairMaN-PASSWOIT.......c.evurieeeeirieireireireireis ettt ee sttt s bbbt ses et s e b bnens 8892
16.5.T0.4 CONTEINCE. ..ottt ettt ettt 8893
16.5.10.5 CONTEIENCE-ALEIDULE. ..ottt ettt 8894
16.5.10.6 CONTRIENCE-CONVOKET ..ottt ettt bbb saen 8895
16.5.10.7 CONFErENCE-IA-LENGEN ...ttt bbbt bbb s 8896
16.5.10.8 coNferenCe-reCoONVOKE-atEMIPES.......ccovveirieree ettt st s st sss s ssssasssnsenen 8897
16.5.10.9 custom-right (conference-attribULe VIEW)........cccuiieieiecc et sssenans 8898
T6.5.10.T0 ESCIIPLION....eitieirieieeteeteete ettt s bbbt s bbb b s s s s s s s bbb st s s s s s e bbb s s s s snssnsas 8900
16.5.10.171 diSPlay VOICE CONTEIBNCE......ouiireeereirereerieieists sttt st st ss s s s s s s s s s s st ssssssnnans 8900
16.5.10.12 display voice CONferenCe-attriDULE. ...ttt eeaees 8901
16.5.10.13 display VOICE CONTEIENCE-CONVOKET .........oveeeeeeerierieieisiesiesiseessessesss bbbt ssssessssssssss s st sssssssssssanssssaneas 8902
16.5.10.14 display voice conference-CUStOM-FIGNt......cocovrirrirrierrcreeree sttt sas s ssss s snes 8903
16.5.10.15 display voice conference-id-leNgth.......... et eaen 8903
16.5.10.16 display voice coNferenCe-0UL-TIGNT........ccoioieieirieieireesees ettt bbbt ss s sensas 8904
16.5.10.17 display voice conference-recoNVOKE-atte@MPLS.......coovcririreirrireirrenirenis e ssssssssssssssssssssanes 8905
TB.5.T0.18 AN=SOL..cr ettt ea s sa st ss s s s s s AR et s et s s s senssnsnsens 8905
T6.5.T0.T9 OUL-TIGNT ettt bbbt antees 8906
TO.5.T0.20 FEGNUIM ittt ettt ettt sttt sttt st s ettt b st e s ettt b e b et st eteas 8908
T6.5.10.27T SCREAULE......c ettt e e bbbttt s 8909
16.5.11 Self Service Http Server COMMANGS........ociiiieerereenieisisise s sss st sssssssssssss s st sssssssssssssssssenees 8910
16.5.11.1 display VOICE Self-SerViCE-NELP-SEIVEN........cccovrirerereeiee sttt ssss s ssssnsssssens 8910
16.5.17.2 SEUf-SEIVICE-NEEP-SEIVET ...ttt st st ees 8911
16.5.11.3 self-service http SEIVEr @NADLE.........ee sttt bbb 8911
16.5.17.4 Self-ServiCe NTEP SEIVEE POIt. ...ttt sss st ss s sss s sss s sn s s snssnsnsssssnsas 8912
16.5.11.5 self-service http SECUIre-SErver ENADLE........co ettt seen 8913
16.5.11.6 Self-Service NttP SECUIE-SEIVEL POIT.....c.ociiieriririieseeieeeeisissss st sss st ssssssssssssssssss st st essssssssesanes 8914
16.5.12 Group Registrar Configuration COMMANS..........coovururririenenienininesssessissessssssssssssssssssssssssssssssssssssssssens 8915
16.5.12.1 bind trunk-group (GroUp FESISLIAr VIEW) .......ceurueueureuiereeriuriueesesesesessesseesessessesssssssssessssssssesssssssssssssssens 8915
16.5.12.2 diSPlay VOICE GIOUPIEQ......veveeeriereirisiesieiessissssssss s ssss s sssssssssssssssssssssssssssssssssssssssessessssssssssasssssssssssssesanss 8916
16.5.12.3 display voice groupreg PbXUSET DIET ...ttt ssss s essssanen 8917
TE.5.T2.4 GIOUPIEQ...uueieiierierrieereeiseetseaetseaetsese s tses bbbttt se et s et s et se bbbt bbb et b e et st st seaetsenetsesesesesaebes 8918
16.5.12.5 home-domain (Group FESISLIAI VIEW) .......c.ccueurirruriereenrenienisisssisssesessesssssssssssssssssssssssssssssssssssssssssssssssssenes 8919
TB.5.T2.68 IMIP.ccuriiriiriiriiireieiireireie ettt sttt s bbb bt 8920
16.5.1 2.7 POXUSEI ..ottt se ks s ettt st s e sanen 8922
16.6 SIP AG COMIMANS...criuieriireiureireeneeusetseieessetse e easeass s sebsesssess e esees s ssees s sse bbb s e bbb es bt ases et een 8923
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16.6.1 SIP AG Parameter Configuration COMMANGS..........coueuriririreenrenieneenenisessssssssssssssssssssssssssssssssssssssssssssssanes 8923
16.6.1.1 @Q NUMDEI=PATAIMIELET ... .ottt sttt sttt st es s bbbt es e bbb b s ssesnesssassanens 8924
16.6.7.2 QG STING-PATAIMIELET ...ttt sttt sttt st sse st ss s s snsssnsessssssrnsnas 8928
16.6.1.3 @G -UOMAIN....iiiiirrieirieie ettt ss s ss s s st st s s s s s e s et ses s ssee s s s ssss s s s b st snsesssassssnsansnnsas 8933
T6.6.1.4 QUEN MO ...ttt bbbttt b et st enenns 8934
16.6.1.5 QUEN (SIP AG VIEW) ..ottt ettt ees st cs s st 8935
16.6.1.6 CONTOIENCE-TACEOIY-UTi. vttt sttt ss s bbbt s s s st s senes 8937
16.6.1.7 AeSCrIPLION (SIP AG VIEW) ...oucuiieeiiieieieesieisiess sttt sssss s s sssss s sssss st sss s ssssesss s ssssssssessssassssssssassnses 8938
16.6.1.8 AIGIMAP-TIMEL ...ttt bbbt e s s bbbt s e b b e bbbt st ebsesanssnsanen 8939
16.6.1.9 display voice media-bandwidth-CONtrol (SIP AG)......cooerrinirrrriesisessseessesesss s sssssssssssssssssssssns 8940
16.6.1.10 display VOICe lOCAL-AIGITM@P.....cciurririrrrireiririeieieieirete ettt ettt 8942
16.6.1.11 display vOice SCtP-gloDal-StAtiStiCS......cccceuorirrrrrirrirrierieeeeieieieis sttt s bbb sassessssanes 8943
16.6.1.12 disSplay VOICE SIP-PrOfile......riririririrrirrirciseisisisisisisetse sttt sss s s sttt sssssss s st nsnens 8945
16.6.1.13 display vOiCe Sip-reg-COUNE-PEI-SECONG......ccooriuriuriererrierieieireiseiseiseas sttt sses st ss st sssesesaseanen 8947
16.6.1.14 display VOICE SiP-SEIVICE-LOGIC......ocrirrrrrrrirriesieieriieisieses st sss st s ssssassss s ssssessesssssesssssnssssansans 8947
16.6.1.15 diSPlay VOICE SIPAG.....curerrirerieriirieriirisisississessessssssssssssssss s s ssssssssssassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssansns 8949
16.6.1.16 display VOICE SIPAG QUEN.......cuie ettt sttt sttt 8952
16.6.1.17 display VOICE SIPAG AEMI ...ttt bbbt bbb 8954
16.6.1.18 display voice Sipag faX-MOAEM ..ottt ssss st ss st s s snsnes 8955
16.6.1.19 diSPlay VOICE SIPAG NEE.....cuiueiririeireicereir ettt sttt s sttt st eene 8957
16.6.1.20 display voice Sipag NUMDEI-ParameLer........ccoeieieieiieinieieseeeeeesesss st sss s sssss st st ssssssssnsas 8958
16.6.1.21 display VOICE SIPAG FNG-MOE.........ccorirririrrireirineieeessae st ssssss st ssssssesssssssssssssssssssssssssssssssans 8959
16.6.1.22 display vOiCe Sipag StriNG-ParamEter........coereriureeeeineeneireireiseeseaseses s isse st esseaseasesssssss s ssssssessesssasens 8961
16.6.1.23 display vOice SiPag rEAUNAANCY.......corurviirrirriesieieeeeieisses sttt s s s s s s s s s st ss s s st sssssnssnsas 8963
16.6.1.24 display voice sipag sCtp-asSOCiatioN=iNfO.....c..ccccoorrrrrrirrirenirininsste st sss s ssssas 8964
16.6.1.25 display voice sipag SCtp-assOCiationN-STAtiSTICS. ...cocouururruriuriuririeieireireireie ettt 8967
16.6.1.26 display vOICe Sipag SCLP-PIrOTOCOL ...ttt ss st ss bbb bbb sssseses 8968
16.6.1.27 display VOICE SIPAG SIGNQAL.. ittt sss s st sssssasssssssssnsenssens 8970
16.6.1.28 display voice sipag status-CoOde-MapPPiNG.....c.ccoverererureeneireereirierieeeeisissesssseeseasessess s ses s sessessessesssssssesns 8972
16.6.1.29 display voice sipag user-defined-profile.........eersseeeeeees s enenes 8976
16.6.1.30 dtMF-tranSMISSION-MOGE........ccceiuriueeiriireieerreireeeei st es sttt ts st ss sttt 8982
16.6.1.31 fax-modem common NEGOtiatioN-MOTE. ..ottt seaseaseans 8983
16.6.1.32 fax-modem COMMON MEP-INTEIVAL ..c.oioiiiierierieeeeiciei ettt ses s bbb sssssssssssssnsansas 8984
16.6.1.33 fax-modem commOon VOd-attriDULE-tYPe.......ccorririreiereree ettt ssssss s sssssnens 8985
16.6.1.34 fax-modem COMMON VDA-COARC........ooruiririerieririeieieireirereiseeees ettt ss st ssnens 8986
16.6.1.35 fax-modem COMMON VOA-PE-LYPE......oiirrieeieeeeee ettt sae bbb esases 8987
16.6.1.36 fax-modem faX tranSMIiSSION-MOUAE.........cveueuiureemeeureireeeeireire st sess st esess e ssets st ssessse s ss s saesine 8988
16.6.1.37 fax-modem modem tranSMiSSION-MOGE............cceweirirrireireereireirereetees et tsee st sesssssesseaen 8990
16.6.T.38 NOME-AOMI@IN....etititiiteie ettt s e e bbb e ettt atanes 8991
16.6.1.39 LOCAL-AIGITMAP ... ettt sss s sttt ettt s s s s s s sres s st ensnnsnsssssnsas 8992
16.6.1.40 L0OP (VET INTEITACE VIEW)...evuieeirieeieeeieieieisesie st s sssss s s s s s st sssses st s s sessssessssnsnssnsnsns 8994
16.6.1.47 L0OP (Dra INLEITACE VIEW) ...ttt ss s bbbt sanses 8995
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16.6.1.42 L0OP (XS INEEITACE VIEW)...ooeeeeceieerieie sttt sttt sss sttt s s st nsnens 8995
16.6.1.43 MEAIA-AAAN ...ttt st st b ettt sttt eee 8996
16.6.1.44 media-bandwidth-control €Nable (SIPAG). ...t sassssssesasnes 8998
16.6.1.45 media-bandwidth-control max-bandwidth (SIPAG) ...ttt ssas 8999
T6.6.T.46 NEE-AEMT ..ottt st s s bbb s s et saees 9000
16.6.T.47 NEE-TAXMNOABIM.....cieieie ettt e e e bbb ettt ebnes 9001
16.6.T.48 NEE-TLASN-N00K- ...ttt s e 9002
16.6.1.49 NtE-NEGOLIAtION-TNIOUE........oeieee ettt sttt bbbt 9003
16.6.1.50 PRONE-CONEEXL.....ouieieeieieisisieieeieeestes sttt sss s bbbt s s s s bbb bbbt s b s b s bbbt en s s s ssnssnsansaneas 9005
16.6.1.57 primary-proXy-addlr ANS=a.......cccecrrrirrrrirrireirrersereeniensesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 9006
16.6.1.52 primary-proxXy-addr ANS=NaAPLr........cccvueuiurrurierieririeteereiseisetseesesseas st ss s s s st sesseas s ssssssens 9007
16.6.1.53 Primary-proXy-addr ANS=SIV........ccceurerieerrrirsririrsiesesseessesssssssssssssssessssssssssssssssessssssssssssssssssssssssssssesssssssssssssanses 9008
16.6.1.54 primary-proXy-addlr SEALIC......coivririririririeisrircsenes s sss sttt ssss st s sssssss st ssssssssssssssssanes 9009
16.6.1.55 PrOFileuccn ettt ettt 9010
16.6.1.56 PrOXY-AELECE-MOUE. ...ttt st s bbbt s st s bbb bbbt et s s s s sbsnban s snen 9011
16.6.1.57 PrOXY-ANCP-0PLION ...ttt es sttt ssssssssssassnsnes 9012
16.6.1.58 ProXY-AUAL-NOMIE......iiee ettt 9013
16.6.1.59 PrOXY-TEIIESN-TNOUE. ..ottt sttt sa bbbt s s bbb s nses s sanen 9015
16.6.1.60 PrOXY-SWILCNOVEN .....corieierieieisicireis sttt ssess s s st ss s s s s s sss st s st sessssssssssssassassnsenssnsessnsanen 9016
16.6.1.61 redundancy-NegotiatioN-IMOAE...........ccocrrrinririereree ettt st es s et sanen 9017
16.6.1.62 rEAUNAANCY-NEE......oveeeeeeerieeie ettt sttt s s bbb st s s s s bbb s s s s s s ssssas bbb s s s sessesseses 9018
16.6.1.63 reduNdanCy-Start-IMOAE..........cooeueriierrerierisirie ettt s sttt ss st s s s s ssss s s s s s st snsnssessnsns 9019
16.6.1.64 redUNAANCY-VDd.......ciieerr ettt s ea sttt 9021
16.6.1.65 rEAUNAANCY-VOICE. ...ttt sees s sss st s s ss bbb bbb s s s s sas s s es st st ensnssnssnsas 9022
16.6.1.66 register-SerVer-Uri (SIP AG VIBW)........ s sissesstsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 9023
16.6.1.67 reset SCtP-asSOCiatioN-StAtISTICS. ....cc.iuiuiireerieerecircr ettt bbb tes e 9024
16.6.1.68 reset SCEP-gloDal-StatiStiCS......ccvvieieieieirie ettt s s bbbt se s saen 9025
16.6.T.69 1ESEL (SIP AG VIEW) ...cuiieiiicireireeetiretse ettt ettt s st e bbbt 9025
T6.6.1.70 FING-INIOUEC. ...ttt sttt bt es et bbbt a st st b et st tasens 9026
TB.6.T.7T SCONE ...ttt sttt bbbt sttt bbbt bbb bttt seaetseatseaetnene 9028
TB.6.T.72 SCEP.ceueureueeeeeeeeisetre ettt bbb bbb b e bbbttt 9029
16.6.1.73 SAP-NEGOLIAtION-TNOUE. ...ttt s sttt 9034
16.6.1.74 5econdary-proXy-addr ANS-a.......ccceceeeeeiriieiesirirsese e ssss e sessssssssss s sss s st ssessssssssssssssssessessssessesanes 9035
16.6.1.75 secondary-proXy-addr ANS-NAPLI ... ssssssssssssssssssssssssssssssssssssssssssssssssnses 9036
16.6.1.76 secondary-proXy-addr ANS-SIV.......c.cccceururruriereurieneresieisessseseesessesstssss s sssssssssssesseasesssssssssssssssssssssssssessssssas 9037
16.6.1.77 secondary-proXy-addr STATIC......c.ccecerirrurrieriereiieieisie sttt ssssss st s ssssssssss s bbb es s sssssesssssnssnsansans 9038
16.6.1.78 SEIVICE-LOGIC. e ettt ees st s st sss e s s st s s st ens s et sssssss s st sesessessessessssasssnsenssnsensnssnen 9039
T6.6.1.79 SIGNAL.uriuiriiiiiereieee ettt es e bbbttt 9041
16.6.1.80 SIGNALLING QAU ..ottt s s bbbt bbbt s s s s s banssneas 9042
TB.6.T.8T SIPAG. ettt sttt sttt sttt s bbbt s s et s et st s bR bbbt s et e ettt e et et aeteene s e 9043
16.6.1.82 SiP-T€g-COUNE-PEI-SECONT......coiiurereirieceree ettt et ess st b s s s essbas bbb se b essessennens 9044
16.6.1.83 StAtUS-COAE-MAPPING....oiiiiriiririiireierieiesie st essesssssssss bbbt sss s s ssssssbss b s ess st ssessssas s st s sssessesssssnssnsanes 9045
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16.6.T.84 SUDSCIIDE MWi..oriiiiiiiieiineieieitreieeeise ettt s e ss s bbb bbbttt 9048
16.6.1.85 SUDSCIIDE M8 euieie ettt bbb bbb saen 9049
16.6.1.86 SUDSCIIDE UQ-PIrOfile.....uveieeieieiecirieri ettt se s bbb ss bbbt ssenen 9050
T6.6.1.87 trANSTEI (SIP AG VIEBW) ...t ssss s essssassssssensssasasssssasssasasssasnsssssassssessnsasnen 9051
TB.6.T.88 UNItuuurririeeiirrieieiiniireie ettt sttt ss st ss st e ss et a s R s s s R e s e s ssne s st st e saees 9052
16.6.1.89 user-defined-profile COAEC-PIIONILY. ..ottt s bbb s ssssssssssnssn s nans 9055
16.6.1.90 user-defined-profile NUMDEr-ParamMELer...........cvvriririereree et neees 9056
16.6.1.91 user-defined-profile SErVICE-PriOritY.....ccccoirrerriririeieieereireire ettt easens 9130
16.6.2 SIP AG User Configuration COMMANGS.........ccocueiueiueieeeeernisisissississessessssssssssssssssssssssssssssssssssssssessssssssssssssans 9131
16.6.2.1 active-mask time-Slot CONFIG-StAtUS.....covirrrieree sttt sss s snes 9132
16.6.2.2 AQId (SIP AG USEE VIEBW). ... eeiieeieerieeeieieteieiste st tesassesesssssssssssssssssssssssssessssessssessssessssessssesssssssssnssssssesnsessnsns 9133
16.6.2.3 auth (SIP service data Profile VIEW).......iirieeieeesssesess st ssssassse st ssssssssssssssssansans 9133
16.6.2.4 QULN (USEI GIOUD VIEW) oot tssssssssss st ss s ssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssanses 9135
16.6.2.5 QUEO-TESUME-LIMIT...oitiee ittt een 9137
16.6.2.6 DASE-TEINO.....eieiiericec ettt bbbt bbb bbb s s s s bbbt s st s bbb bt st n s naen 9138
16.6.2.7 DEUL-ANS-TLaG .ttt st s s s s st a st nen 9139
T6.6.2.8 CONEIEX-TIAL... ettt sttt et b s e eaeeas 9140
16.6.2.9 CENEIEX-NUMDEN ...ttt s bt sesssssessss bt s s se s a b b st s st s s s b e b st s s st ssnssnsansas 9141
16.6.2. 10 CONEIEX-PIEFIXc.eurierieeieririeeiririe sttt sttt s s ss s s s sttt e st s e s sss s s s st en s s snnsessnsas 9142
T6.6.2.17T ClIP-TOMMAT.c ettt sttt sttt een 9143
16.6.2.12 Clip-tranSMiSSION-SEOUEINCE.........cvuevreeerereeeierisistestsesseessssessssssssssssssssesssssssssssssssssssessessssssssssssssssssssssssesssssnsans 9144
T6.6.2.T3 ACTIME.uiiiieeeiceeci ittt s b bbbttt 9145
16.6.2.14 detect-ansbar-Dy-SiNGLe-TONE.........c.o ettt 9146
16.6.2.15 dIAl-T0NE...c. ottt bttt s s a bbbt s et a e bbbt s s s s s et 9147
16.6.2.16 display VOICE SIPAGUSEIGIOUP......cccvirirerrrrirrerressesienssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 9148
16.6.2.17 diSPlay VOICE SIPAGUSE.....cceueeereirereireieieeeeees st eesess sttt ess s sttt seesseaseasssesas 9151
16.6.2.18 display VOICE SIPSEIVICEAALA. ....ccovvrieeeeeeeceeieistse sttt s s s s s s s bbbt s s s s ssnsanses 9153
16.6.2.19 dSP-INPUL-GIN.c..cu ettt se st s st st ssss st s st sessssssssssssass st st sssssessssasssnsrnsnsenes 9156
16.6.2.20 dSP-OULPUL-GAIN....cuiuieieeieieireiret ettt ess sttt s s s st b sttt s es et as s st e sees 9157
16.6.2.27 ASP-LEMPLALE.....eeeeieeeceeteteeteee ettt sttt s s s bbbt s s s s s bbb s s s s sassansansensnsnns 9158
16.6.2.22 eNASEIVICE (SIP AG USEI VIEW) ..ottt st tsses st s ses st ssssssssssssssssesesssssessssssssssssssssans 9159
16.6.2.23 €ndServiCe (USEI GIrOUP VIBW) ....ccoviuriueuriuriureueieiseseeseseesessessesssssssesssssssessesssssesssssssssssssssssssesssassssssssssasssens 9160
16.6.2.24 @XEENA-LEINO. ... ottt sttt e bbbt ss s s bbbt s s a bbb s s s sessesssas 9161
16.6.2.25 FSKMIOAE.....oriie ettt s s bbbttt 9162
16.6.2.26 FSK-TIME..cureeree ettt e bbb s bbbt nbeees 9163
T6.6.2.27 GIrOUP-NAIME....cuutiieueieirieeietet ettt b ettt e be et s st et ae s s et e s st st e ae s s et e ae s b ettt ae b et etae e st seaeaeb e b et tasbeseteaeaetetaen 9164
16.6.2.28 LIN@-TY POttt sttt s s a8 s s s s E st ea s e Attt et sanen 9165
16.6.2.29 MWITNOAE. ...ttt et ea et sttt sttt se st e s st een 9166
16.6.2.30 PrECINCE-MOUE. ...ttt bttt s e s bbb e s s s bbbt s s b s s bbbt s s s sssbsessnssnsnen 9167
T6.6.2.3T PrIOTILY ettt ettt st sttt ettt ettt sttt st bt 9168
16.6.2.32 rEGISTEI-UI=-IMOUE. ..ottt et e st sttt eas bbb b s seasenessesanen 9169
16.6.2.33 SEIVICE CIDccoieiieeete sttt b a s bbb bbb s bbbt s ae s e s b beneas 9170
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16.6.2.34 SEIVICE CFNT eririeiiiecirete ettt b b bbbttt 9171
16.6.2.35 SEIVICE CFO .ttt et sttt ns e 9172
16.6.2.36 SEIVICE CU.ueurieriereeeieeieiecisete ettt es e s e bbbt 9173
16.6.2.37 SEIVICE NOTLINE ..ottt et bbbttt 9174
16.6.2.38 service-right (SIP service data profile VIEW) ...t 9175
16.6.2.39 SIPAGUSET (VOICE VIBW) ...oueeeeieieierieis sttt ssss st ssssssss s s s st es s st s sssssssssssssssssssssnsssssssssssnsessnssnssnses 9177
16.6.2.40 SIPAGUSEIGIOUP....evuieimiurinrerineireseeresststassstassstsssstassssssssssssssssessssssssssassssassessssssssstasssssssssssssssssssssssssssssssessssessssesas 9178
16.6.2.47 SIPSEIVICEAATA. ...ttt et s e ettt et se sttt 9179
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TB.6.2.43 TaS-PATEEIN....eeeeee ettt ettt b ettt sttt ettt ettt b s 9182
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16.7 H.248 AG COMIMANS....ortriiriurieieineireireisieetaseasesetssssasee s esstsetas s et sb s s s s eas st se s essesseassastas s e bestsessessesssassasenns 9189
16.7.1 H.248 AG Parameter Setting COMMANGS.........c.ccooeurirrieririereereenisiesssssssssssesssessssssssssssssessssssssssssssssssssssassenens 9190
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16.7.1.7 diSPlay VOICE N2ABAG......rrieriireirisieieisisi ettt sttt st sssas s sss st nsssssssensnsssssnens 9199
16.7.1.8 display voice h248ag N248STACK.........ccirirreeeieireirer sttt sttt 9204
16.7.1.9 display VOICE N248aQg QUEN........ccuieieeeeeice ettt bbb st bbbt b s anses 9207
16.7.1.10 display voice h248ag digitMap.....cccecririerirrirririeriiresisisissisississessessesses st ssss st ssssssssssss s ssssssssssssssssssnsns 9208
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16.7.1.13 display voice h248ag h248StatiStiCS......ccvcovuriurierririririririreissseises sttt sss s s st sssssssssssssssnsnns 9213
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16.7.1.23 diSPlay VOICE SCLP VEISION.....c.iuieieieierieieieietetseiseasesseae st es s ess s bbbt bt s s eeanens 9242
16.7.1.24 AOMAINNAIME.....coitiiecereireee ettt sttt ce e e s e et e st be bt bs st sesaneees 9243
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19.1.31 dhcp-server group (SErviCe SCHEME VIBW).......ocovrirurirereieriseeneinesssessssissssssssssssessssssssssssssssssssssssssssssssssnes 9868
T9.1.32 dISPLAY @@ ettt ettt b et 9869
19.1.33 display 2@ CONTIGUIAtION......coieiiieeeiece ettt s bbb s s bbb bbb s s ssenas 9875
19.1.34 display aaa-quiet adminiStrator @XCEPT-LISt......c.corrierirrirrireirrirerieee sttt sas s s sanes 9878
19.1.35 display aaa statistics access-type-aUtNENIEQ......ccoiviurieeiuririeeiereirer et 9879
19.1.36 display aaa statistics OffliNE-rEASON.........cccrieieereee ettt ss s sees 9880
19.1.37 disSplay ACCESS-USEI (ALl VIEWS) .....oururerirrerierrireerieieisistsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessnes 9881
19.1.38 display aCCOUNTING-SCREMIE. ..ottt bttt b et eanen 9889
19.1.39 display authentiCatioN-SCREME..........ccorieeeeeeess sttt a bbb nen 9892
19.1.40 display authoriZatioN-SChEMIE...........oovrr ettt ssssssaens 9894
T9.1.47 diSPLlay AOM@IN...uiiiiiirieiireireee ettt eb s e s e ettt s s sesnens 9896
T9.1.42 diSPLAY LOCAL-USEN ...c.veierieririteeie sttt bbbt b a st s b s b s bbb s s en s ssessssasbansnseneans 9899
19.1.43 display LOCal-USEr @XPIrE-TIME.......cceuriririrrireireiriesieeeseeis sttt ssss s sttt ssssss s st snsssssssssssssssansns 9904
19.1.44 display local-aaa-user PasSWOIT POLICY.....ccccvruririereeriririsireise ettt easea st s esssaseasens 9906
19.1.45 display reCOrdiNg-SCREIME..........oocieeeeeeeiecieisetes ettt bbbt sas bbbt ssssesssas 9908
19.1.46 display remote-user QUENEN-Tail ...ttt sss s sanen 9909
19.1.47 diSPlay SEIVICE-SCREIME. .......cuieeieeeeeeretetree ettt st sttt eens 9912
19.1.48 ANS (SEIVICE SCHEIME VIEW) ...ttt sas s sas s s s s ssssssasassetssssasassssasasassessassesas 9915
19.1.49 dNS-NAME (SEIVICE SCNEIME VIEW) ...eeeeeeeceeeeeeeeececeececeese e ss s ssasssass s ssssasasssasasssssssnsssnsasasasaen 9916
T9O.1.50 AOMAIN (AAA VIBW) ..ottt ettt sttt st s st et e s sasse st sasas s s sas st esesasastesesssasaetesasn 9917
19.1.57 dOMAIN (SYSEEIM VIEW) ..ottt bbbt sss s sss s s bbbt st s s s s bbb n b s st essesanssnsanen 9919
19.7.52 AOMAIN-L0CALION. ... cutiiieireire ittt e b bbbt 9920
19.1.53 dOMaAiN-NAME-AELIMITET ...ttt 9922
19.1.54 dOomMaINNAME-PArSE-AIrECLION.......cveeveeveirieieriete ettt bttt s s s bbb sa st s s sas s s snen 9923
T19.1.55 idle-CUL (SEIVICE SCREIME VIBW) ..ottt ss s s s s sssessnsssasasnens 9925
19.1.56 ip-pOOL (SEIVICE SCNEIME VIEW).....euieeieieeiieiirei ettt ettt ees 9926
19.1.57 local-aaa-USer WIONG-PASSWOIT..........ccceeurrureurrenieriesissssessssissssssssssssssssssssssssssssssssssssasssssssssesssssssesssssssssssans 9928
19.1.58 local-aaa-user passWOrd POLICY QCCESS-USEN .......c.cowurrurrereerierisnessssssssssssssssssssssssssssssssssssssssssssssssssssssssens 9930
19.1.59 local-aaa-user password poliCy admMiNiSTrator.......covirererereeiesererer ettt sees 9931
T9.T.60 LOCALI-USET ..ottt et ee et et 9932
19.1.67 LOCAL-USEI @CCOUNTTYPE.....ouieeririeicereirie ettt st ss st ess st s s s s s st sn s st nssesasassensenen 9939
19.71.62 LOCAL-USEE DINA=TP ... ceeuieirieireierr ettt ettt sttt 9941
19.1.63 lOCal-USEr CNANGE-PASSWOI........oeeeeierieririsiriesie e sss s s esssss s s bbbt ssssssssssssss s sssssssesssssnssnsansas 9942
19.1.64 L0CAL-USEI EXPIrE-TALE......oveeeeeiririreierie ettt st sss s st s s s s s s s s sass st ensensssssssnsas 9943
19.71.65 LOCAL-USEE ILE-CUL.....eeeeeee ettt ettt 9944
19.1.66 LOCAL-USEI PASSWOIT......oviiirieeirriericiciesis sttt ses s sss bbb ss s sss s s s bbbt ess s s ssssssbss st essssessessnsansansas 9945
19.1.67 LOCAL-USEI SEIVICETYPE.....cereeeeeeierirrireereereiseeses ettt eesass sttt ss st sssssss s s st ssssssssssssssssasssssenssssssssssssnsans 9947
19.71.68 LOCAL-USEI LIME-TANGE.....c. ittt ettt ettt ettt ese sttt bbb seeanens 9949
19.1.69 outboUNd reCOrdiNG-SCREIME........ouoieceeeereeee ettt bbbt ss bbb s s s essssansans 9951
19.1.70 pasSWOIrd alert DEfOI@-EXPITE.......cccvurirrurrirriererierenirisisissis sttt st ssssss s s s st sssssssssssssssssssnsnes 9952
19.1.77 PasSWOId @lert OFiGINAL .. .cc.cueiueieeeeeeieieireir ettt et es st sttt sttt esses 9953
T9.1.72 PASSWOI EXPITE....eucureieeieieeisisiesiseeseesssssssssssssssssssssessessssssssssssssssessessesssssssassssssssssesssssssssssssasssssssnssssssssnssnsansansans 9954
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19.1.73 password hiStOry reCOrd NUMDET ...ttt sss s nsssaen 9956
19174 POIMIT-AOMAIN ..ttt ettt et b et st bbb s s st s et seaeeseenns 9957
19.1.75 qos-profile (SErvice SCHEME VIEW)......o.oiuiiiceeeeierieie ettt s st sas bbb e 9958
19.1.76 recording-mMOAdE NWEACACS.........covriereerieirieireireeseseeseessss sttt sssssssesssss st st ssssasssss s s st st snssssssssssssssssnsas 9960
19.1.77 reCOIAING-SCHEIME. ..ottt sttt b sttt nene 9961
19.1.78 remote-aaa-uUser QUENEN-Ail........cccoueiriririeiciecece ettt sss bbb ss e nssssnsans 9963
19.1.79 remote-user authen-fail UNDLOCK. ...ttt 9964
TO.T.80 FESEL Q@A iuceeieieieereieieieiee ettt ettt ta e ta et sttt ettt bbbttt aees 9965
19.1.81 reset aaa statistics aCCeSS-TYPE-AULNENTEQ......ccoiriiierieeeeeeeeie ettt sss s ssssnens 9966
19.1.82 reset aaa StatistiCs OffliNE-TEASON......c. ittt 9967
19.1.83 reSet ACCESS-USEE SEATISTICS...c.vuierieiieeiriieiree ettt sttt eaen 9968
19.1.84 reset local-user password NiSLOrY FECOIU.........eieirieinireierieeeeeeie st s st se s s s s ssnens 9968
T9.T.85 FOULE SET @CLiuuueuuiuriieeuiireireeeeiree ettt s s bbbttt 9969
T9.1.86 FOULE SEE INTEITACE. ...ttt s st 9971
19.1.87 SECUILY-NAME ENADLE.......oceee ettt bbbt s bbbttt s st 9972
19.1.88 SECUILY-NAME-AELUIMILET......cvrieieieieeieiie ettt sttt sttt ss s s st ss s s ssessnsanen 9973
19.1.89 service-scheme (232a AOMAIN VIEW) ...ttt se st ses st esess s s ssanans 9974
19.1.90 SErVICE-SCNEME (AAA VIEW) ...ttt sas st sas s s s s sssss s sasaetssssasasssssasassssssasassas 9975
T19.1.97 State (AAA OMAIN VIEW) ...uiuieieieieiieeeceeccec e ss s sssas s s s ssasssasssssssasasasasssssasssssssnsasasnsassens 9977
19.1.92 statistic enable (AAA dOMAIN VIEW) ...ttt sttt se s s s seen 9978
19.1.93 SYStemM reCOIdING-SCREIME.......oieieeeceeereesste sttt bbb s bbb s s snee 9979
19.1.94 user-group (AAA dOMAIN VIBW) .....couuririririrrieereessessessssssissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasses 9981
19.1.95 user-password COMPLEXITY-ChECK........cooi ettt sttt eees 9982
19.1.96 WINS (SEIVICE SCNEIME VIEW)....o.vieieceeeeicecteeectce ettt sssss s st ss s s s s s s sassssssasassessasassssssasassesssssasans 9983
19.1.97 aaa-author session-timeout invalid-value enable...........nnree e 9984
19.2 RADIUS Configuration COMME@NGS........cc.eceerirureereeniereineirisetssessaseseesesssssessessssesssssssssessssssssessssssssssssssssssssssssssasens 9985
19.2.1 called-station-id MAC-fOIMAt. ..ottt bbbt bbbt sas bbb nes 9985
19.2.2 calling-statioN=-id MAaC-fOrMAt. ..ottt sttt sas st snssssensesaen 9986
19.2.3 diSPlay radiUS-attlIDULE.........ou ettt sttt bbb nen 9988
19.2.4 display radius-attribULE CHECK. ...ttt sss bbb s s seen 9991
19.2.5 display radius-attribute diSADLe.........coovrriririinereeeir ettt ssssnses 9992
19.2.6 display radius-attribULe tranSLate....... ..ottt 9994
19.2.7 display radius-server acCouNting-StOP-PACKEL.........coceveeerreerririeieieeesiseestess st esssesse s sass s ssssenes 9995
19.2.8 display radius-server authorization CONfigUIratioN............cocevririerririneseee e 9997
19.2.9 display radius-server CONTIGUIAtION. .......cei ettt sttt es st es e saen 9999
19.2.10 display radius-server dead-interval dead-COUNL.......cccoveieirieiceierieeese st 10004
19.2.11 display radius-server session-manage CONfigUIAtioN........ccocereievrrireenreninsnenieis s sssssenes 10005
19.2.12 diSPlay radiUS-SEIVET IEEM......cc.eiuieeiereeirireireer sttt ettt sttt et eas s bbbt b s eeaseasesnsans 10006
19.2.13 display snmp-agent trap feature-name radius all........c.ccoorrieieeeeeieieeee e snees 10009
19.2.14 radius-atlriDULE ChECK ...ttt sttt 10010
19.2.15 radius-attribute diSADLE.......c.co ettt 10012
19.2.16 radius-attliDULE NAS-IP...uieieeieeieieieieieeeee ettt bbbttt ss bbb bbb s s s s s s s sanssssensensnes 10013
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19.2.17 radius-attriDULE NAS-IPVB......cvevreririreicireieen sttt sttt ss st s s sassssssasssnssnsns 10015
19.2.18 radiUS-attITDULE SET.....cu ittt sttt sttt saen 10016
19.2.19 radius-attribute service-type with-authenonly-reauthen..........c.cccooeieieieeeieieieneneesseeeseeeeans 10018
19.2.20 radius-attribDULe tranSIate. ...ttt 10019
19.2.21 radius-server (23aa dOMAIN VIEW) ...ttt s e sese st s st s s s s s s seseses s sesasanaenes 10023
19.2.22 radius-SEIVEr QCCOUNTING....c.ceeiverierierieeeesiesesssssesisiesissessessssssssss s sssssssssssssssssssssssssssssssssesssssssssssssssssssssssssesansansans 10024
19.2.23 radius-server accounting-stop-packet rESENd.........ccovurureereeririirieiereeeiseses s sssssnssnens 10027
19.2.24 radius-Server algOrTNMi.. ..ttt ettt snes 10028
19.2.25 radius-server attribute message-authenticator aCCeSS-rEQUEST.........covvereeeereeerrinereiesseieseesesseesaesaes 10030
19.2.26 radius-server attribute TranSLate. ... .ot 10031
19.2.27 radius-server aUtNENTICAtION. ..ottt st eaeeaes 10032
19.2.28 radius-Server aULNOIIZAtION. .......cc.cieiririeeeeee sttt bbb sa s s bbb ss s ssssanssnsenes 10035
19.2.29 radius-server authorization attribute-decode-sameastemplate.........c.ccooeorvenrrerenrnenrerssissersinnenes 10038
19.2.30 radius-server authorization attribute-encode-sameastemplate..........cocooevrrrneneneneneneecseeenes 10039
19.2.31 radius-server authorization calling-station-id decode-mac-format........ccccoccoeeerreerrrrceevnrenrsnrsnnenenes 10041
19.2.32 radius-server authorization MatCh-TYPe.......c st sss s sasseses 10043
19.2.33 radius-server dead-interval dead-COUNT........coorririreirire ettt 10044
19.2.34 radius-server deteCt-SErVEr INTEIVAL ...ttt sss bbb ssssssssnsans 10046
19.2.35 radius-server format-attriDULE. ...ttt e 10047
19.2.36 radius-server hw-ap-info-format iNClUd@-ap-iP.....ccccorururrinruneiririeeee et seaeeaes 10050
19.2.37 radius-server Nas-identifier-fOrmMat. ...t b s sases 10051
19.2.38 radius-Server Nas-POrt-fOrMAt. ...ttt st st ssss s s sssssssnssssnens 10052
19.2.39 radius-server Nas-Port-id-fOrMAt. ..ottt ettt eeaeas 10054
19.2.40 radius-server retransmit tiMeout dead-tiMe........ccccoererreiieeeereeieiee st assessssssnsans 10055
19.2.47 radius-SErver SESSION-MANAGE. ......cocvurrrerrrrrrerresseressssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 10057
19.2.42 radius-server shared-key (RADIUS server template VIEW).......cocreurerieinineeneereineeseireseeeseeeeesesseens 10059
19.2.43 radius-server shared-Key (SYSTEM VIEW) ...t tssessssssssssssssss st sssssssssssssssssssssessnns 10061
19.2.44 radius-SEIVEI TEMPLATE ...ttt sttt s st s s s s s s s s sns st ensessnsnns 10062
T9.2.45 radiUS-SEIVET TESTUSEN .....ceeeieireieitereie ettt bttt bbb es s e bbb es bbbt b et sas 10064
19.2.46 radius-Server traffiC-UNit. ...ttt sas s bbb s s sas s ssnses 10065
19.2.47 radius-server user-name domain-iNClUd...........ooveuuririnirniineinneecreeeei et seeseene 10066
19.2.48 reset radius-server aCCOUNtING-SLOP-PACKET........c.ocurrririreeireireireirete ettt et se s sesseaen 10067
19.2.49 snmp-agent trap enable feature-Name radiUs.........cccoeeeieieeieiieiesieeeseee st sas s ensnes 10069
TO.2.50 TEST-8AQ.. .. ecrrectrecirecireerer ettt e e s e et et aae 10070
19.2.51 radius-server dead-detect-condition DY-SEIrVEI=iP......cccooorirrireireirireeeere e 10073
19.3 HWTACACS Configuration COMMEANAS........ccceuiueeeerenieeieinieiesississessessessssssssssssessssssssssssssssssssssssssssssssssssssssssans 10075
19.3.1 display hwtacacs-server accounting-stopP-PaCKEL..........ccovrrreririninienisisireiss s sssessssssssaes 10075
19.3.2 display hwtacacs-server tEMPLAte.........oco ettt 10076
19.3.3 display hwtacacs-server template VEIDOSE............coiiverieeeeeeeeiesis st sss s 10079
19.3.4 NWEACACS ENADLE.....coueeiire ettt s b e bttt 10087
19.3.5 MW EACACS-SEIVE ...ttt ettt s ettt st bbbttt e been 10088
19.3.6 hWEACACS-SEIVEI QCCOUNTING....coiviuerieriereeieeieisisisst st tessssss s st st ssss s s s s b s sessessesssssssssssnsssessessessnssnsas 10089
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19.3.7 hwtacacs-server accounting-stop-packet reSENd........ccvruveereereriririsirreeseseesesssee s ssessssesssssssesans 10092
19.3.8 hwtacacs-server QUENENTICATION. ..ottt 10093
19.3.9 hwtacacs-Server QUENOIIZAtION. ...ttt e s s st sesssssesassassans 10096
19.3.10 hWtacaCS-SEIVEr SNAIEA-KEY........coorureririreireirierisisisiss ettt s sss s s s st sssessssnssnsssnens 10099
19.3.11 hwtacacs-server shared-Key (SYSTEM VIEW)......ccvw it ssessessesesssessesessssssns 10101
19.3.12 NWEACACS-SEIVEE SOUITE=IP.cucuuruereierreierissssssssssessessssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssesssssssansessans 10103
19.3.13 hWEACACS-SEIVELF SOUICE=IPVOG.....covereeereereerisreseseseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnsnns 10104
19.3.14 hWtaCaCS-SEIVEr TEMPLALE.....vu ettt ettt st been 10105
19.3.15 hWtaCaACS-SEIVEN LIMEE QUIBT.....iieieieiieeieeeeeie ittt sttt sss s s b st s st st sas bbb s s sessssnsans 10106
19.3.16 hwtacacs-server timer reSPONSE-TIMEOUL........cccovririrrrieirieireissesseessssessss s ssesssssssssssssssssssssssssssssssssssans 10108
19.3.17 hwtacacs-SErVer TraffiC-UNit......oo ettt 10109
19.3.18 hwtacacs-server user-name domaiN-iNCLUAEM...........coovueruereeeerieieriinieseeeeee et ssssessassssansans 10110
19.3.19 hwtacacs-user change-passWord NWEACACS-SEIVEN ...........covururrerirrrreireersessessenessssssssssssssssssssssssssssssssssns 10112
19.3.20 reset hwtacacs-server acCoUNtiNg-StOP-PACKET........ccovriuiureurerieieireireiseis ettt eeseasesseas st ssenes 10113
19.3.27 reset NWEACACS-SEIVEL STALISTICS. ...ciiivriieeeeeeirieisie sttt sa s s sas bbb snen 10114
19.4 HACA Configuration COMMANGS.........ocruriririririrsessessenesnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 10115
19.4.1 display haca-server accounting-stop-packet @ll........ccocoerereieirineersreeseee e 10115
19.4.2 display haca-server CONFIGUIAtION ..ottt sas s bbb s s ss s ssssas s senans 10116
19.4.3 display NaCa-SEIVEr STALISTICS.....cocvuririririrrierir sttt sse st ss st ssssssssss s s s st s sssssssssssssnsans 10120
TO.4.4 NACA ENADLE. ...ttt bbbt b e et 10126
19.4.5 haca-server (AAA dOMAIN VIEW) ...t s sssssss s s s s ssssssssssssssassssssssassssssssassssns 10127
19.4.6 haca-server accounting-stop-PacKet rESENG..........coururirirerrrireirrririerisese st sssssssssssssssans 10128
19.4.7 NACA-SEIVEI SEIVEI-AUUIESS.........ceeeeeeeereietreie ettt teee sttt se s ess st s st s s st s sessessinns 10129
19.4.8 NACA-SEIVEL SOUICE=IP...orurerieeieisisississeesessesssessssssssses s sesssssssssssssssssssssssesssssssssssssssssssssssssesssssssssssssassassassnsssssssnes 10131
19.4.9 NACA-SEIVEL LEIMPLATE. ..ottt st s sttt ssas s st s 10132
19.4.10 haca-server timer dOWN-AELAY.......cooiurreririreireireirierte ettt sttt st eeseeaeeas 10133
19.4.11 haca-Server timer NEAI-DEAL........ccoiiiiece ettt s bbb ss bbb s 10134
19.4.12 haca-Server tiMer rECONNECTION. ......cv ettt es e ssees st ss st s s et bbb ees 10135
19.4.13 haca-server timer reSPONSE-TIMEOUL.........cceweiririeireirei sttt sttt s s seaseassassssnsaes 10136
19.4.14 NACA-SEIVEI LIMEE USEI=SYN.....ooverierrrrisirenseesesssssssssssssssssssssesssssssssssssssssssssesssssssssssssesssssssssssssssasssssssessessesans 10137
19.4.15 NACA-SEIVET USEI=NAIME....cuiieiiiereimreireeeiuetse e sstsse e ssses s ssses s ssetsseb e sasts s e sb st bbbttt st saeeies 10138
19.4.16 reSet NACA-SEIVEL STALISTICS.....oueerererireirceeieeeieire sttt sttt bbbt b s enstans 10139
19.4.17 reset haca-server accounting-stop-PaCKet @ll........ccccceueririeierieeieirieieiesis st seeneesees 10140
19.5 DAA Configuration COMMANGS........ccourvririrrirririereininesissssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssns 10141
TO5.T QCLEAITFALEVEL ettt bbb bbbt e bbb s st nes 10141
19.5.2 diSPlay traffiC-grOUP.....c.ccicieieiee ettt bbbt bbbt s st ssssanssnbanes 10143
19.5.3 BANIFLOVEL ettt b b e 10145
19,54 AT fIC- G OUP e ettt ettt st bttt been 10146
19.5.5 traffic-groUp ENADLE........oeeeeeee ettt bbb bbb bbb a e s saen 10148
19.6 NAC Configuration COMMANS........ccoururirrineinrerininenissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssens 10149
T9.6.T QCCESS-AOMAIN.....ciiieeirieierieirie ettt st s et s s e st ss s s s sassessssessssessssess e s sss b s se s saessssessssesssssssnsessssesasssansnanes 10149
19.6.2 ACCESS-USEI QIP-TELECE. ..ottt sttt bbbt se bbb bbb s sses s s s sas b s s b s ssssensnssnsans 10151
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19.6.3 access-user arp-detect default iP-addreSs........orrrrnieninininre ettt sssssssasssssssssnsns 10153
19.6.4 acCesS-USer aCl-Priviledge-TEVEI.........oooiiieireireirreeeee ettt ettt s 10154
19.6.5 ACL-id (USEI GIrOUP VIEW) ...ouieiierieririeieieeeesiese sttt essssssssss s st ssssssssssssssssssssesssssssessssssssssassasssnssssnssnssnsansansas 10155
19.6.6 authentication NANASNAKE...........oirrr ettt 10156
19.6.7 authentication authen-fail fail-tiIMES.......coo ettt eaeeaes 10158
19.6.8 authentication dOtTX-MAC-DYPASS.......cccceurrrrrrrrirrierieierisieisses st essessss s ssssss s s sssssssssssssssssssssssssssssessessnsans 10159
19.6.9 authentication event aCtion QUENOTIZE. ...ttt seeees 10160
19.6.10 authentication event authen-server-up action re-authen.........corrnenrinenenereseseeeeeeenas 10162
19.6.11 authentication event client-no-response action aUthOFIZe...........c.oveveieieieeierierese e 10164
19.6.12 authentication event portal-server-down action aUthOriZe..........ccovovverrerierenecriniererreeeeseessesseenns 10165
19.6.13 authentication event portal-server-up action re-authen...........o e 10167
19.6.14 authentication ip-address iN-aCCOUNTING=StArt........cccoeviuriieriereeeeeeeiriees et esessss s s ssssans 10168
19.6.15 QUENENTICAtION SINGLE-ACECESS.....cvreereeereereer sttt s s s sssss s sasnssnsans 10169
19.6.16 authentication timer handshake-period............rrinnireee e 10170
19.6.17 authentication timer authen-fail-aging......c.ccccoririeieeeeeieesses st 10172
19.6.18 authentication timer pre-authen-aging........ccoceererrrnrneenenis et ss st sssssssssssssssnsnns 10173
19.6.19 authentication tIMeEr FE-aUENEN ...ttt 10174
19.6.20 authentication roam pre-authen mac-authen enable...........cireiniceceeeee e 10176
19.6.271 QUENENEICATION MOTE...... ittt ettt e ettt 10177
19.6.22 authentication SPEEd-LMIT QULO........ceeirrrreier ettt saeeae 10179
19.6.23 authentication termination-action reauthentiCate. ... 10180
19.6.24 authentication trigger-condition (802.1X authentiCation)......c..ccovvverrerenrrinirsisrreseseseess e 10181
19.6.25 authentication trigger-condition (MAC address authentication).........c.cocceoeeeeeeeceineceneceneeireeieenens 10183
19.6.26 authentication-profile (Interface view or VAP profile VIEW)........ccoriinenenenieesiseiesseseeesee e 10184
19.6.27 authentication-profile (SYSTEM VIEW) ..ottt sssss s s ssssssssssssssssssssssssssssssssssans 10186
19.6.28 CUL WED-aUENENTICAtION-USE ...ttt ettt bt 10188
19.6.29 diSPLAY QCCESS-USE .....eeceeereeierieisisiesiesesses s st ss s st ssssssas s ssss st ssssssssssssssssssbas s st s sessesssssssansenbesssssesssssnssnsas 10189
19.6.30 display authentiCation INTEITACE.........oerre ettt sss s saesans 10191
19.6.31 display authentication-profile CONfiGUIration..........coviririrereerer et eeesees 10192
19.6.32 dISPLAY AOLTXuuvuieieeeeieiieiieieicie sttt s s bbb bt s s ss s s bbb s sesses s sas s b sn bt s sensssnsans 10200
19.6.33 display dot1x-access-profile CoONfiGQUIAtioN.......cccoreeerininrrin ettt sssssssees 10204
19.6.34 diSPlay AOtTX QUIBT-USEN .....cueeeeeirieeeereirieeeee ettt sttt es sttt bbb easenns 10208
19.6.35 display free-rule-template CONFIGQUIAtION.. ...ttt snsssees 10209
19.6.36 display Mac-addreSs QUENEN.........c.coiieieiererese ettt s st st ssss st s s st snsesssssssans 10210
19.6.37 display mMac-address Pre-aUtNEN..........coooririreee ettt ettt sseas 10212
19.6.38 display mac-access-profile CoONfigUIAtioN........ccccerrieieieieeeece e senes 10214
19.6.39 diSPlay MAC-AULNEN.......oe ettt st s s ssassasssnsensns 10219
19.6.40 display MaC-aULNEN QUIET-USEN ...ttt sttt sts 10225
T9.6.47 diSPLAY POITAL..ceuiiiiieeeeeieecieei ettt ettt s s s bbb s b s s s s b s b b en b s s s s ensessen 10226
19.6.42 display portal loCal-SEIVEr CONNECL........cocvuricririrrieirereer et sss s s ss st ssssssssasssssssssnsnsns 10229
19.6.43 diSPlay POItaAl LOCAL-SEIVET ..ottt ettt s 10231
19.6.44 display portal local-server page-information..........eininiieesese st sessnsans 10235
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19.6.45 display portal-access-profile coNfigUIration.........cccoveeirrininininssses e 10236
19.6.46 diSPlay POITAl QUIBT-USEI......cuierieiereeeeeeeieee ettt es sttt st enseans 10239
19.6.47 display portal url-encode CONFIGQUIAtION.. ..ottt ssasssssss s sessas 10240
19.6.48 display POItal USEr-LOGOUL........coovuriririieriirierinieisisississ et ssssssssssssssssssssssssssssssssssssssassassssssnsns 10241
19.6.49 display SErVEr-AELECE STALE......coieieeeereeree ettt ettt et sseantan 10243
19.6.50 diSPlay Url-tEMPLALE.....c.oveeiecee ettt s s bbbt sssessnsanes 10245
19.6.57 diSPLAY USEI-GIOUP.....veeiereerierieririrseieneinsesissasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 10248
19.6.52 display web-auth-server configuration...........oeeenrnnreeeee et esaeen 10250
19.6.53 display snmp-agent trap feature-name mid_eapol All........cooeeeieieiieieiereseee e 10254
19.6.54 display snmp-agent trap feature-name mid_Web all........cccoororrorrrneeerireree e 10256
19.6.55 dot1x authentiCatioN-MELNOM..........c.coiiriiirire ettt been 10257
19.6.56 AOtTX EAP-NOLITY-PACKEL ..ottt sttt s s s s bbbt s s s ssssassansensnsas 10260
19.6.57 AOTTX NANASNAKE........oeieieis ittt ettt 10261
19.6.58 AOTTX MICTIIGGON ettt ettt ettt es sttt sttt se bt neesneans 10262
19.6.59 dot1x mc-trigger port-Up-SeNd €NADLE..........cooieieieieieeereee e se s saes 10263
19.6.60 AOTTX QUIBT-PEITIOM. ..ottt sss st ss s s bbbt ssssssssssssssn s s e sssssnssssnsansnns 10264
T9.6.67 AOTTX QUIBT-TIMIES.....ceeeieeeeeee ettt ettt ea s bbbttt ees 10265
19.6.62 dot1X reauthentiCate MAC-AdAIESS..........ccvirueerreneieeireireieee ettt eb e e es s sseaes 10266
19.6.63 dOTTX FEAULNENTICALE.... ettt bbb bbbt 10267
TO.6.64 OTTX FBEIY.ouieiicereir ettt sttt et es st s e b s b bbb se b s e s e sassnsntes 10268
T9.6.65 AOTTX TIMIBT ..ueeeieie ettt sttt b s e bbb bbb 10270
19.6.66 dOtTX tIMEr QUIET-PEIIOM. ..ottt ss s s sttt ssas s s snsas 10272
19.6.67 dot1x trigger dNCP-DiNAiNG.......ccoieieieirrerererer ettt ettt sts 10273
19.6.68 dot1x timer MAaC-DYPASS-AELAY........cccruririririeieeieee ettt sss s bbb s sssssssasssnsansas 10275
19.6.69 AOTTX LIMEI EX-PEIIOU. ..ottt sss s s s st ss s st en st essnssnssnsas 10276
19.6.70 AOTTX UNICAST-EIIGGON ceueutrieeieeeeieire ittt ettt ea sttt st bbbt bbb es e eas 10277
TO6. 77T AOTTX UF Lttt s st e bbbt sttt 10278
19.6.72 dot1x-access-profile (authentication Profile VIEW).........ceeeririniorisireisnenssesss s sssissssssssssssneans 10279
19.6.73 dot1x-access-Profile (SYSLEM VIEW) ...ttt easee sttt es st 10281
T9.6.74 AOTTX POIT-CONTIOL....ouieiieeieiieeieee ettt ettt sss bbbttt ss s bbbttt ss s s s s sssas b s ss b nsensensssnsans 10282
TO.6.75 FTEE-TULE. ..ottt bbbttt 10285
19.6.76 free-rule-template (authentication Profile VIEW).......ccrrrerinrnrineircnesee e 10287
19.6.77 free-rule-template (SYSTEM VIEW) ...ttt st ssssss s sss bbbt ssessssanssnses 10288
19.6.78 http get-MEthOd ENADLE........coree ettt a st et nsnnan 10289
19.6.79 htEP-IMELNOA POSL. ..ottt ettt st sttt 10290
T9.6.80 fOICE-PUSKN.....oeeeieceeeeeete ettt b s bbb s bbb bbb s s b s e bbbt s s s sssbsnsanes 10295
19.6.81 liNK-AOWN OFfliNE LAY .....ceoveeeererieeeeee ettt sttt s st s s nsssansans 10297
19.6.82 mac-access-profile (authentication pProfile VIEW).......c.ccrrrnirinsineneireiseireeeeee e eaeeaas 10298
19.6.83 MAC-aCCESS-Profile (SYSLEIM VIBW) ..ottt tssessasssssss s s st ssssssssssssssssssasssssessssnsans 10299
19.6.84 mac-authen authentiCatioN-MELNOM. ..ottt sees 10301
19.6.85 MAC-QULNEN AOMIAIN....uiiiriririrriir ettt ettt sttt bbb sstas 10302
19.6.86 Mac-authen PermMit MAC-AAAIESS..........cccrririrriereeenee st sss s ssessssss s sasssss s s sssssessesanes 10304
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19.6.87 MAC-QUENEN QUIBT-EIMES. ...ttt ssss sttt ssss st s nssssessssssssnsnsas 10305
19.6.88 mac-authen reauthenticate MaC-addreSs.........ovurreererieirrireiireire ettt caeeasens 10306
19.6.89 MAC-aULNEN rEAULNENTICATE ...ttt et 10307
19.6.90 mac-authen timer QUIET-PEIIOM. ...ttt sss st sss st st sssssssssssssssnsnns 10308
19.6.91 mac-authen timer reauthentiCate-Period..........cooerrrrireiriereireeeee et es s 10310
19.6.92 mac-authen trigger dNCP-DiNAiNg.......coiiuiieieieieee st s s sa s ssssnsans 10311
19.6.93 MAC-AULNEN USEINAMIE.....iiiiiiiirieeireire ettt ettt bbbt 10313
T9.6.94 NGINX PIOXY POIT..cuiuiiiiiiieieiieieisieieieisiets sttt sttt sttt s st bttt et bttt eeae et e sesaens 10317
T9.6.95 NGINX ENADLE......oeiiieirteceee ettt sttt e bbb s s s bbbt ensnssesasas 10318
19.6.96 NGINX LOQU....euiiieeiieieeeeieieie sttt sss st s st s sttt s s s s s s san st es s s sesssnssssnsans 10319
TO.6.97 PAFAIMELET ...ttt sttt bbbttt en 10321
19.6.98 port (Portal SErver Profil® VIEW) ...ttt ssssss st ssss s s ssssssssssssssnens 10322
19.6.99 POrtal QUEN-NEIWOIK.....oeierierieirieiee ettt sttt s s sss st esssssnssesanen 10324
19.6.100 portal captive-adaptive ENabLe...........oo ettt ses s 10325
19.6.107 portal captive-DYPass ENADLE...........eeeeeee sttt s st ssssssss s ssssans 10327
19.6.102 portal https-redir@Ct @NADLE........coveriee ettt st asesnnans 10328
19.6.103 portal local-server ad-image LOAd........ccorreririeeiereseree sttt es e saseaas 10329
19.6.104 portal local-server authentication-MethOd.........c.ccciiieieieeieieireseeee s 10331
19.6.105 portal local-server backgroUnNd-COLOr...........orrrirriesesees ettt sssssss s sssssssans 10332
19.6.106 portal local-server background-image Load........c.coeiriereiririeeniereiresesee et ses e 10333
19.6.107 POrtal loCAl-SEIVEL ENADLE..........cveeeeeeeietc sttt bbbt s bbbt s st s 10335
19.6.108 POItAl LOCAL-SEIVET TPttt sttt s s s s s n st ssensssssssesas 10336
19.6.109 portal loCal-SErVEr KEEP-aliVe. ..ottt bbbt ees 10338
19.6.110 POrtal loCAl-SEIVEL LOQM.......couriierieriereeeee ittt st s s bbb b st ssssesasas 10339
19.6.111 portal loCal-SErVEr OGO LOAM........couriririreieeicreeireireie et s st ss s sss s s nsnsas 10341
19.6.1712 POILAL LOCAL-SEIVET ...ttt ettt sttt 10343
19.6.113 portal local-server page-teXt LOAM.......cieieieirieirieeseesee st s st b s sssssssasssnsenaas 10345
19.6.114 portal local-server POLlICY-tEXE LOAM. ...ttt ssss s s s nsnens 10346
19.6.115 portal local-server syslog-limit @nable...........oo e 10348
19.6.116 portal local-server syslog-limit PEIiOQ.........ccriiiereieinieieeiessssee s tsssssss s s ssensnes 10349
19.6.117 portal local-server timer SeSSION-tIMEOUL..........cocvvririririrririeiseseseesses s ss st ssssssssnens 10350
19.6.118 portal logout different-server @NabLE............o ettt ssseans 10351
19.6.119 portal logout reSENA LIMEOUL........cueieirieieeeeeeeieie ettt sas bbb s e sssssssanssnssnsns 10352
T9.6.120 POIEAL MAX-USEI.....eeerererrereereerisessessassssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssesssssssans 10354
19.6.127T POItAl QUIET-PEITOM. ...ttt st st santas 10354
19.6.122 POtAl QUIBT-LIMIES. ..ottt s st sss s bbbttt s s s bbbt ss s s s sas s s snens 10355
19.6.123 portal tiMer QUIET-PEIIOM. ..ottt ss st sss s st ssssssssssasssnssnsns 10356
19.6.124 portal timer OffliN@-0ETECE.........ovu ettt 10357
19.6.125 portal USEr-alarm PEIrCENTAGE. ...ttt s st sss s ssssss s s ssss s st essesssssssassansans 10359
19.6.126 POIrtal WED-aUENEN-SEIVET .....c.oiereee ettt sttt ss s sss s bbbt nssssssssns 10360
TO.6.127 PIOTOCOL. ...ttt ettt sttt sttt ea s es sttt s s s ettt e b s bt s sneantans 10362
19.6.128 portal Url-eNCOAE ENADLE..........oiiieeeeeeeece ettt ss bbb s ensnes 10363
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19.6.129 portal-access-profile (authentication Profile VIEW) ... esessesesesseees 10364
19.6.130 portal-access-profile (SYSLEM VIEW)......cccururieriererieeeie ettt esseas s ssssssssessssssaseans 10366
19.6.131 redirect Web-aUthentiCAtiON-USEI.........ccoveiueieieieieeniese sttt s s sess s sassassnsenes 10367
T9.6.T32 FEMAIK- ettt bbb bbbttt 10369
19.6.133 reSet AOTTX SLATISTICS. .cuieuieeiieeiceeicieie ettt bbb s nasas 10370
19.6.134 reset MAC-AULNEN STATISTICS. ..ottt bbbt s bbb s s ensnen 10372
T9.6.T35 SEIVEI-AELECT ...ttt bbb s b b ettt 10373
19.6.136 server-ip (Portal server Profile VIEW) ...ttt ssss s eaesans 10375
19.6.137 shared-key (Portal Server Profile VIEW) ...t sessessssssssss st sssssssssssssssans 10377
19.6.138 source-interface (Portal server temMplate VIEW).......coooeeeninininieisseisesessesssessssssessssssssssssesss s 10378
19.6.139 source-ip (Portal Server Profile VIEW) ...ttt esssasssenes 10379
19.6.140 snmp-agent trap enable feature-name Mid_€aPO0L.......cccoueeerreririreiniieeinreeeteesss s sessssaesaes 10380
19.6.141 snmp-agent trap enable feature-name Mid_Web...........cccorrorrnrrrnenesreese e 10382
19.6.142 Url (URL £EMPLALE VIBW) ..ottt sttt s st as s s s ssn s senssns 10384
19.6.143 Url (Portal SErVEr Profile VIEW) ...ttt s ssssss st ses s sssssssssssssesssnssnens 10385
19.6.144 url-parameter Mac-address fOrMAL........coivvrririeeesreiers sttt sssns s sasssnsns 10386
T9.6.T45 UMl-PAr@MEEEN ...ttt et a st ea et bbbttt st seesetans 10387
TO.6. 146 UFl-ParamMELEr SEL.... ittt e s s bbbt et sss s s s ba s s en s essessessessnsassans 10391
19.6. 147 Url-t@MIPLATE NAMIE....oieeceeee ettt bbbt s s bbbt en s s s sssassasssnssnsas 10393
19.6.148 url-template (Portal server Profile VIEW) ...ttt ssess s 10394
TO6.T4D USEI-SYNCi.uouniiiiieieieir ittt ettt sttt sttt b ettt b et st e b et s et et b b et et ae et et etae bt et b et et e e st et eas 10395
TO.6. 150 USEI-GFOUP...ucuuiiiueuciririeueieirieaeteesteaetesettaese st s s et eae s s staeae ettt s bttt se st s e bbb et e se bt seae et et et ataesesntaeas 10396
TO.6.T57T USEI-ISOLATEA. ...ttt bbb s bbb bbb s b e st as s s s s ss b s s s s s senes 10398
TO.6. 152 USEI-VIAN.....c ittt ss bbbt s st bbb s s s s s bbbt s s s b s b s ssn b s b s s st ensessnsans 10399
19.6.153 vpn-instance (Portal server teMPLlate VIEW) ...t issesssssssssssssss st ssssssssens 10400
19.6.154 web-auth-Server LIStENING-POIt. ..ottt es st eseees 10402
19.6.155 web-auth-server (Portal access Profile VIEW) ...t ssssssesssssssssnsens 10403
19.6.156 Web-aUth-SErVer rePly-MESSAGE. .....cccvurrririrrirrerieresiesiees st ssssss s s ss st sssssssssssssssssssssssssssssssssssssans 10405
19.6.157 Web-auth-SEIrVEr (SYSLEM VIEW) ....c.ccccueieireeiieeieieieieesiees st sessssssssssssessssssassssassessssessssessssessssssssnens 10406
19.6.158 WED-aULN-SEIVEI VEISION......ouiereerieieiciee ettt ses s bbb s s s ssssss bbb s s s s ssssssssssassansassnsnen 10408
19.6.159 web-redirection disable (Portal server profile VIEW)........cccorrrerneneneneneeesesessseessssessessssnenns 10409
T9.6.T60 WED-SEIVICE @A SEIVEN ....cuieeieeeieeeieeeieeesseessstesss st sssss s s s s s ssssesssssssssssssssssssesassessssessssesssssssessssessssons 10410
19.6.16T WED-SEIVICE QCCESS ENADLE........oeeieeieicictete ettt bbbt s s s bbbt nen 10412
19.6.162 web-5ervice aCCOUNEING ENADLE. ...ttt sss s s ss st ssassssssnsanen 10413
19.6.163 web-service aCCOUNTING INTEIVAL ..ottt 10414
19.7 ACL Configuration COMMIANGS.......c.couoeuruirinierieeseninisis st ssessasssssssssssss s s s sssssssssssssssssssssssssssssssssssssassassessenes 10415
T9.7.1 QCLIPVE NMAMIE..ceeeieerieeeie sttt sttt s s s st s s s s s s s st en st easnsssassssnsansns 10415
19.7.2 ACLIPVE (SYSTEIM VIBW) ..ottt sttt ea st sttt 10418
T9.7.3 ACL NAMC..eeeeeetee ettt st sttt s bbbt bbb s s bbbt s s b s s s b b s bbb s s saessnssnbans 10420
T9.7.4 ACL (SYSTEM VIEW) .ottt sttt ss st ssss s s s st s st st st s s s s sassensesssssesssssssnns 10423
T9.7.5 ACLLOGGING ittt ettt sttt bbbt 10426
T9.7.6 AESCHIPLION. coeeetertert ettt bt s s bbb b s s s s b b a bbb s b s b s e s s bbb es s s s s senssssnsas 10427
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T9.7.7 AISPLAY @CLoureuiriiiiieeeeeieieie ettt s st et s s bbbt et s s e s snnsansas 10429
19.7.8 ISPLAY @CLIPVO..ueueieeeeeeeerieretrei ettt st b sttt st st st enses 10431
19.7.9 iSPLAY QCL FESOUICTE......eeeeeeeeeieeee sttt sae s bbb st ss bbb st ss s s s s s bbb ensessessnsansans 10433
19.7.10 diSPlay tiME-TANGE.......iereeeereereieeeieieee sttt sess s bbb s st ss s s s st s st ssssssssassansessnsnes 10435
TOTZ.TT NP POME-SEE.e ettt sttt et et et bttt 10437
19.7.12 POFT (POIE SET VIEW) ...ttt sttt sss s ssss sttt se bbb bbb s s s sse s s bbb s s s sssssnsnssnsans 10438
T9.7.13 1ESEE ACL COUNTET.ccoueeieeetrrere ettt e bbbt 10440
19.7.14 1ESET ACL IPVO COUNTEN ......eeieiiteee ettt sttt ea st sttt s bt e 10441
19.7.15 1€SEL ACL LOGQING..iiiiiieriieirieieieteetee sttt bbbt s bbbt st ss s s s b s n b s esses s sssssnsansas 10443
T9.7.16 rULE (AAVANCEA ACL VIEW) ...ttt ettt sttt sss st sss sttt sassssesesesssssssesesesssssssssssana 10443
19.7.17 rule (QAVANCEA ACLS VIEW).....oveeeeeeceeeeeeeeeeeteveteee ettt et v st et s st et s s s s ss s s s s sasaesesesasassesesasanes 10456
TO.7.18 FULE (DASIC ACL VIEBW) .ttt as s s s s s s s s st ssssassssssnsassssssnsassssssssnsassonas 10465
TO.7.19 FULE (DASIC ACLE VIBW) ...ttt ettt ettt et es sttt st s sttt et esssssssesesesssesesesssssssesesessssssssssans 10469
19.7.20 FULE (LAYEF 2 ACL VIBW) ...ttt ssesssstesssassss st ses st sss s s ssssssssssssssssssssssssasssssssessssssssesssssssessssess 10472
TO.7.271 FULE (USEE ACL VIEW) ..ttt se s s sss st s st s st s sasas st sasassssssssnssssssnsasasssssassenas 10477
19.7.22 1ULE AESCIIPTION. ... ettt ettt sttt s st s s s s s st ess st essssssssssssssssnsenssnsnssns 10486
T9.7.23 SEEP et ee s ss e s st s s s bR AR AR RS AR s ARt e nnees 10488
T9.7.24 LIMI@-TANGE ..ottt ettt st seas s s st sess s s st s s st e s s s sessseessseesssesasseessssssstassessssessssssassessstesassessssasans 10489
19.8 Firewall Configuration COMMIANGS.......ccoeeruririurierieneninisis s ssessssssssssssssssssssssssssssssssssssssssssssssssssssssssessssassans 10494
TO.8.T DY PSS ettt ettt te sttt st ee st R AR bbbttt st 10494
19.8.2 clear fireWall StatiStiCS SYSTEIM. ..ttt ss bbb ss s bbb st st enen 10495
19.8.3 clear fireWall STAtiSTICS ZONE.......c ettt 10496
TO.8.4 AEEECE @S .ttt ettt e bbbttt 10497
19.8.5 display firewall app SESSION LADLE ..ottt 10498
19.8.6 display firewall app table STAtiSTICS. ...ccooruriririrrreririeie ettt s s s snssssnsans 10500
19.8.7 display fIr@Wall DLACKLISE.......covuiuieeeeeee ettt ss st 10501
19.8.8 display firewall blacklist CONFIGUIAtION.. ..ottt 10503
19.8.9 display fIreWall AEENG.........oe ettt s sttt ssssennns 10504
19.8.10 display fIr@WaLl INTEIZONE. ...ttt ettt 10507
19.8.11 display fIr@WaLl IPVE SESSION......ccivieeeeieeierieeieisiesies st sas s st st ssssssas s s s s s senssssessssansans 10509
19.8.12 display firewall log CONTIGUIAtION.......coiriririercrerer sttt sssssens 10511
19.8.13 diSPlay fIr@WALL SESSION.......ieieeeeeereeree sttt sttt 10513
19.8.14 display fireWall StatiStiCS SYSTEM. ...ttt b st ss s sss s bt sessasas 10515
19.8.15 display fireWall StAtiSTICS ZONE.......cuieerieieereie ettt sss st s s snssssnsans 10521
19.8.16 display firewall StatiStiCS ZONE=iP.....eweieereereireireireire ettt ettt 10523
19.8.17 display fIr@Wall WHITELISE.......c.ccvieeeeeeeeeecerirce ettt bbbt ss s bbb ss s sasssnsansas 10524
19.8.18 diSPlay fIrEWALL ZONE.......ceieieirieree sttt sttt s s bbbt nsssssnsas 10525
19.8.19 display firewall-nat SeSSION AgiNG-TIME......cc.ooririririeieereireir ettt assaeen 10527
19.8.20 diSPlay POIrt-mMAPPING...ccciecierieiririreisiseeesiesesssss st esssssss st s s st ssss s ssssssssssssssssssssssesssssssssssssassssesssssnssnses 10529
T9.8.27 dISPLAY SESSION.....ereeieriirierieieirieissiseeresses st sss s sssass s st ssssssssssssssasss s st sssssssasesssssssnsessnssnsesssessssnsnssnnsns 10531
19.8.22 fIr@WALL DLACKLIST.....ueeeeeee ettt st snstas 10534
19.8.23 fireWall BlackliSt @NaDLe.........oc et 10535
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19.8.24 firewall black-white-list load cONfigUratioN=-file........ccovvrurrerieriririeiresese s 10536
19.8.25 firewall black-white-list save configuration-file.........cevurrieireinrinrirerree e 10537
19.8.26 firewall defend all @NADLE..........oo ettt 10538
19.8.27 firewall defend fraggle ENabLe........ ettt sse s 10539
19.8.28 firewall defend iCMP-TlOOM.........couiiieee ettt 10540
19.8.29 firewall defend iCmMP-flood €NADbLE..........coieieirc ettt ssnes 10542
19.8.30 firewall defend icmMp-redir€Ct @NADLE...........oieveieeeee st nss 10543
19.8.31 firewall defend icmp-unreachable enable............. e 10544
19.8.32 firewall defend ip-fragment @NAbLe.........oiiieieeeeeecee sttt bbb ss s sessans 10544
19.8.33 fireWall AEfENA IP-SWEEP.....rieerereieeeree sttt sttt sss st s s ssssssesassansas 10545
19.8.34 firewall defend ip-SWEEP ENADLE.........c ettt 10547
19.8.35 firewall defend Land @NabLe......... ettt 10548
19.8.36 firewall defend Large-iCMP ... .ttt sttt ss s s st st sssnsssssssssans 10549
19.8.37 firewall defend large-iCmp @NabLe.........o ettt 10550
19.8.38 firewall defend ping-of-death €Nable............ceeee st sees 10551
19.8.39 fireWall defeNd POIt-SCAN.....o ittt s st s s st ssnssssssassansas 10552
19.8.40 firewall defend port-sCan ENabLe..........ooo ettt st 10553
19.8.41 firewall defend SMUI @NADLE. ...ttt et eeen 10554
19.8.42 firewall defend SYN-TLOOM. ..ottt ss s nsensenes 10555
19.8.43 firewall defend syn-flood €Nable............. ettt ees 10557
19.8.44 firewall defend tCP-flag ENADLE.........o sttt saes 10558
19.8.45 firewall defend teardrop ENADLE...........oirirrcee ettt sttt st enes 10559
19.8.46 firewall defend raCert @NADLE.... ..ottt 10559
19.8.47 firewall defend UAP-flOOM. ...ttt bbbttt s s aeses 10560
19.8.48 firewall defend UdP-floOd ENADLE..........orrereee sttt sssssens 10562
19.8.49 firewall defend WIiNNUKE @NabLle............co ettt 10563
19.8.50 fIr@WALL @NADLE. ...ttt b bbb 10564
19.8.57 fIr@WALL INTEIZONE. ...ttt et 10564
19.8.52 firewall log BINAry-l0g NOSt........c.oceiriirirerreeeese ettt 10566
19.8.53 fIr@WALl LOG ENADLE......oeeee sttt bbb s s s bbb s s s s ansansans 10567
19.8.54 fireWall lOg LOG-INTEIVAL......ceeieeireeeee ettt bbbt s s s st st nes 10569
19.8.55 firewall log SeSSIoN NAt @NADLE..........oc ittt 10570
19.8.56 firewall statistics SyStemM CONNECE-NUMIDEN.........ccooiiiiriere ettt sasssssansans 10571
19.8.57 firewall statistiCS SYStEM @NADLE..........oveeeee sttt sss s sasas 10574
19.8.58 fIr@WALL WHILELIST ...ttt ettt bbbt 10575
T9.8.59 FITEWALL ZONE... oot ea e bbb 10576
19.8.60 firewall-nat SESSION @QING-TIME.......cooiririririririeierseees sttt s s st ss s s s s sss s s s s senees 10577
T9.8.67T PACKET- IIEET .. ettt sttt 10580
19.8.62 PACKEL-FILLEE IPVB......oeieeiiriecieeieicis sttt s bbb s bbb s s s sssasss s en st st ensesansans 10582
19.8.63 PACKEL-fIltEI LOGGING.eiririririeirreirie ettt bbbt ss st ss st sn st snssnssssnsnns 10583
TO.8.64 POIT-IMAPPING . ..eiueiricirincireieireieiret ettt sttt sttt s et bbbttt st st sttt st st se bt bebaeb et s st b ebastntacs 10585
19.8.65 PriOrity (SECUILY ZONE VIEW)....cuieieeieeieieiieisiceseie ettt stssesssssss st s ssssssssss s s s sssssssssssssanssnssnens 10587
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19.8.66 reset firewall app table STAtiSTICS. ..c.covrrrirreieiee ettt ssnsanen 10589
19.8.67 reset firewall iPV6 SESSION @ll......cuiuieeirieeeicirer ettt bbbt 10590
19.8.68 reSet fIr@WALL SESSION......e ettt s 10591
TO.8.69 FESEL SESSION....cuvuiircieeieeieicietreietset sttt essese e s et ts st s bttt bbbt ettt st b aesenssacen 10593
19.8.70 reset firewall statistics System defend...........orre ettt 10595
TO.8.77 SESSION-L0G ...ttt e e st s s se bbb bbb s s b s s bbb s s s s s s sanen 10596
19.8.72 statistiCs CONNECE-NMUMDBET IP....iuieriereeirieieisirserte ettt sttt sss s s st snssnsnssnsans 10597
19.8.73 statistiCs CONNECE-NUMDET ZONE........cuieieeieeeririreiretrcesee ettt sttt s s sassaes 10602
19.8.74 StALISTICS 1P ENADLE......oe ittt ettt bbb bbbt s e b s s s b s e 10606
19.8.75 STALiSTICS ZONE ENADLE. ...ttt ettt 10607
TOB.76 ZONE..cieir ettt ettt ettt 10608
19.9 Deep Security Configuration COMMEANGS..........ccoruveiririenreerenieeisisisssesisseesessssssssssssss s sssasssssssssssssssssssesssssnsans 10609
19.9.1 Security Policy Configuration COMMANGS..........coueiririrmirirenrinseninesissssss s sssssssssssssssssssssssssssssssssssssssnns 10609
19.9.1.1 display engine INFOrMATION.......cc.ovuriureeieee ettt st st 10610
19.9.1.2 diSPlay SECUIMEY-POLICY ...cuririririiirierie ettt ss s s b s s ss s s s bbbt st esssssesasas 10611
19.9.1.3 display Update CONFIQUIAtION........ocririreeieeeiresee sttt sttt sss s sns st esssssssnns 10613
19.9.1.4 display update information all-SAD...........o ettt 10615
19.9.1.5 display UPAAte NOSE SOUICE........ceieeierierieieisiesieee sttt sess s s bbb ss s s s sa s s ssnsenssssnsan 10617
19.9.1.6 diSPlay UPAALE STATUS....c.cveeeeeierieeereieee ettt ss st ass st ss st ss s bbbt s s sssssessssnssansas 10618
19.9.1.7 display Version (SECUILY POLICY) ..ottt ieesessesseeseasess s st sese s s e sssssssessessssseans 10619
19.9.1.8 engine coNfigUration COMMUL........oueieiririeiecieee ettt bbbt ss bbb bbbt sassansanses 10621
19.9.1.9 €NGINE ENADLE.......oee sttt st a s sesaen 10622
19.9.1.10 engine eNhanCeA-AETECHION. ..o ittt ettt saeen 10623
19.9.1.17 €NGINE LOG ENADLE.....c.oeee sttt bbbt s bbb bbb a s ensesanes 10623
19.9.1.12 €NGINE LOG LIMEOUL ...ttt sss st ss s s s ssss s s s st ssssnssasesssssssnns 10624
19.9.1.13 engine pass-through €Nable............o ettt 10625
19.9.1.14 profile (SECUNItY POLICY VIEW) .....vuiereeeeeieeieeieisisiee sttt sas s st ss s ssssas st st ssssesasas 10626
19.9.1.15 SECUITEY-POLICY .veeerrereririrrieee sttt s s s bbbt se s s s s e s s s s s s s st s sasnssssssssnssnsns 10629
19.9.1.16 security-pOLiCY (INTEIZONE VIBW).......c.vuiuierieriereeeeeieieire ettt ses st st sssesseas st sssses 10631
T9.9.1.17 UPAALE @DOI ...ttt sas bbb bbbt s s s bbbt en bbb s s s ssss s sensans 10632
T9.9.1.18 UPAALE @PPLY. vttt sssass sttt ss s s s bbbt ssssas s st s s sass e s s s st snsessssssssssanssnsenes 10633
19.9.1.19 UPAAE CONTIMML ettt ettt sttt seses 10633
19.9.1.20 UPAALE FOICE QPPLY..ruiierieieiriririieiieeie ettt bbb e s s bbb s s s s bbbt st s sanbanssnsas 10634
19.9.1.27 UPAALE FOICE LOCAL...u vttt es st sse s snssrnsas 10635
19.9.1.22 UPAALE FOICE ONLINE.....c ettt sttt seeen 10637
19.9.1.23 update force restore SAb-AefaUlL.........cccoeeiririririecce ettt sss s sensas 10638
19.9.1.24 Update fOrCe FOUDACK. ...ttt bbbt s st nes 10639
19.9.1.25 UPAALE NOST SOUICTE......cueieieie ettt s et es et s s s 10640
19.9.1.26 UPAALE LOCAL...uuvuieierieeieictseiee sttt sttt b s st se bbbt s s s s bbbt en s s s sasssnsanes 10641
19.9.1.27 UPAALE ONLINE....eieieeieieeee ettt ss s ss st ss s s s s s st st snsnssssssssnsansns 10642
19.9.1.28 UPAAte ONLINE-IMOAE ...ttt ettt eastns 10643
T9.9.1.29 UPAALE PIOXY....ververrerririrsisessessenssssessssssssessssssssssssssssssssssssssssssssssssssssssssssssssessssssssssassasssssssssesssssssassassssssssenes 10644
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19.9.1.30 UPAALE PrOXY ENADLE.......ceieeeeeeeierieiei ettt ass s st sassss st nsnes 10646
19.9.1.371 update restore SAD-AEFAULL.........ou ittt bbbt 10647
19.9.1.32 UPAALE FOUDACK. ...ttt s bbb bt ss s s s sas s sntas 10648
19.9.1.33 UPAAE SCREAULE. ...ttt s et s s sasssnssnsas 10648
19.9.1.34 update SChedULE ENADLE........c.oo ettt 10650
19.9.1.35 update schedule retry-download INEEIVAL...........ceeririeieieee et eneesees 10651
19.9.1.36 update schedule retry-1l0ad INTEIVAL ...t ss s seesenes 10652
19.9.1.37 UPAALE SEIVEN ...ttt et ea ettt s et s b st e 10653
19.9.2 Intrusion Prevention Configuration COMMANS........ccccoeiuiueruereeeeeininisiesissiesessessesss s sssesssessssssssssssssssnns 10654
19.9.2.1 action (IPS SIGNAtUIE fIlLEr VIEW) ..ottt ss s sssss s s s st n s s sssnsnssnes 10654
19.9.2.2 action (user-defined IPS SIgNATUIE VIEW) ....c.ccuvuiueirieeieeieeeesisess st sssssssssssnes 10655
19.9.2.3 application (IPS SigNAture filLer VIEW) ...ttt sssssssassssss s sssssssssssssassansans 10656
19.9.2.4 @SSOC-CRECK ENADLE.......co ettt ettt 10657
19.9.2.5 category (IPS Signature filter VIEW) ...ttt ettt saseasesssans 10658
19.9.2.6 check (user-defined SIgNAtUIE FULE VIEW) ..ottt essessesssssssss s ses s sssssssssssssss s 10660
19.9.2.7 cNC dOMAIN-TILEEr @NADLE.....c. ittt e 10661
19.9.2.8 cnc domain-filter exception dOM@IN-NAME.........ccviureriririrreirererer ettt st eeaeeas 10662
19.9.2.9 collect-attack-evidence enable (intrusion prevention profile VIEW)........cccceereevennnernrerennniennns 10663
19.9.2.10 condition (user-defined SiIgNALUIe FULE VIEW)......ccovrererieririnieieieisessssessess st ssssssssssnes 10664
19.9.2.11 condition associated (user-defined signature rule VIEW).........coceveeiveeirerinsneseeseee s 10668
19.9.2.12 condition move (user-defined SigNAtUre rULE VIEW).......c.cceveeririerieeeieeeeeeeseie s siesesessessasssssss e 10670
19.9.2.13 CONLEXt-QWAIrENESS ENADLE. ..ottt e et 10671
19.9.2.14 description (intrusion prevention Profile VIEW).........crcrerieineineineireiseeeesiseseiseiseesesseseesessesssens 10672
19.9.2.15 description (user-defined IPS SIgNAtUIe VIEW) ...t sssesssssssssssssssssesssssenes 10673
19.9.2.16 destination-ip (user-defined SigNAtUre rUle VIEW)........ccvveeriririeereinsineineseesesssessssss s sessssssssssssssanes 10674
19.9.2.17 destination-port (user-defined Signature rule VIEW)........cccorrreeneercneneeeeieseeseeseseseeeeseeesees 10675
19.9.2.18 display cnc domain-filter domain SLAtiSTICS.......ceuerurvrrieririeeeieieieie sttt 10676
19.9.2.19 display cnC domMain-filter @XCEPLION. ..ottt sseses sttt sssss st ssssansans 10678
19.9.2.20 display cnc domain-filter STATISTICS. ......eovururerrereereireie ettt es st seseaseasian 10679
19.9.2.21 display context-awareness information StatiStiCS.......covririeiercniriisiess et ssesnans 10680
19.9.2.22 display coNtext-aWar€ness SLATISTICS......cccvvururrrreririnirieisissiseessssesssss st sssesssssssssssssssssssssssssssssesssssnsans 10681
19.9.2.23 display deCOdiNG STAtISTICS. ....ccviuiuriereerieieireireireir ittt sttt seaseaseaseantaes 10683
19.9.2.24 display ipS SIGNATUIE=Id MULE........ovueeeeeeeeirieise ettt a st ss bbb s s s ssses 10684
19.9.2.25 display iPS SIGNATUIE-STALE........covereeeeireireie ettt ass st s s sassssssss s snens 10686
19.9.2.26 diSPlay IPS STATISTICS. c.ueuerereeireiiee ettt ettt cs ettt s es e eastns 10688
19.9.2.27 diSPlay iPS-SIGNATUIE........evrirrrieieeteeie ettt sss bbbt s s bbb s s s s sas bbbt et s s ssesansas 10689
19.9.2.28 display ipS-SIgNATUIE CVE=IM......cccovriereririeieieireireeeeieteis sttt sss st sssasssssssssssss st snsesssssssssssnsnns 10695
19.9.2.29 display ipS-SigNature STAtISTICS......cccvvuriurieeeurieieieieireireie ettt sttt s st esaes 10697
19.9.2.30 display ipS-SigNAture VENAOI=i........ccoeviuiuriinreeienienieissisiesseeeseesesssssss st sssssssssssssssssssssssssssssssssssssasssnses 10698
19.9.2.37 diSPlay Profile LY P IPS. .ottt sttt se s s st sssass s s s s st sssssssassssssanen 10699
19.9.2.32 dNS AOMAIN CHECK.....ceieieiieiee ettt st s st es et besses 10707
19.9.2.33 dNS dOMAIN LENGLN CRECK ...ttt ssss s bbb enaes 10708
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19.9.2.34 dns Malformed-packet CRECK. ...ttt snas s s sssansnns 10709
19.9.2.35 dNS reQUEST-LYPE CHECK. ...ttt 10710
19.9.2.36 dNns sesSioN reqUESE-TIMES CHECK. ...ttt bbb nsssasans 10711
19.9.2.37 eXCePLiON IPS-SIGNATUIE=IM......coereerereerririerieeiririeis sttt se s s st ss s s s s s s snssnssssessessssans 10712
19.9.2.38 http MUULI-NOST CHECK.......iieeiee ettt 10714
19.9.2.39 http SSN-0VEI-NIEP CHECK. ..ottt bbbt sa s bbb s s e bbb 10715
19.9.2.40 http X-fTOrwarded-fOr ChECK. ...ttt ns s 10716
19.9.2.47 http X-forwarded-for WhItELISE. ..ottt sseaen 10717
19.9.2.42 ips asSOCiated Pre-AefINEd......... ettt a e ensesaen 10718
19.9.2.43 ips collect-attack-evidence Max-SeSSION-=NUMDEN ..........cccoveruririeriririreississereessensssssssssssssssssssssssssssnns 10719
19.9.2.44 http X-0NlNE-N0St BLACKLIST.......vvieeieieieie sttt 10721
19.9.2.45 http X-0NUNE-NOSt CHECK. ..ottt 10722
19.9.2.46 iPS l0g DASEA-0N-SESSION......ccoverierieriririeisi ettt ss sttt ss s sss st sssssssssssssnsans 10723
19.9.2.47 ipS l0g MEIGE ENADLE........cuieieeirete ettt ettt ettt 10724
19.9.2.48 DS SIGNATUIE=I0......oiieieiiieieeie ettt b bt sa bbbt bbb s s bbbt s s s s s sanssnsenes 10724
19.9.2.49 IPS SIGNATUIE-STALE.....ceiteeee ettt bbb saesen 10725
19.9.2.50 name (user-defined IPS SIGNAtUIE VIEW).......cccieuiueeeieeeieieeeeieee et ss st ssssessssessssessssenes 10728
19.9.2.57 05 (IPS SIgNAtUIE fIlLEI VIEW) ...cuierieieeicietesetet sttt s s s st s s bbb nsnens 10729
19.9.2.52 Profile tYPE IPS COPY..rvuriririrrerieriireirierisisisississessesssssssssssss s sssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssassssssssanes 10730
19.9.2.53 Profile tYPe IPS NAME......u ettt ettt bbb 10731
19.9.2.54 protocol (IPS SigNAture filLEr VIEW) ...ttt sss s sss s s sanssnses 10732
19.9.2.55 protocol (user-defined IPS SIgNAtUIE VIEW)......c.coeururierienienienieisisississessessessssssssss s sssssssssssssssssssssssssssns 10733
19.9.2.56 rename (IPS SigNature filLer VIEW) .......cceeeueieieeieeieeieeis sttt s s s ss s ssnsses 10734
19.9.2.57 rename (user-defined SigNAtUre FULE VIEW) ...t ssssass st sesssses 10735
19.9.2.58 rename (intrusion prevention Profile VIEW) ... ssssssssssssssssssssnns 10736
19.9.2.59 reset cNC dOMAIN-FIltEr STALISTICS......ovrieieeeirireireeeee ettt 10737
19.9.2.60 reset context-awareness informMation StatiStiCS........ooeerieieieriisisrir e 10738
19.9.2.67 reset coNtext-aWareness STALISTICS.......ccov et sses s s s e tsessessessesenas 10739
19.9.2.62 reset deCOdiNg STATISTICS.....ccoiuiurrereereeieieierer ettt ettt 10740
19.9.2.63 r@SEL IPS STALISTIC....iuiiiteieieeeieieire ettt sttt bbbt sessenes 10740
19.9.2.64 reset iPS-SigNAtUre STAtISTICS. ..ottt sttt 10741
19.9.2.65 rule name (user-defined IPS SIgNATUIE VIEW)......cccoieiiueeereieieeeeee et sss st snes 10742
19.9.2.66 scope (user-defined SIgNALUIE FULE VIEW)......cc.cuieeieeierieeieisieissseesie et esssssse s s s sesssssssssssnsans 10743
19.9.2.67 severity (IPS SigNature filter VIEW) ...ttt e ssss sttt sssssssssssssnns 10744
19.9.2.68 severity (user-defined IPS SIgNAtUIe VIEW) ..ottt es s easeassae s 10746
19.9.2.69 SIGNATUIE-SEL MOVE......cuiriieeieieieeeieeeieie sttt s s sse s s s sssssssssssaassssassesassessssassssssssssssssssssnssnen 10747
19.9.2.70 SIgNATUIE-SET NMAMIE.....oieieeeieieectrectreeie ettt ettt bttt sttt bbb ettt as e s tens 10748
19.9.2.71 source-ip (user-defined SIgNAtUre FULE VIEW) ..ottt easeaeens 10749
19.9.2.72 source-port (user-defined SigNature rULe VIEW)......c..ocuceeeeeeeieieisiesiesieeeesesss s ssessessssssssss s senenns 10750
19.9.2.73 target (IPS SIgNAtUre filLEI VIEW) ..ottt sssasssssss st ssssssssssssssssssssssnsens 10751
19.9.2.74 target (user-defined IPS SIGNAtUIE VIEW)......ccovuiuiiriuriureereeieieireisetseiseiecises et tsee s esssas s ssssesenes 10752
19.9.3 URL Filtering Configuration COMMANGS..........ccceeueeerierinieirinsinsiseessiessssssssssssssssssssssssssssssssssssssssssssssssssssssanes 10753
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19.9.3.1 add { blacklist | whitelist } (URL filtering profile VIEW).....c.ccooerrrrrererrriessesesessessseseese e 10753
19.9.3.2 add { url | host } (predefined URL Cat@gory VIEW)........ccocreureureeeeureeieireireiseeseeseeeesessisesessessessessessensenns 10757
19.9.3.3 add { url | host } (user-defined URL Cat@gOry VIEW)........cccueurueierreinrinsiesensessessnsssssssssssssssssesssssssssnsens 10763
19.9.3.4 dd FEFEIEI-NOST ...ttt b e et 10768
19.9.3.5 category action (URL filtering profile VIEW) ..ottt 10769
19.9.3.6 category action mode (URL filtering profile VIEW) ... sseesessesssssassssensenes 10770
19.9.3.7 category pre-defined control-level (URL filtering profile VIEW).....ccccoevveerririnicrresereneeesenee 10771
19.9.3.8 default action (URL filtering profile VIEW) ...ttt eseeseseeaeesesenas 10772
19.9.3.9 description (URL filtering profile VIEW) ...ttt sssss s ssssesssssssssnsans 10773
19.9.3.10 description (user-defined URL Cat@gOry VIEW)......couvurueuerereeneenieneinisesiesssisesssssssssssssssssssssssssssssssssnes 10774
19.9.3.11 display Profile tyPe Url-filter ...ttt s s 10775
19.9.3.12 disSPlay Url-filter CAtEGOIY ...ttt sss bbbttt sas s bbb st esassasssnbanes 10779
19.9.3.13 display url-filter category pre-defined CONLrol-leVel........ccooreiririnereee e 10785
19.9.3.14 display url-filter Cat@gory STAtISTICS. ..ottt eaeeae 10786
19.9.3.15 display Url-filter STAtISTICS....c.cveieeiririeisicieeiese ettt s bbb ss s bbb st sssssssasssnsnsentnns 10788
19.9.3.16 httPS-FIltr @NADLE ...ttt sttt sssnnans 10789
19.9.3.17 IMPOIT UrL-SAD FilE... ettt sttt 10790
19.9.3.18 Profile type Url-filter COPY ..ottt s s s s s bbb ss s snsenen 10791
19.9.3.19 profile type Url-filter NAMIE. ...ttt s sttt sas s sanen 10792
19.9.3.20 referer-filter Whitelist-all @NabLe........c.oiieieie ettt aseaen 10793
19.9.3.21 rename (URL filtering Profile VIEW) ...ttt tsstssesssssss s s s s ssssssssssnssnsans 10794
19.9.3.22 rename (user-defined URL CAtegOry VIEW)........ccvurirurrrrersersereenienssssnissssssssssssssssssssssssssssssssssssssssssssans 10795
19.9.3.23 reset url-filter Category STAtiSTICS.....cocovriuriuriereeieieireire ettt sttt 10796
19.9.3.24 1eSeL Url-fIlter STATISTICS. .ieueeuiereeeeeeereereee sttt ettt s s 10797
19.9.3.25 url-filter anti-DYPass @NADLE........ ettt nes 10798
19.9.3.26 url-filter category pre-defined COPY......co ettt sttt seen 10799
19.9.3.27 url-filter category pre-defined sUDCAtEGOIY-id.....ccooiieeeriririnirseeeeeeeeeseeee et 10800
19.9.3.28 url-filter category USer-define@d COPY.....cccwrrririreirrereisesesises sttt seessss st sssssssssssssssssssssansnns 10801
19.9.3.29 url-filter category user-defined NAME.........coc ettt 10802
19.9.3.30 url-filter https-filter consistency-check €Nable............oerrrierieeeee e nees 10803
19.9.3.371 WED-UI-fILEEI USEI=SET....comiiieeeiiree ittt ettt 10804
19.9.3.32 €nable WeD-UIL-filter USEI-SET........o ettt ettt sttt esseaes 10806
19.9.4 Deep Security Maintenance COMMANGS........ccoiueieveriririnireiesissieseesesssssssssssssssssssssssssssssssssssssssssssssssessessnsans 10808
19.9.4.1 display engine SESSION SEALISTIC.......cvririeririeirireiser sttt st sess st st snsssssssssans 10808
19.9.4.2 display €ngine SESSION TADLE........ccoiuieeieeeceieei ettt es st 10809
19.9.4.3 display €NGINE SLALISTIC.....coiuerieieeeeeiieieirieee ettt s bbb ss s bbb b s ensensnssnsans 10811
19.9.4.4 display file-frame iINfOrMAatioN.....c..co ettt s st ss s ssssas 10812
19.9.4.5 display fragment-reassemble CONfigUIAtioN.........oveereeieineneinerere et aeesesesenes 10814
19.9.4.6 display fragment-reassemble SeSSION table........cccoiiieeieiriee e 10815
19.9.4.7 AISPLAY PrOFILE..ccemiieieeieeieririeiesir sttt st s st se s s s s s s s s s st en s s s ensnssssasssnssnsas 10817
19.9.4.8 display stream-reassemble CONfIGUIAtION........co ettt 10818
19.9.4.9 fragment-reassemMbLe ENADLE...........ceieeee ettt bbbt ssnsenan 10820
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19.9.4.10 fragment-reassemble OVErflOW-MOE. ...ttt sssssenes 10821
19.9.4.11 fragment-reassemble USer-CONFIGUIE..........o ettt ssaes 10821
19.9.4.12 fragment-reassemble user-configure defense-Check.........cooeeeirieresiseeeceseeeesesese e 10822
19.9.4.13 reset eNgiNe SESSION STATISTIC....cvirriririeirieireir ettt seen 10823
19.9.4.14 reset €NgiNe SESSION TADLE........co.iuieeiee ettt ettt seaeen 10824
19.9.4.15 reSet @NGINE STALISTIC....cciiiirieieieirei ettt et e s s snsnns 10825
19.9.4.16 reset fragment-reassemMble STAtISTIC......c.cvcrrrrurrirrerreeresse ettt sss s s ssssnsnans 10826
19.9.4.17 stream-reassemMbBLE ENADLE.........co ettt 10826
19.9.4.18 stream-reassemble eNhaNCEA-MOGE. ...t es e se st ees e 10827
19.9.4.19 stream-reassemble OVErflOW-MOUE..........cieineeeree ettt ssesaseaes 10828
19.9.4.20 stream-reassemble OVErlap-IMOdEe.........c ettt s s sssssenes 10829
19.9.4.21 stream-reassemble SESSION-CACKNE. ........c.coi sttt 10830
19.9.4.22 stream-reassemble SESSION-LIMEOUL. ..ot ses et eas 10831
19.9.4.23 stream-reassemble tCP-0PtiION ChECK.........o ettt 10831
19.9.4.24 stream-reassemble timeStamp CHECK. ...t saes 10832
19.9.4.25 stream-reassemble user-configure defense-CheCK.........cccorrerrrierenerineninee s eseses 10833
19.10 Local Attack Defense Configuration COMMANGS.........cceururrurrireerieneinesieieinseseeseesessessessesessssssssesessessesseans 10834
19.10.7 QPPLICAtION-QPPEICEIVE. ...ttt ettt s st b s bbbt s s s s bbbt ssns s s sasssnsas 10834
19.70.2 QUEO-AEFENA ENADLE........eiee ettt 10836
19.10.3 QUEO-AEFENGA QCHION.....euieeee ettt sttt bbb 10837
19.10.4 auto-defend alarm ENADLE. ... ettt 10839
19.10.5 auto-defend alarm threShOLd..........o ettt 10840
19.10.6 QUEO-AEFENA PrOTOCOL ... ettt 10841
19.10.7 auto-defend threShOLd. ... ..ottt saeees 10844
19.10.8 QUEO-AEENGA traC-EY POttt sttt st ss s s s sassnsnsns 10845
T9.T0.9 DLACKLIST.eu ettt sttt st st ss et ssen s s saneens 10846
19.10.10 cpu-defend application-apperceive ENable............ et 10848
19.10.17T CPU-AEFENGA POLICY ...ttt ss st s s s st s s ssssssssssssssnsnsnns 10850
19.10.12 CPU-AEFENA-POLICY...c. ettt sttt sttt een 10851
TO.T0.13 AENY .ttt ettt e s ettt 10853
19.10.14 description (attack defense POLICY VIEW) ..ottt ssssssssssssssssssanes 10854
19.10.15 display auto-defend attaCk-SOUICE. ...ttt ss s 10855
19.10.16 display auto-defend CONFIGUIAtION.........coovirieiieieeceee ettt sassassans 10858
19.10.17 display cpu-defend CONfIGUIAtION.......cccoiirrieeirercnr ettt ssssas s s st ssssssssans 10860
19.10.18 display CPU-AETENA POLICY.....vuriuiereererieieire ittt saseaas 10861
19.10.19 display cpu-defend rate-adaption STAtISTICS. ....cccovvriirriereeeeieieieee st se s 10864
19.10.20 display CpU-AefENd SLALISTICS.....cvrurrrrirrireierririsisieirs et ss sttt sas s st sssassssssss s sessnens 10865
TO.T0.2T PACKET-EY POttt bbbttt b et s s anenntas 10867
19.10.22 PACKEL-LYPE PIIOTILY..cuierierieeieieieiee ettt b st s s s bbb bbb ss s s sss s s bbb s seseessessnsanes 10869
19.10.23 rate-adaption adjUST-PEIIOQ........cccowririreirrireirririnisisieire st ssssssssssssss st ssssssssssssssssssnsns 10870
19.10.24 rate-adaption @dJUST-STEP ..ottt sttt s s seasenntaes 10871
19.10.25 rate-adaption cpu-usage threShOLld...........iieieieieeses sttt sessssans 10872

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. clxv



Huawei AR Series Access Routers

Command Reference Contents
19.10.26 rate-adaption ENADLE.........cocrireree ettt sttt bbbt ss s bbbt sns e s ssnsans 10874
19.10.27 rate-adaption eXCeption PACKET-LYPE. ...ttt et saeen 10875
19.10.28 rate-liMit Qll-PaCKELS. ..ottt ettt s st se bbb s s st es s s s s s 10876
19.10.29 reset auto-defend attaCK-SOUICE........cccviiriirerce ettt eees 10877
19.10.30 reset CPU-Aefend SLATISTICS.......vweireeeeireireireirie ettt es sttt senen 10878
19.11 Attack Defense Configuration COMMANAS........ccoceiueieeeeeirieireiriiesieseeeese st ssstesesssssssssssssssssesssssesssssnsans 10879
19.11.1 anti-attack abnormMal @NADLe..........c.c ettt e 10879
19.17.2 @NTi-aTEACK @NADLE.... ..ttt ettt 10881
19.11.3 anti-attack fragmeENnt @NADLE.........oe ettt s s senaas 10882
19.17.4 anti-attack frAgMENT CAl ..ttt sttt sssss s st nens 10883
19.11.5 anti-attack icMpP-flood ENADLE...........oo ettt 10884
19.11.6 anti-attack ICMP-flOOd Cal ...ttt s s sassansansas 10885
19.11.7 anti-attack tCP-SYN ENADLE ...ttt ss st s s s s ssnsnsns 10887
19.17.8 ANTI-ATEACK TEP-SYN CAN ittt st s e 10888
19.11.9 anti-attack UdP-floOd ENADLE...........covie sttt s 10889
T9.17.710 @NEIAEEACK UNPT ettt sttt st s st s s s 10890
19.11.11 display anti-attack STATISTICS......cerurirereiriereir ettt ee st bbbt een 10891
19.11.12 reset anti-atlack STATISTICS. . ... ettt ettt e cs et esaeeaes 10893
19.12 Traffic Suppression Configuration COMMANGS..........cocvuerirrrrririerenrninesesississ s ssssssssssssssssssssnsnns 10895
19.12.1 broadcast-suppression (INTErfaCe VIBW) ...ttt tsetseisess st s sssessess s s ssens 10895
19.12.2 broadcast-SUPPreSSION (SYSLEM VIEW)......coiuiueierieeienieieisiesississessessessssssssssssssssssssssssssssssssssssssssssssssssssesanss 10897
19.12.3 display flow-SUpPreSSioN INEEITACE........cccvrierierreirerererir ettt ss st sess sttt ssssssnssssans 10898
19.12.4 flood-Suppression (INTEIFACE VIBW) ..ottt es s se s essesssas s sssssses 10899
T9.12.5 TCMIP FALE-LIMIter ettt bbbt b bbb a bbb bbb sessnssebanen 10901
19.12.6 ICMP FALE-LIMIt @NADLE.....eeeeee ettt nss s s saen 10902
19.12.7 multicast-suppression (INTEIrfACE VIEW).........cererrireiriereireieieieie ettt sessesseas s sessssens 10903
19.12.8 Multicast-SUPPreSSION (SYSTEM VIEW).....c.evueieieriririeiesisiesiesesssssssssssssssssssssssssssssssssssssssessssssssssssssssssassansens 10905
19.12.9 unicast-suppression (INTEIfACE VIEW) ..ottt ssssssssssss s s sssssssssssssssssnen 10906
19.12.10 UNICaSt-SUPPIESSION (SYSTEM VIEW) .....uiuieieiereurerireireieisetseisesstsees sttt se s sss st sses s e ssssssens 10908
19.13 ARP Security Configuration COMMANGS.........ccoeeruerurieereererieisisiesiesisseeseesesssss s sssssssssssssssssssssssssssssesssssnsans 10909
19.13.1 arp anti-attack check user-bind alarm €NabLe..........orrrreeee s 10910
19.13.2 arp anti-attack check user-bind alarm threshold............e e 10911
19.13.3 arp anti-attack check user-bind check-item (interface VIEW)......cocovueeeeeeeecininirnesseseeseeeeseinians 10912
19.13.4 arp anti-attack check user-bind check-item (VLAN VIEW).....c.coorirrrirrinrreninreriseisseesseseenesssss s 10914
19.13.5 arp anti-attack check user-bind €nable............. e sees 10915
19.13.6 arp anti-attack entry-check ENabLe........... ettt ssn s 10916
19.13.7 arp anti-attack gateway-duplicate €Nable.........oeieinireee et sees 10918
19.13.8 arp anti-attack LOg-trap-TiMer ...ttt 10919
19.13.9 arp anti-attack packet-check SENAEI-MAC......cccoiieieieieierise st sse s s s sssnans 10921
19.13.10 arp anti-attack rat@-liMit ..ottt sss bbb sssssssssssssnsnns 10922
19.13.11 arp anti-attack rate-limit alarm enable...........o e 10924
19.13.12 arp anti-attack rate-limit alarm threShold............couereieieeeeeeee e 10925
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19.13.13 arp anti-attack rate-lmit @NADLE.........ccovrrrer ettt snssnaes 10926
19.13.14 arp gratuitous-arp SENA ENADLE. ...ttt 10927
19.13.15 arp gratuitous-arp SENA INEEIVAL......cccciveieieeieieieisi sttt sss s sensnees 10928
19.13.16 arp learning ANCP-Trigge ... ettt st ess st ssnsensenas 10929
19.13.17 arp learning Strict (INTEIrfaC VIBW) ..ottt ettt esses st 10931
19.13.18 arp learning Strict (SYSTEM VIEW) ......ceurviieririreieeeeiieie s iesisstssesssssss st sssssssssssss s s sss s ssssssssssssssssansans 10932
19.13.19 arp SPeed-limit flOOT-Tate.......oovrereeeeirei ettt bbbt ss st nses 10933
19.13.20 arp SPeed-limit SOUMCE-IMAC.......cooerrerrirrereereeeieie ettt ettt es sttt b s s s s s st sssssaneans 10935
19.13.271 arp SPEEA-LIMIt SOUICE-IP...uiuieeeeieeieeierie sttt s st se s s s s bbb s st s s s sas bbb ssnsensnssnsans 10936
19.13.22 arp validate (INTEIfACE VIEW) ..ottt sttt ssssssss st snssnsssssssssansans 10938
19.13.23 Arp-faKe @XPIT-TIME. ..ottt ettt ea e 10939
T9.T3.24 AUP LIttt bbb 10941
19.13.25 arp-miss anti-attack rate-liMit. ...ttt ssssss s ssnsas 10944
19.13.26 arp-miss anti-attack rate-limit alarm enable.........c e 10946
19.13.27 arp-miss anti-attack rate-limit alarm threshold.............oeeee s 10947
19.13.28 arp-miss anti-attack rate-limit @Nable......... s 10948
19.13.29 arp-miss SPEEd-LiMIT SOUICE=-IP.. ..ottt ettt es st assaseans 10949
19.13.30 display arp anti-attack check user-bind iNTerface.........oeeicreeeeeeeeeeee s 10951
19.13.31 display arp anti-attack CONfIGUIAtioN........cooiieieirie et sssasss s sssansnes 10952
19.13.32 display arp anti-attack gateway-duplicate itemM........cccoovirrririnireee et 10957
19.13.33 display arp floOd SLALISTICS.......cciuierieeieririeisisieeie ettt ss bbbt st sss s bbb a e sssesanen 10958
19.13.34 display arp LEArNING SEIICt. ...ttt sse st sss s st ssssssssssssssssssnsssssssssnssnsans 10959
19.13.35 display arp PACKet STAtISTICS. ...cvuiureureereereireeieire ettt sttt sseantan 10960
19.13.36 diSPLAY @rP-LiMiTe...ciieieieeeeeieiciecee ettt bbbt se bbbt s s s sassa s b s s s ssnsnnans 10962
19.13.37 reset arp anti-attack statistics check USer-bind..........coovrorrnrnrneeeee s 10963
19.13.38 reset arp anti-attack statistics rate-limMit.. ...t seeeaes 10964
19.13.39 reset arp floOd STALISTICS......coiiieieeieieirieieeee sttt ss bbbt b e s s s sass st 10965
19.13.40 reset arp PACKET STALISTICS.....cvrrrirririerreirie ettt ssss s s s st st ssss s sss s st ensssssssssssssnsans 10966
19.14 DHCP Snooping Configuration COMMANGS.........cc.ocueurererieensineereereeneeeesieiesssssessessessessssssssssssessssssssessesssnns 10967
19.14.1 arp dhcp-SN00PING-AELECt ENADLE.........ovrire ettt sss s sansens 10967
19.14.2 dNCP OPLIONG2 @NADLE.......ceeeeee ettt sss st ss et ss s st enssss s s sansas 10968
19.14.3 dNCP OPLIONS2 FOMMAT.. ittt ettt sttt ees 10970
T9.14.4 ANCP SEIVEE AELECE ...ttt s bbb bbb s e s bbb s st s s sanssnbenes 10976
19.14.5 dhcp SN0OPING QALArmM ENADLE........coveierrei ettt sss s sssssnses 10977
19.14.6 dhcp snooping alarm threShOld..... ...ttt sttt 10979
19.14.7 dhcp snooping check dhcp-giaddr @NabLe.........owcviiieiee et ssses 10981
19.14.8 dhcp snooping check Mac-address €NADLE............re e 10983
19.14.9 dhcp snooping check user-bind €nable........ ... 10984
19.14.10 dNCP SNOOPING ISADLE.......oeeeeeteeee ettt bbbt s s bbb sssssssssas s s sas 10986
19.14.17 dhCP SNOOPING ENADLE........oeere ettt ensnes 10987
19.14.12 dhcp snooping enable NO-USer-bDiNdiNg.........coerrrrre et 10989
19.14.13 dhcp SNOOPING MAX-USEI-NUMIDEI.......coieieiiieeieeie ettt s st st ssssssss s bbb nsssssssessnsans 10991
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19.14.14 dNCP SNOOPING LFUSTE. ..ottt sttt sss sttt sssssssss s n s st ssssssssssssnsnns 10992
19.14.15 dhcp SnoopiNg USEr-alarm PEIrCENTAGE. .......cov ettt sese ettt essess s sseesees 10994
19.14.16 dhcp SNOOPING USEr-DINA QUEOSAVE........cocuieeeeeeiecieirietes sttt sas s bbb s s sssssnsans 10995
19.14.17 dhcp snooping USEr-transfer @NADLE..........o.veeiree ettt sesaes 10997
19.14.18 dhcpv6 INTErface-id fOrMQAt. .. .ottt st 10998
19.14.19 dhCPV6 OPLIONTS FOIMAL....uceieeieeieeieiris ettt s bbbt bbbt s s sassansnbnes 11001
19.14.20 dNCPVE OPLIONB7 FOIMIAL. ..ttt sttt s st ssssssssssssansnsnes 11005
19.14.21 dhcpv6 { option18 | OPtioN37 F @NADLE. ...ttt 11009
19.14.22 dhcpv6 snooping relay-information @nable............iceecee e 11010
19.14.23 display dhcp option82 CONFIGQUIAtION.. ...ttt ses s s nsnens 11012
19.14.24 display dNCP SNOOPING......cururirriiereirieeiieieie ettt sttt sttt b st sas 11014
19.14.25 display dhcp snooping CONFIQUIATION.. ..ottt sessssss st s s sssassss s snses 11019
19.14.26 display dhcp SNOOPING STATISTICS......evririririririrsie ettt ssssss s ssssssssnssssnsnns 11020
19.14.27 display dhcp SNO0PING USEI-DING........ouiiieiereirieeieieieieireireis ettt ss s easeans 11022
19.14.28 display dhcpv6 SNOOPING USEI-DING.........cuieeieeieeierei ettt se s s ss s e 11025
19.14.29 reset dNCP SNOOPING STALISTICS.....vvurveririririrririreieesisee ettt sss s s ssnsssssnsssssssessssansnns 11028
19.14.30 reset dhCp SNOOPING USEI-DING.......ocoiuiuierierieieieieireiiseeee ettt sttt ee s s 11029
19.14.31 dhcp OptioN82 ENCAPSULALION ..ottt sttt ss s bbb s s s ssssnsans 11031
19.14.32 dhcp option82 sUbSCriber-id fOrMat. ...ttt st sssssssssssssans 11032
19.15 IP Source Guard Configuration COMMIANGS..........cceuriurrureurierienerieieissiseeseesessese st sssssessessesssasssesesees 11033
19.15.1 display dhcp static USEr-Dind...............c.coriiiiecece et ses 11033
19.15.2 display dhcpV6 StatiC USEI-DINd.......cc.oooiuiieieririririeesiesee sttt sttt s ssssssssssssnssnsnns 11036
19.15.3 display ip SoUrce Check USEr-DiNd.........ciinrreeeree ettt eas 11038
19.15.4 ip source check user-bind check-item (iNterface VIEW)......coeeeieieieeineinseeeeeseisse s sieseesessessases 11039
19.15.5 ip source check user-bind check-item (VLAN VIEW).......o.oveiririoririrnieireissesseneesssssssssssssssssssssssssssssssns 11041
19.15.6 ip source check USer-bind @NabLe...........oo ettt 11042
19.T5.7 USEI-DING STATIC. ... uuiereeeeeeeieeireie sttt ts et e bbbt 11043
19.16 URPF Configuration COMMANGS.........ccovueierierieriririnisississessensesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 11045
TO.TE.T IPVE UIPF ettt et es s b et bbb s e bt e sentes 11045
19.16.2 UIPF (INEEITACE VIBW) c..oeieiecees sttt s sttt a s s bbbt sesssssessnssnsans 11047
19.17 PKI Configuration COMIMANGS..........coururirrireinrereineininesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssns 11049
TOT7.T QUEO-ENTOLLcc ettt e e st bbbt 11049
TO.T7.2 CANAME..cceiietere ettt ettt st se s st s ettt bbbt bbb st st st st seaetesetacaes 11051
T9.T7.3 €A Tttt et e e bbbt 11052
TO.T7.4 CAP ULttt ettt st b et e bbb seesntns 11053
19.17.5 COITIfICAtE-CNECK ettt es bbb b bbbt eaes 11054
19.17.6 certificate QULO-UPAALe E@NADLE........o st 11057
19.17.7 certificate Update EXPIrE-TIMe......ccoerirereeireree ettt et es st st b st 11058
19.17.8 cmp-request aUthENTICATION=COM ..ottt ss s bbb 11059
TO.T7.9 CMP-TEQUESE CA-NAMIE.....ciiiieietreecte ettt ettt ettt sttt es ettt bttt st ae st sbaeas 11060
T9.17.10 CMP-TEQUESE BNTILY ...ttt b bbbttt st st sttt es et sesaebesasae 11061
19.17.11 cmp-request message-authentiCatioN-COAE..........cvrrriieriereeieseis st sesses s sansans 11062
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19.17.12 cmp-request origin-authentication-Method.........cooerieicrr s 11063
19.17.13 CMP-TEQUEST FEALM..cev ettt ettt ettt saen 11064
19.17.14 cmp-request 15a L0CAL-KEY-Pail ...ttt ss s ssssassassnsnaes 11065
19.17.15 CMP-TEQUESE SEIVET UTL..eieieieeieieieireeiesieisis ettt st ss st s sss s s st sssssssssessessssasssssssssesssssssans 11067
19.17.16 CMP-requEst VerifiCAtiON-COI. ..ottt sttt sseaetan 11068
191717 COMIMON-NAIME..ccoiiiiiieiieeiiieieieieaeistee s ees st sstae et st ae st taebata e sta sttt bt bttt b tse b s seaeens 11069
19.17.18 COUNLIY (PKI ENTILY VIEW) ..ottt stsse st ssssss st sssssssssesssssssssssssssssssssssssssssssssnsnnsnes 11070
19.17.19 Crl QUEO-UPAALE ENADLE......oee ettt st 11072
T9.T7.20 €L CACNE et e eb e e bbbt 11072
TOUTT.2T CFL TP ettt et b b ettt st 11073
TO17.22 CL LA@P ettt ettt e s ettt bbbt s s e e snntas 11074
TO.17.23 Tl SCOP ettt sttt bbbt s s bbb bbb s s b s bbbt s s s s b s s b s st en s s ses s s s sanbans 11075
19.17.24 CrlL UPAALE-PEIIOM. ...ttt sttt ss st ses s s s s s st s senssasnssnsans 11076
19.17.25 display ldap-Server tEMPLATE........o ettt ettt st ss st sseaenan 11077
19.17.26 display pKi CA-CaP@bility.....ccccoeririiriierieieeiieieisieieeissses sttt ssss bbb st ssssas bbb nsenans 11078
19.17.27 diSPlay PRI COIMTRA ettt sss st et ss st ssssssssssssn st snsesssssesssssssans 11080
19.17.28 diSplay PKi COITITICATO. ...ttt bbb sses 11083
19.17.29 display pki certifiCate BUIlt-iN=Ca.......cccoeierriririerisetes ettt s ss s senes 11086
19.17.30 display pki certificate @Nroll-StAtUs........c.ccorririrrrinininirieeireirssss st ssssssssss s st ssssssnsees 11090
19.17.31 display pki certificate fil@Name..... ..ottt saeen 11092
19.17.32 display PKi CMP SEATISTICS.....covueieieeieeieieieiciese ettt b bbb sasss s s 11094
19.17.33 display pki credential-storage-Path.........reirreseeees et sessssesssaes 11096
19.17.34 diSPLAY PRI ClLeeureeieee ettt sttt 11097
19.17.35 diSPlay PRI @NEILY ..ottt ettt ss s sss bbb st st s s sas bbb s s snsensssnsans 11099
19.17.36 display pki 0CSP CAChe AETAIL......oveereeieieierre ettt ssssasnan 11101
19.17.37 display pKi OCSP CACh STALISTICS. ....uvuriueireeerireir ettt sttt 11103
19.17.38 display pki ocsp server down-information.........ccccrreiecieseieses st sessessssssnsans 11105
19.17.39 display pKi PEEI-COITIICATE......vi ettt sttt ss s ssnsreses 11106
19.17.40 diSPlay PRI FEAIML. ..ttt sttt ettt s s s snstas 11109
19.17.41 display pKi rsa built-in-Ca PUDLIC.......cccoiueiuereeieieeiees ettt bbb ssnees 11113
19.17.42 display pKi 152 LOCal-KEY-PAIF ...ttt s st sssnsees 11115
19.17.43 display pki sm2 local-key-pair public (SYStEM VIEW) ..ot 11117
T9.T7 .44 @IMAL .ottt e e e bbbt 11119
19.17.45 enrollment SELf-SIGNEd.......coovireerirerres ettt ss s s st snsnsssnnn 11120
19.17.46 enrollment-reqUEST SPECITIC. ....c.viiiieieieier ettt ettt 11121
19.17.47 enrollment-request signature message-digest-method..........cccocererrrninreeeeseeniisiesseesese s 11122
19.77.48 ENTOLMENT-UTL ..ottt e e st 11123
TO.T7.49 ENTILY . reereeiereeie ettt ettt st ts st s e s s s e s s sA e A bbb e b sane st snenees 11125
19.17.50 eXtENSION-TEQUEST ENETEIPIISE.....ceeieeeieeresieeeireeteesesese ettt ss s ssssssssssssssssssessssesassesasssnsssenes 11126
TO.17.5T FINGEIPIINT ettt sttt ettt ss s bbbt ensnasnsssas 11127
TO.T7.52 FOUN ettt s R AR R SRRt nees 11129
TO.17.53 IP-AAIESS......c ettt b sttt bbb bbb s bbbt s sttt b s bbb s s s s essessnssnbans 11130
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TO.17.54 KEY-USAQE.....oeierireeieireireieeis sttt sttt sttt ss st s st s st e et s s s s st et ensnnsensesas 11132
19.17.55 [dap-Server aULNENTICAtION. .. ..o ittt ettt et 11133
19.17.56 ldap-server authentication MANAGET..........oueieieieieiriee ettt sss s bbb sssssssssssssnsans 11134
19.17.57 ldap-server authentication ManNager-passWOrd...........cocorrririeirsirsenssnsessessnsessesssssssssssssssssssssssssnns 11136
19.17.58 LdaP-SEIVEr TEMPLALE ...ttt b st 11138
19.17.59 [AaP-SEIVEI-LEIMPLALE.......ceeveeeerieeiciriese sttt et bbb s s s e bbb s s s s assassansnssnses 11139
19.17.60 Ldap-Server (PKI ralM VIEW) .....ccovrrierreereririeieissiseese s s sssssssssssssssssssssssssssssssssssssssssssssssssssssnnes 11140
T9.T7.67 LOCALILY ettt sttt s s s ettt 11142
19.17.62 OCSP NONCE ENADLE.......eeeeeee sttt st s st sas bbbt st n s ssnsans 11143
19.17.63 OCSP SIGNALUIE ENADLE.......eee ettt ss st s s s st snsas 11144
TO.T7.64 OCSP UFLererieiiieiie ettt ettt se et s b b e s sresas 11145
19.17.65 OCSP-UIL frOMI=Calu.cu ettt sttt s s bt se e se s bbb st es s ssnssnbanes 11146
19.17.66 OFGANIZAtION-UNIT....ooiiiiieeieieeir ettt ettt sttt bttt tene 11147
19.17.67 OFGANIZATION ...ttt st st sttt bbbttt bttt 11148
19.17.68 PASSWOIA (PKI FEALM VIBW) ...ttt sss s bbbt st sssssssss s st es s ssssssssnssnssnsanes 11149
19.17.69 PKi DUIlt-iN-Ca MALCN-TSA-KEY ..ottt s s s s sssssssansnns 11151
19.17.70 pki cmp CertifiCate-reqUEST SESSION.....c.ccoiuieriereer ettt ee st es s sassaas 11152
19.17.771 PKi CMP INItIAl-FEQUESE SESSION......eveieeieeieeiciesiesieeesisseses sttt sse s bbbttt s s sssssss s s st s sesssssnsans 11153
19.17.72 pki cmp KeYUPAALE-TEQUESE SESSION......cvierireririereirierieesisisstssessssssssssssssssssssssssssssssssssssssssssssssssssssessssans 11154
T9.17.73 PKi CIMIP SESSION....eutieieeeieietttrei ettt sttt s es s s e sttt as e asben st 11155
19.17.74 PKi Create-COITITICATO.c.ivu ittt bbbt s bbb e 11156
19.17.75 PKi delet@-CoITICAtO. ..ottt sttt st ensnsssnans 11158
19.17.76 pki delete-certificate DUILE-IN-Ca. ...ttt sseaeean 11158
T9.17.77 PRI AELELE-CrLc ettt bt s e bbbt s s bbbt s s snes 11159
19.17.78 PKi @NTO-COIMITICATO. c.uvuirerecieee ettt sttt se st s st st snssnssnssssssans 11160
TO.T7.79 PRI ENEILY ovvrreeierrieie ettt ss ettt sss et s s et e b s e s s ettt senses 11162
19.17.80 PKi @XPOrt-COIMITICATO. ...ttt sttt bbbt bbbt s s s s bbb e 11164
19.17.81 pki export-Certificate defAULL........oo ettt sssnsnans 11165
19.17.82 pki eXport BUilt-iN-Ca rS@-KEY-Pail.....cocoiriuriuriuririeireireireireiresiete st ease sttt es e ssesesen 11166
19.17.83 PKi @XPOIT FSA-KEY=PaIl.....ciieeieeieeiririsiriissiesissessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessessssssssssassassans 11169
19.17.84 PKi @XPOIt SIM2-KEY-PAIN....oiiieieriieieririeieieiseissesesssas st sssssssss sttt sssssssssssssssssssssssssssssssssssssssansnns 11171
19.17.85 PKi fIlE-TONMATt.. ettt bbbt sttt 11173
19.17.86 pki generate built-iN-Ca COMtIfiCate.. ...ttt saessssansans 11174
19.17.87 PKi GOT-COMITICAtE ...ttt s st enssssssse s sensns 11176
T9.17.88 PRI GEE-CI Lottt e bbb sttt st e s st 11177
T9.T7.89 PKi NELP .ottt e e s es st e bbbttt 11178
19.17.90 PKi IMPOIt-COIMITICATE. .vuu ittt sttt ss et ss s s s s s st enssasessssnnsans 11179
19.17.91 pki import-certificate DUILE-IN=-Ca. ..ottt 11184
19.17.92 PKi iIMPOIt-COITIfiCAte PEEI ..ottt b st s s st sssnnans 11185
19.17.93 PKi IMIPOIE-CI Lttt sttt s sttt se st en st easnssessnsns 11187
19.17.94 pki import built-iN-Ca rSa-KeY-Pail.....ccccooiririerrreerererers ettt 11189
19.17.95 PKi IMPOIt 1SA-KEY-PAIN....oiiiiiieieeeeieieisietests ittt b bbb s s ss e bbb en s s s ssessesanes 11190

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. clxx



Huawei AR Series Access Routers

Command Reference Contents
19.17.96 PKi IMPOIt SIN2-KEY-PaIT....cuierierieririririrsississessessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 11192
T9.T7.97 PKI LAAP wuurerreeeierreeiieeireie sttt es s ass s s s as s s s s s es e s s ssse s s ssseseesnssneses 11194
19.17.98 PKi MALCN-TSAKEY .....vtieieeieietee sttt ss s s s s bbb sses s s senaans 11195
19.17.99 PKi MALCN-SIMZ2-KEY ..ottt ssssssss s sssssssass s s ss s st sesssssssssssssssssssssesssssssssssssssssnsnsens 11196
19.17.100 pki 0cSp response Cache ENabLe............ et ca st 11197
19.17.1071 pKi OCSP reSPONSE CACNE NUMDET.........ouieeeeeieeieieisiseies ettt sessss s st ss s ssssas s snens 11198
19.17.102 pki ocsp response cache refresh iNTEIVAL.......cocorerrininieee s 11199
19.17.103 PKi r€aLM (SYSLEIM VIEW)...ceueierieeiieeieeieie ittt ess s sttt 11200
19.17.104 PKi release-CertifiCate PEEN ...ttt b st a s ss bbb b ssssessesenen 11201
19.17.105 PKi 1S@ DUILE-IN=Ca..e ittt sttt ssss s s st s s sss s st ssssnsssssassssnsnns 11202
19.17.106 PKi rSa LOCAl-KEY-Pail CrEALE......cceeeereeeree ettt ettt sansas 11204
19.17.107 PKi rsa LOCAl-KEY-Pail AESTIOY......ccueeeeerieeieirieiseieiesiessis st sessss s s s st s s sssssssas s ssssesssssssssssnsans 11206
19.17.108 pki set-certificate eXpir€-PreWaINING.....c.ccccerrerrrrrirrerserieninesssssssssssssssssssssssssssssssssssssssssssssssssssssssssenes 11207
19.17.109 pki SM2 10CAl-KEY-PAIr CrEATE........ceeeeeer ettt sas 11208
19.17.110 pKi SM2 0CAl-KEY-PAIr AESLIOY.....everierierririrei ettt sttt sss s sss bbb s s sssssnsansas 11209
19.17.111 pki validate ocsp-server-certificate @Nable........o et 11210
19.17.112 PKi Validate-CertifiCate. . ..ottt ettt ees 11211
19.17.113 reset PKi CMP STATISTICS. ..ottt sttt s bbb s s s s sanssnsnaas 11212
19.17.114 reset pKi OCSP rESPONSE CACNE....... ettt s st st ss s s s snses 11213
19.17.115 reset pki ocsp server down-iNformMation.........oc et seaeens 11213
T9.17.1T6 1SQ LOCAL-KEYPAIT ..ottt bbb ss s as bbb st ss st s s sas b s enbnssnsesssssnsans 11215
1977177 SEIIAL-NUMDET ...ttt et e ettt 11216
19.17.118 SM2 L0CAL-KEY-PIN ...ttt sttt 11217
T9.T7.179 SOUICE INEEITACE ...ttt ettt ettt b e e e ettt 11218
19.17.120 StAte (PKI @NTILY VIBW) ..vuiereceeieeerieieieietresessts sttt ssss st ss st ssssss s st en st sssssansssssnsanen 11219
19.17.121 undo pKi CMP POL-FEQUESE SESSION.......uceeceieieeireieieireieeeeeeesee ettt seasess st es s sesssssesees 11221
19.17.122 validate time diSADLE. ...ttt e st 11222
TO.T7.T23 VPNAINSTANCE ..ttt sttt sttt st b st a st e e eeasseenssenaees 11223
19.18 SSL Configuration COMMEANAS.......ccueiueuriurierieeieieireisetseeseee ettt tsetsess st s st essess st ssessesseassasenns 11224
TO.T8.T CIPNEISUILE. ...ttt bbb s s s bbb s s b s bbbt s s s s s ban s s 11224
19.18.2 display SSl CONNECLION SLATISTICS.....ovcrvreerricireirisisieisississ sttt sssass s s s s s sssssssssssssnsenenes 11228
19.18.3 diSPLAY SSL POLICY.vurerreeeiueerieieireist ettt ettt sttt b s snesntans 11229
TO. T84 PKISTEALIM ..ottt bbb s bbb s s sebasbssbs b sse bbb s bbb bbb s s s s sa s 11232
19.18.5 Pref@r-CIPNEISUILE......veeieeereeirieeer ettt s s s bbb s st s s st 11234
19.18.6 reNeGOtiation ENADLE........c.oiuieeeee ettt bbbttt 11237
19.18.7 reset sSL CONNECLION STATISTICS. ... ruueiurrereeeeereireie ettt es st bbb eeeen 11239
19.18.8 SEIVEI-VEIIfY ENADLE.......eeie ettt s s s st nassas s sansas 11239
TO. T8O SESSION ..ttt sttt ettt 11240
TO.T8.T0 SSL POLICY cuvveieririiieteeieiie ettt bttt s st bbbt e s bbb s s se s s bbbt s s s s s s sassansnsnsnns 11242
19.18.17 SSL rENEGOLIATION-TALE......eeeeeerecere ettt s s ss st ssnssssssssssnssnsns 11243
19.18.12 version (CLIENt SSL POLICY VIBW) ...ttt ettt essess s sss s ss s esssss s s ssssnes 11244
19.18.13 Version (SErVEr SSL POLICY VIEW) ...criiuriieeeeeceeeeiesisss st iesessesssssssssssessssssssssssssssssssssasssssssssssssssssssessesassans 11246
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19.19 HTTPS Configuration COMMANGS.........cceurieerirrireersirsenesssnissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 11248
19.19.1 http SECUIE-CLENT SSI-POLICY . ..cvuiviiieceeceeieeeetec ettt sas bbb st ensenees 11248
19.19.2 http SECUIE-SEIVEI ENADLE.........oeceeeeeee ettt bbbt bbb anes 11249
19.19.3 http SECUre-SEIVEr MANAGEI=PONt......ciiierrirriereserisesesisssssssssesssssssssesssssssssssssssssssssssssssssssssssssssssssessssssssssanes 11250
19.19.4 http SECUIE-SEIVEL SSI-POLICY..iuiuieriereerieeieieiretre ittt ettt bttt 11251
19.19.5 NP SECUIE-SEIVET POIt..ciiieiiieiirierierieieisiei sttt ss st ssssss s s st ss s ssessesssssssssssssssssssesssssesssssssnssensnns 11252
19.20 Keychain Configuration COMMANGS..........ccceuiuiueeeeeeeeenieisisiesies s seessssssss st sssssssssasssses s sssssssessssssnsanes 11253
T9.20.T @LGOTTENML ettt b s s st s et sssnnsnesas 11253
19.20.2 defaUlt SENA-KEY=Il.......coviereereeeeeeeiriee ettt sas s s bt ss s bbb bbb nssssesassansans 11256
19.20.3 diSPlay KEYCNAIN ...ttt s s bt b s sesas s s s b s st esssssnsssensnsnans 11257
T9.20.4 KEYCNATIN ...ttt sttt s s st s s s s s s bbb st s s s s s s s s s s s s s s s st s snssnen 11264
T9.20.5 KEY-Il. . eerierrieieieieieeceeie ettt ee ettt ess e es s bbbt st 11266
T9.20.6 KEY-SEIING..cueuiurireireeireirieniieisissis s ssesess st s s st ss s s sessessassssssss st s s s sassssssasssssessasssesssssessssssssssssnsessensassnsssssnsns 11268
T9.20.7 FECERIVE-TIME...c ittt ettt sttt s as s ss s se s st s et s s b st e st seassse st eaasssessssnsssnssssnans 11270
19.20.8 rECEIVE-TOLEIANCE. ...ttt s ettt et aeene 11273
19.20.9 SENA-EIMIB...cuieiiiei ittt ettt bbb s bbbt 11274
19.20.10 tCP-ALGOTTENM=IT .. ceieieieieeieee ettt s s s b ses st 11277
T9.20.TT TP -KINGu ettt e st 11279
T9.20.712 LIME MOME......iieieirieteeeeeeee ettt bbb s s bbb bbb s s b s bbb bbb s s s s bbbt n s ssesssas 11281
20 QOS COMMEANMS....ccccueeerereireeerreeecreeessseessseeessaeessssesssasessssessssesssasessssessssssssssssssssssssssssaee 11283
20.1 MQC Configuration COMMANGS.........cccovureerierierrieneeseieesesssessssssssssssssssesssssssssessssssssssssssssssssssssesssssssssssssssssssansens 11283
20.1.71 ClasSIfIEr DENAVIOT ...ttt et e ettt es 11283
20.1.2 display traffic DENAVION ...ttt bbbt sb s banes 11286
20.7.3 diSPlay traffic ClaSSITIEI ..ottt s senen 11288
20.7.4 diSPlay traffic POLICY....cieieeerieiririse sttt ss s bbbt s s bas bbbt st ensnssnes 11290
20.1.5 display traffic POLICY StAtISTICS.....cocviuriereeeirieieireireireir ettt ettt 11293
20.1.6 display traffic policy statistics bridge-domMaiN........c..ccorruierierrinininirerreess s sssas 11300
20.1.7 display traffic policy statistiCS gloDal. ...ttt sassans 11304
20.1.8 display traffic-policy appli@d-rECONM.........ooieririrreeerereer ettt nsnes 11308
20.1.9 IF-MATCN B2 Plrerieieiiieireie ettt e es et e bbb s b bbb 11311
20.T.T0 H=MATCA ACL ettt ettt 11312
20.T. 77 HMATCA QNY .ottt b st s s st s st as bbbt en s s s sa et s st st 11314
20.T.72 if-MALCN CVIANB02T Pttt st bbb s bbb s b s sessenaesansans 11315
20.1.13 f-MALCH CVLAN-T0 ettt e ettt 11317
20.1.14 if-mMatch deStiNATION=IMAC.....c.cveieiereeirieieee sttt bbbt s s sss bbb s s s s s s s banssnees 11319
20.1.715 HF-MAECH ALCiueuiiiriiieiirirecreirc ettt et ettt e 11321
20.T.T6 Hf=MATCN ASCP.c vttt ss s bbbt s bbbt s st s s s s bbb snsensnnsesssssnsans 11323
20.T.77 HoMALCN IOttt b e ss e sasnansanbas 11325
20.1.18 if-mMatch INDOUNA-INEEITACE. ...ttt et 11327
20.1.79 if-MALCN IP-PrECEAENCE. ...ttt st s bbb bbbt as s ebsnsanes 11328
20.7.20 if-MALC [2-PrOLOCOL.....eveeeceeeceecee ettt bbb a bbb s b e ses e sananen 11329
20.T.27 if-MATCN MPLS=EXP.utiiririeieirirsieriteee sttt ss s st s st sss bbb s s s s s st st es s sssssssansansas 11331
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20.1.22 if-mMatch OUtDOUNA-INTEITACE ...ttt 11333
20.1.23 if-MatCh PACKET-LENGEN......ceieee ettt et 11334
20.T.24 if-MALCN PIrOTOCOL..... ittt bbbt s s ss bbbt n s s s s s bbb s snsaes 11336
20.7.25 if-MALCN GOS-GIOUP...e ittt sesssssss s s s st sssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssassans 11337
20.T.26 H=MATCN TP ittt sttt s s enntas 11338
20.1.27 if-MALCN SOUMTEMAC. ... ittt sttt s sttt s es bbbttt 11340
20.T.28 If=MATCN TP ettt sttt ss s s st s s s s st s s s s s s sans s 11342
20.T.29 if-MATCN USEI-SEE......eieieeeeier ettt sttt bbb bbb eaen 11344
20.1.30 if-MALCH VEANI. ettt sttt st 11345
20.T.37 H=MATCN PVCiuriiritiiriririesee ettt sttt bbbt st s s nsessnsns 11347
20.1.32 ip netstream sampler (traffic DENAVIOr VIEW) .....c.couiuiuieeeeeeerer ettt 11348
20.1.33 OS PIrE-NAt....ciuieieeiieieieireeieieir ettt ettt sttt ettt b et st e e bbbttt ettt b bbb ettt aen 11350
20.T.34 18MATK BO2TP et s sttt sssssssssssss s st ssssssssssssssssssssssssssssssssssssssssasssssnsssssssssssssssnsanes 11351
20.7.35 reMArk CVLAN-=-802T P ...ttt sttt s es sttt bbb s et ssebeeen 11353
20.T.36 FEMATK ASCP...cureeierierieisissiseieeiesssssss sttt sss s s st sssss s sss bbbt es s s esssssesss b s s s s st essessessssansssssnsnsssessesansans 11354
20.1.37 FEMATK Tttt bbb st 11355
20.1.38 remark LOCAl-PrECEABNCE. .........cueeeeeee ettt ee st sttt et saeen 11357
20.7.39 rEMAIK MPLS=EXP e ettt ss st sesssssssssss s s st st sssssssasssss s s s b st s s ssessssssssssassessessesssssessssansanes 11358
20.T.40 r€MAIK GOS=GFOUP....urureieriereerierisseseisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssnsnsnns 11360
20.1.47 reset traffic POLICY STAtISTICS. ..ottt sttt s s 11361
20.1.42 reset traffic policy statistics bridge-domMaiN..........ccoorrieiriereieieie e ssan s 11363
20.1.43 reset traffic policy StatisticS GlODAL........cvvriririereceee ettt saenaes 11365
20.T.44 LraffiC DENAVION ...ttt sttt benen 11366
20.1.45 EraffiC ClaSSITIN .. eueeieeee ettt s 11367
20.T.46 LrAffiC POLICY.vurrerrereeriririeri sttt st ss s ss s s bbb s st ss st s s s s sass s s st st enssssssssssssnnssnsnsnns 11369
20.1.47 LraffiC-POLICY (BD VIBW) ..ottt ettt ettt st cs st sttt et sesnenen 11372
20.1.48 traffic-poliCy (INLEIZONE VIEW) .....oueeeeierieieirisieseeeeeiesee sttt sessssssssssss st ssssssssssssassssssssssssssessessnsans 11374
20.1.49 traffic-poliCy (INEEITACE VIEW) ..ottt st ss s sss sttt ssssssssnses 11375
20.1.50 traffic-policy (traffic DENAVIOr VIEW) ...ttt st 11377
20.1.51 traffic-policy global bind INTEITACE. ..ottt sasans 11378
20.T.52 UTL-fIlEEI-PIOTIle ..ttt s s bbbt s et s s sns s senen 11380
20.2 Priority Mapping COMMANS.........cc.eueueerureurrereeniereureesisetesssessesessesssssessssssssssssssssssssssssessssssssssssssssssssssssssssassssnes 11382
20.2.T diSPlay OS MAP-TADLE.......coeeerierereee ettt s st s bbbt ssssesaesansans 11382
20.2.2 INPUL ettt et sssea e st e b bbb et 11386
20.2.3 POIE PHIOTIEY ottt sttt bttt bbbt ettt bbb et bt 11394
20.2.4 OS MAP-TADLE ..ottt bbb s e s bbbt a s bbbttt n s saesas 11398
20.2.5 EFUST ottt ettt st b bbb b ettt 11401
20.3 Traffic Policing and Traffic Shaping CoOmMMaNds............ccouoerrrinnineeererese et 11403
20.3.7 DANAWIATN ..ottt et 11403
20.3.2 Car (traffic DENAVIOT VIEW) ...ttt s s s ssssessssssssnssasessasans 11404
20.3.3 CAr (QOS PrOfilE VIEW) ....cuieeiieeieecieieistetsteestees ettt st st st ssssssssss s e s st ss st ssessssssssesssssssssesassesansasans 11411
20.3.4 diSPlay GOS-PrOfileu... ittt bbbttt bbbt e st 11413

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. clxxiii



Huawei AR Series Access Routers

Command Reference Contents
20.3.5 display oS adaptation-profile....... ittt ss st sss st nsenes 11414
20.3.6 display qos adaptation-profile applied-reCord...........corerereesrrer e 11417
20.3.7 diSPlay OS Car SLALISTICS.....civiieruereeeeerieieieie sttt se st sss bbbttt s s sas s bbb s st s sessnsanssnsenes 11421
20.3.8 gts (traffic DENAVION VIEW)......ovueieeieiriricreesee sttt sss sttt st sss s st st ssssssssnns 11423
20.3.9 gts adaptatioN-Profile.... ..ottt sttt 11426
20.3.70 POrt-SCEAULE NIGN.....oiiiiiieeeeeeee sttt sttt b st ss s bas bbb st ssssssanssnsenes 11428
20.3.11 0S AdaPLAtiON-PrOFile. .. ettt sttt sss s st snen 11429
20.3.12 OS €A eruiriieiriieireieieieiee sttt ettt sttt st b e ts s s sttt ettt bttt aeen 11431
20.3.T3 OS GESu ettt ettt ettt bttt A et b £ttt E ettt b ettt h et et aeaes 11439
20.3.14 q0S gts adaptatioN-Profile.......coririercresee ettt sttt st ssss s sassansas 11442
20.3.15 QOS IF (INTEITACE VIEW) ..ottt bbbt bbbt snasas 11443
20.3.T6 GOS OVEINEAU.......ovieeeeeirieie sttt bttt bbbt s s s bbbttt se s s bbb s s s sessesanen 11445
20.3.T7 QUEUE GES.uuiiiieieirirecieisirt ettt ettt ettt bttt ettt e bttt st s ettt se b et tae st eae 11446
20.3.T8 GOS-PIOTILE....eeeeeeeee ettt ettt e e sttt 11449
20.3.19 rate-adjust INCrEASE INTEIVAL ..ottt bbbt sss s bbb st sasssnssesanes 11450
20.3.20 ratE-adJUSE LOSS....ururerreririerieisisessistensissesssssssssssssssssssssssssssss s ssssssssessssssssssssssssssssssssssssssssssssssssnsssssassnssssssssnssnses 11451
20.3.271 FALE-AdJUSE SEEP....euiieeeeretreer ittt ettt ettt st cs sttt s ettt een s 11453
20.3.22 FAT-TANGE. .. ettt ettt ettt ettt et s e bbbttt £ ettt ettt h et e bbbt ae et taen 11455
20.3.23 reSet (OS €Al SLATISTICS . ouiueireeereeiree ettt ettt s sttt ettt 11456
20.3.24 LrACK NG uureieieriieeieieieireir ettt sttt ettt css st st s st ae e bbbk b et ea et e bntas 11458
20.4 Congestion Avoidance and Congestion Management COMMANS.........c.cccoeueereriereerenserninsessnssesessensensans 11460
20.4.T diSPlay ArOP-PrOfileu... ettt ss s s s bbbt sn st sasessssssssnsensnes 11460
20.4.2 diSplay OS QUEUE STATISTICS. ......ewueirerereeeicireireeeieie ettt sttt se s ess sttt s s s ss s st sesssasenns 11462
20.4.3 diSplay OS QUEUE-PIOFILE ..ottt s s bbb s s s s ss s sesssnsnsas 11465
20.4.4 dSCP diSCAId-PEICENEAGE. ...ceververeereeiriretestseertessssessss s ssssessssssss s ssss st ssssssssssssssssssssssssssssssssssssssssssssnssssssesssssnsans 11467
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21.5.14 cwmp device-info serial-NUMDbEer SYStEM-MAC.......covuririrrinrireirieriireeie ettt et ssesseesesseneeaes 11769
2T.5.T5 CWIMP ENADLE......ceiiei ettt sttt s s ss s s bbbt en s s s sassssssnsnsnsnes 11770
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27.5.T6 CWIMP €SCAPE-CRATACEET ...ttt s st ss st snsssssasesasssnssnssnsns 11771
21.5.17 cwmp eSCape-CharaCter ENADLE.. ...ttt 11772
21.5.18 cwmp password complexity-Check diSabLe..........oovririiiriierieieeieieisie s senes 11773
27.5.T9 CWIMP PEIMUE INTEITACE. ...ttt sttt ss st ss st ss st snsensnssnsans 11774
21.5.20 cwmp request upload current-CoNfigUIatioN..........coeoeueereuriereeniriesseseeseisees et ess s 11776
2T.5. 27T CWIMP SSL-CLIENT ...ttt sa bbbt s bbbt s s bbbt st en s sas s sanen 11776
21.5.22 display CWMP CONFIGUIATION.......ieieieeiiririeiricrese sttt ss st sss s s st sssssensssnnen 11778
271.5.23 diSplay CWMP PASSWOTT......c.cvuieieriereureeieireieisetseesessessas st essess s sss sttt ss st s ssessesssassasssesns 11780
21.5.24 display cwmp request UPLOad STAtUS.........cc.ccevevriririericiesiesee st seesessassss s sssssssss st essessssssssssansans 11781
271.5.25 diSPlay CWMIP SEATUS.....overierieriririrrieeis ettt ses s s sss st st sssssssssssssssss st s ssssssssssssssasssssnsessnssnssnsanen 11782
21.5.26 cwmp ip-change iNfOrm diSAbLe.........o.ou ettt seen 11784
271.5.27 CWIMP SSL-SEIVEI SSI-POLICY ..ottt s bbbt s st ss bbb s s sessesanen 11785
21.6 LLDP Configuration COMMIANGS.......cc.ceuveeierierieririnisisessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 11786
27.6.T diSPlay LAP LOCAL cuueeeeeeee ettt et snntns 11786
271.6.2 diSPlay LlAdP NEIGNDON ...ttt bbbt s s s bbbt s s s ssnsans 11794
21.6.3 display Lldp NEIGNDOI DIIET ...ttt s s ssensnns 11801
271.6.4 diSPlay LLAP STALISTICS ..cuvvuueereereeeieieieireirer ettt ca ettt sttt e snses 11802
271.6.5 diSPlay LA TIV-CONFIG weovoiuiirieeee ettt bbbt st s s bbb ss s s s ssesas s sas 11803
21.6.6 display snmp-agent trap feature-name dptrap @l 11806
27.6.7 AP Clear NEIGNDON ...ttt st sttt 11807
27.6.8 LLAP OBV POWET ...ttt bbbt bbbt s s s s bbbt s s s s sesssssnssnsansas 11809
21.6.9 ldp €Nable (INEEIFACE VIEW) ....coieeeeeeieieieieireisessireae sttt sss st ss st st sss st st ssssssssssssssnsanes 11810
27.6.10 Lldp €NADLE (SYSLEIM VIBW) ...ttt sttt ess s st es st es s snstns 11812
21.6.17 lldp MANAgeMENE-AAAIESS.........cveeeieirieieee ettt s bbbt sss s bbb st ensessessssassasssnsnes 11813
21.6.12 lldp message-transmiSSiON AELAY........cccerurirrirririererinisis sttt ssssssssssssss s sssssssssssssssssnsns 11814
21.6.13 lldp message-transmission hold-MULLIPLET ..o 11816
21.6.14 lldp message-transSmiSSiON INTEIVAL ...ttt s bbb sssssessssas s senes 11818
27.6.T5 LLAP rEStArT-AELAY.....ceeveeeeeeeeieeeeeirr ettt st ss sttt s s sassrnsas 11820
2T.6.T6 LD tIV-NADLE......ee ettt st een 11821
21.6.17 lldp tlv-enable private-tlv authentiCatioN.........cccceeeieiierierieeeeeeie e ssnees 11826
27T.6.T8 LLAP traP-INEEIVAL....ceeeeieeeeeieeeiei ettt sttt st st s s s s s s s st snssnssssessnsansas 11828
27.6.T9 reSEt LA STALISTICS. ..ttt sttt es st bbbttt eees 11830
21.6.20 snmp-agent trap enable feature-Name LdPLrap....oecreisieseseeeessessss st 11831
21.7 NQA Configuration COMMEANGS........ccoueiririririreirsinsisseseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssseses 11833
2171 @AV ACEON ettt bRttt ettt s 11833
27.7.2 @GOTIMIE ettt sttt sttt s et E e s et A e e At ee st e st e s s s st st sansenantenas 11835
271.7.3 @lAIMNc et R bbb 11836
27174 ClEAI-TECOIUS. ..ottt et ettt bbbttt e 11839
21.7.5 COMMUNILY AU CIPNE .c.eeiieee ettt esss bbb s ss s s bbb s s s ssssassansas 11839
27176 ALAFIlLccereecre e bbb 11841
2177 AASIZE.c. ettt bbbt R ettt eee 11842
21.7.8 deSCription (NQA VIBW) .....c.oiuieeeeeeeierieeie it issesssssssssssss s st ssssssssssssssssssss s ssssessessssssssssssssssssssssssssssssssassassans 11844
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271.7.9 deStINALION-AAAIESS.....c.. ettt ettt 11845
27T.7.10 deSHINATION-POIT ..ottt ettt ssts ettt es st e bbbt s bbbt se b s eesseasenntans 11847
21.7.11 display ip nga-compatible responder StatiStiCS.......ccoiririerrieiieieisiesi et snsas 11848
21.7.12 display NQ@ @PPLICATION....... ettt sss st ssss s s s bbbt sssessesassasssnsanen 11850
271.7.13 diSPlay NQ@ QLA .ttt et es st s es ettt eas 11851
271.7.74 diSPlay NQ@-2LArM ...ttt sss bbb ss bbbt s st s s sas bbb st n s ssnsssas 11853
271.7.15 diSPLAY N EVENT.....eeieeeeetee ettt st ss s bbbt s s e s s s s s s en s st enssssssssssnsanen 11854
27.7.16 diSPLay NO@-BVENT ...ttt sttt eb sttt es et as s st e besses 11855
271.7.17 diSPlay NOA-GIOUP.....cueieererieieieiesieeereieses s ss s sssssssssssssssssssssss s st st sssessssssssssssssssessssssssesssssssassassasssssssssssssansansanses 11856
271.7.18 diSPlay NG NISTOIY ...ttt sss sttt ss s s s s st s s s ssssanssnsnses 11857
27.7.19 diSPlay NQ@-Para@mMELer ... ..ottt etsee sttt sttt s s eeneas 11860
271.7.20 diSPLay N FESULES......cuveeveeiererieeie ettt sssssss s st ss st sas s bbbt sss s s s sas s s s st ensessessnssnsanes 11864
21.7.271 display NG SUPPOIT-SEIVEI-TYPE......oeverrereerieririrereisessessessssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 11875
21.7.22 display NG SUPPOIE-TEST-TYPE.....c. ittt ettt sttt es st assanen 11876
271.7.23 diSPlay NQ@-QGENT......ieieeieicieeee ettt s bbbt bbbt s e s bbb b s s es s sas s senes 11878
21.7.24 display nqa-ftp-record CONfIGUIAtION.......cccourririereeer ettt ssssssssnes 11879
271.7.25 diSPLAY NO@-SEIVET ...ttt tesees ettt sttt ess st sttt bbb b et se s eseesssassssssesessees 11881
271.7.26 diSPlay NQA-SEIVEL SESSION......iereeieeierierieisisiesissesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssssssssssessssnns 11883
21.7.27 display snmp-agent trap feature-name NQa all.....oninrieeees e ssseees 11884
27T.7.28 ANS=SEIVEN ... teiereeeereeeieie ettt sttt ess s e bbb es et ae bbbt s s s s e s bae s e st tee s e s et aseasenesaebnens 11886
27T.7.29 FQIl-PEICENT ..ottt bbbt s bbb st s s b b s n b s s e s sesaen 11887
21.7.30 forwarding-simulation inbouNd-iNterface.........corniniree et ssesenes 11888
2T.7.37 FrOQUEBNCY ettt ea st s ettt s b s esesasbantas 11890
271.7.32 FEP-FIlONAMIE ...ttt ettt s s e s s b 11891
271.7.33 FED - IlSIZO ettt s s s saen 11892
271.7.34 FED-OPEIATION ...ttt st sttt 11894
271.7.35 FEP-PASSWOIT......ceeeeeeieeieieeisisiete sttt ss s ss bbbt ss s se s bbb e s s s s b s s s sttt ss s ssesansassensas 11895
271.7.36 FED-USEINAME. ...ttt st s s sss sttt s s s s st se s e s s s s s s srnsens st snsessnsssssnsas 11897
21.7.37 hardware-based @NabLe...........co ettt sttt bbbttt 11898
271.7.38 NEEP-OPEIALION.....oieeierieietcteeeeee ettt sttt e s bbb s s s s ba st st en s s s sas b bt st s sssnsans 11899
271.7.39 NEEP-UI Lttt e e bbbt 11900
27.7.40 ICMP-JIEEI-TMIOUE ..ottt ettt es sttt bt ees 11901
271.7.47 INTEIVAL (NQA VIBW) ..ottt sae s s ettt s s s a s s s st s sasassssssnsasassssasassesssasasans 11902
21.7.42 ip nga-compatible responder €NADLE.......... et nes 11904
271.7.43 ip NQA-COMPATIDLE QUEO ...ttt ettt een 11905
21.7.44 1P NQA-COMPALIDLE UAP ...ttt s bbb s s bbb st en s s s s s s s sass s snsees 11906
271.7.45 ID-TOIWAIAING ..ttt st st s st ss s st s e et essssssssss s snsensessssssssnssssas 11908
2T.7.46 JIEEEI-COURCc...euveieieeieeieie ettt ea st ettt bbbt easenesaesentns 11909
271747 JHEEI-PACKEINUIM ..ottt ss bbbt s bbb bbbt bbb s bbb bt n s s s sasas 11911
271748 ISP -EXP.ccrurerrerrererierienisssssssisassisssssesssssssssssss s sssssssssssssssssssssssssssssssssesssssssssssssssssssassassssssssssassassssessessassssasssesansansnsnes 11913
271.7.49 1SP-PAth fULL-AISPLAY....cererieieeeeeeer ettt sttt 11914
271.7.50 ISP-NEXENOP. ...ttt b bt sas bbbttt s s s s b b st s s se e bbb s st s s ssesaesansas 11915
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271.7.57 ISP-TEPLYMOUE.......e ettt ettt ss s s bbbttt as bbbt et ssnssessssnnssnsenen 11916
2T.7.52 ISP-TEIUNNEL ..ottt st sttt 11918
271,753 ISP POttt s ARt A ARt s s b st 11919
271.7.54 ISP -VEISION.....cueieeieeieieirstestsseseis sttt ss s s sss s s st ssss s s s s s st essesseessssssas s s st essessesasssssssssssnsnsessessnssnsans 11921
271.7.55 NEXENOP .ottt st ettt bbbt a st taeen 11922
271.7.56 NQQ..ceuiiuiieieieeeseine ettt es st R R ARkt b et 11924
21.7.57 N (NQA GIrOUP VIBW) ..ouiureeririreiereeniesaesisssissssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssssssssssnses 11925
27.7.58 NO@ EVENT ..ottt sttt s b bbb bbbttt b et bbb bata 11927
271.7.59 NQQ-TLP-TECOIT ENADLE. ...ttt sttt ss bbb b st s nsessnsans 11929
21.7.60 NQ@-TLP-TECOIA fIlENAME.....eieeeeeeee ettt bbb ss s s s s s snsas 11930
21.7.671 NQA-TLP-TECOIA IP-AAAIESS ...ttt ettt sttt es st s e sansaas 11931
21.7.62 NQQ-TLP-TECOIT IEEMNUM ..ottt s bbbt s s sssss s s s e s s 11932
21.7.63 NQQ-TLP-TECOIT PASSWOIT.......ceeeeierierieieisieie sttt sssa st ss st ssssss s s st sn s st essessssssssnsanen 11934
271.7.64 NQQ-TEP-TECONA LIME....oeieiiieeiee ettt s sttt senen 11936
21.7.65 NQ@-TLP-TECOIA trap-ENabLle..... ettt bbbt sas s sanen 11938
21.7.66 NQA-TLP-TrECOId SOUICE-QUAIESS.......oeveeeeeeeririeireireereseesessesss st sssesssss sttt ssssssssssssssssnsssssssesssssnen 11939
271.7.67 NQA-TLP-TECOIT USEIMAIMIE......iiiiiiiteireerierieieie et eascestaseas sttt s ess s s e s s s esseasbas st se s sseessesssaen 11940
21.7.68 NQ@-TLP-TECOId VPN-INSLANCE......cveeereieeieieictesi sttt s st s s sss s s bbb s s sssssssssssansansans 11941
27.7.69 NOA-GEOUP ..ottt eeae ettt s st st s sttt s bttt et st sttt s bbbt ae e b et e he b st et st e st aeaesestacn 11942
27.7.70 NQ@-JIEEEE TAG-VEISION....tiritiiricirecirec ettt sttt sttt ettt sttt 11943
2T.7.771 NQQ-SEIVELE TEP-UAP .ttt s st sss s s s b s s s s sssssssss b s s s s s sessessesassassenssssensesssssesassansans 11944
21.7.72 nqa-server SesSioN-reCord @NADLE.........covieieieiereee ettt ss s ssssans 11945
27.7.73 NQ@-SEIVEE TCPCONNECE.....euieiieieieieieetere sttt ettt sttt bt et et bttt bt eae 11946
271.7.74 NQQ-SEIVEI UAPECNO......oieiieiriterieteeete sttt s st s bbb s bbb bbb s s s sa s ssnsenses 11948
21.7.75 nga upload statistiCs datetimMmE-TYPe.....ccoviririeereee et sss s ss st snsssssssesanen 11950
27T.7.76 PrODE-COUNT.....eieiitreir ettt et bbb sttt st bttt 11951
271.7.77 PrODE-TAILIMES.....ooveieieetc ettt bbb bbbt s bbbt s s s s s s s sas s s seneees 11953
271.7.78 PACKEE-TEWIIEE-CRECK. ....overireeee ettt bbbt st ss s st s s snssessssssassansas 11954
27T.7.79 FECOIUS...u ettt ee st et a et e b st et s s ettt st a ettt tas 11955
271.7.80 reCOIdS NISTONY-fIlEEI...cuieieeierieiee ettt bbb s sas bbbt nssssnans 11957
271.7.871 FEMOTE-PW=Il...ec ittt sttt s s s s s st s st ss s s s as bbb essenssssessesssssssnsnssnsnnsnssen 11958
21.7.82 remote-address (NQA VIEW).......o.iueeeeeereeeeeeeeteeeeceteseseses et ses e ses e s s s s esessassesesses et sesasassesesasassesesans 11959
21.7.83 reset ip nqa-compatible reSpoNder StAtiStiCS........coeeierirriiririeeieseieeesis st ssessesansans 11960
271.7.84 1r€StArt (NQA VIBW) ...ttt sttt sttt sttt sttt sttt as st sasasasssasasasasasasasasasasnen 11961
271.7.85 SENAPACKET PASSTOULE......euieiecerierieeieie ettt ettt es sttt et seaseaseassnnsnes 11961
27T.7.86 SENUTIAP....cuceeererieeieieiseiesie sttt sss bbbt b st ss s s e s b s st e b s b s s bt s et en s bt e s s s s b s en s s s s ses s sansas 11963
271787 SEE-AF ettt bbb 11965
21.7.88 snmp-agent trap enable feature-Name NQa......c.ocererireinieieese et ssens 11966
271.7.89 SOUICE-AAAIESS......ccueereneireireieeeesetse et ess e ce e cs et s e sttt sttt 11970
271.7.90 SOUCE-TNERITACE. ... ettt b bttt 11971
27.7.97 SOUFCE-PON....ceiiriucirieireaeireietsesetes sttt sttt sttt ses st b ettt et st sttt ettt et et bttt bt 11973
271.7.92 STttt ettt etttk e R R AR R R ettt 11974
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271.7.93 SEOP ettt ettt e s bbbttt 11977
277,94 LS AILEIMES. ...ttt skttt s 11978
270705 LSty Pttt etttk b et b et b et ettt et a bt aeaas 11979
27.7.96 LIMESTAMP-UNIT..ciiiiiiteieeeicteete ettt sttt ss st s bbb e et se st e et seassseastenans 11980
27T.7.97 ENEESNOLA.....eee ettt e bbbttt 11981
27T.7.98 LIMEBOUL ...ttt sttt sttt st ss st e st n st s senansenas 11983
271.7.99 LOS... ittt esetete ettt tie et e i ebsee b b e b a b seee b ne b enee 11984
271.7.100 tracert-NOPTAIllIMES......co. ittt et es st bbbt sesseas 11986
2T.7.T07 traCEIE-LIVELIMIE. ..ottt sttt s bbb s bbb s s sa s benes 11987
2717102 EELecee ettt b bbb bbb 11988
27T.7.T03 tl-COPYMOAE. ...ttt et sttt sttt 11989
271.7.704 VIAN (NQA VIEBW) .ottt esas st st ss s s sas st s sassssssssassessssassssssssasasssssasassssssasassas 11990
27,7105 VPN AINSTANCE ..ttt st st s sttt ettt ettt bttt st 11991
21.8 LSDP Configuration COMMANGS..........cceerieueereuneireireineeseesesieeseissesessessessssssssesessssssssssssssessssssassssssssssssssssssssssassans 11992
271871 LISAP.euereeueeereireieeeseire ettt sttt ce st e R AR bbbttt 11993
21.8.2 Isdp trigger protoCol OSPT A@LAY-UP......ccorririrrireiiiresisee sttt sttt st nsssssssesas 11995
271.8.3 dISPLAY LSAP..ceeueurerrieieireirtie ettt et ee sttt bbbttt et eeaen 11996
21.9 Service Diagnosis Configuration COMMANS..........ccceeruiuriereeerenienisisissiesissessessessssssssssssessesssssssssssssssssssnsans 11997
21.9.1 display trace iNFOrMATION......cccorieierieeeer ettt sttt s s ss s sn s ssssss s s s s snsees 11997
27.9.2 diSPlay traCe INSTANCE......c.ccueveeeereeeeeee ettt sttt ta ettt sttt s s et as st e sntees 12000
27.9.3 diSPlaY traCE ODJECE ...ttt sttt bbbt s bbb bbbt sssas s ss s bnes 12002
27.9.4 rSEL LraCE INSTANCE.....couceeereceecicieireirct ettt es sttt et es s ettt s ssesenssactncs 12005
27.9.5 5QVE £raCe INTOMMATION. ..ottt sttt nts 12006
27T.9.6 TrACE ENADLE.....oeec ettt bbbt e et a R s bbbt bt a s s s et es 12007
27T.9.7 LFACE ODJECE. ettt s es s s s st s st n s s s s senen 12009
27.9.8 LrACE SYSLOG SOUICE........cueueeeeieeetreireee ettt es st sttt bbbt ss s e sas s seeas 12013
21.10 Mirroring Configuration COMMANAS........ccovuiueieeeerinieiinissiesiesissesseess s s s ssss s ssssss s st ssssessssssssnssnssnens 12014
27.T0.7 diSPLAY MUITOI-POIT ..ottt sss sttt sesssssssssss st ss s st esssesssssssssasssssanssssssssssnsanen 12014
27.70.2 diSPlay ODSEIVE-POIt.....ccceieeeieieitireir ettt sttt 12016
27.10.3 MUITOT (INTEITACE VIEW) ettt a sttt st st as s ssasssssssasssassens 12017
21.710.4 Mirror (traffic DENAVIOE VIEW) ...ttt ettt sttt sttt saeaen 12018
27.T0.5 ODSEIVE-POI ..ottt ee sttt et es et bbbt st bas st et eees 12020
21.11 Packet Capture Configuration COMMANG........ccoiuieeeeeinirieirieiee sttt ses s ss st sssesssssnsanses 12021
2T. 7711 CAPTUME-PACKEL. ...ttt sss sttt ss bbbt st s st e s sss s s s s s s st sesessssssssnssnsans 12021
27.77.2 diSPlay VOICE-IMIONITON ...ttt ettt ses sttt eas st b st s e s et eeas 12024
27.717.3 VOICE-TNONIEON ...ttt sttt ettt sas s s s s s st st s et e s st sessssessssssssesssssssessssssassssnssesnssesassesassasans 12026
21.12 NetStream Configuration COMMEANGS.........covvrurierieriririnisisessissessessssss s sssssssssssssssssssssssssssssssssssssssssssssssnns 12028
2T.72.1 COUECE AP PLICATION. ...ttt sttt eenes 12029
27.72.2 COLLECE CALEGONY NAMIE.....oeeeeeereiecieieist sttt bbb ss st as s bbb s s s s s sasbsnbenes 12030
271.12.3 COLLEEE COUNTRN ...ttt et b e bbbttt 12031
2T.T2.4 COLLBCE INEEITACE ...ttt ea s s et bbb sae s s 12032
271.72.5 diSPLay IP NELSTIEAM ..ottt s bt sss s bbb s s s s s b s b st en st ensesssssnsansansans 12034
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21.12.6 display ip NELSLIEAM CACKE......o ettt sttt s s sesas 12037
21.12.7 display ip NELSLIEAM FECOIT. ..ottt es sttt ees 12042
21.12.8 display ip NELSLrEAM STALISTIC.....ceorurrirrirrieiieeeieieie sttt st ssssss bbbt s ssessssssssnssnsansas 12043
21.12.9 display snmp-agent trap feature-name netstream all.......orrericreesssesssee s 12045
21.12.10 display snmp-agent trap feature-name Sindex all.......c.ccoeveriririreeineinninerereeeee e 12047
211277 @N@DLE ettt Rttt 12048
2T.12.12 @XPOIE VEISION ettt ettt sttt ettt ettt sttt s sttt et st st sesssestas 12049
27012713 0P NMEESTIRAM . ettt sttt ettt sttt bbbt bt 12051
21.12.14 ip NEtStream AgQregatiON... ...ttt sttt ss s s s st s st sasseesssessssssassessssenssssnsssnans 12052
21.12.15 ip netstream aggregation @NabLe........... ettt sttt 12056
21.12.16 ip netstream aggregation tiMEOUL QCLIVE.........c ittt 12057
21.12.17 ip netstream aggregation tiMEOUL INACTIVE ...ttt se st seassenans 12058
21.12.18 ip netstream as eXteNA ENADLE.......cc.i ettt ss s s st 12059
21.12.19 ip netstream Cache LG @NADLe........co ettt een 12060
21.12.20 ip netstream cache L0g LOg-dir@CLONY ...ttt ssssss s sass s benes 12061
21.12.27 ip NELSLrEAM EXPOIT NOST ...ttt st s s sttt snsssssssesas 12063
21.12.22 ip netstream export INAEX-SWItCN.........cceirriirrerrr ettt 12065
271.12.23 ip NELSIIEAM EXPOIT SOUICE.....cviieeeiierieeeieieieteesieee et sess s sss s sss st ss sttt ss s e s s s s senssssnssssnssssnssas 12066
21.12.24 ip netstream eXport SOUICE INEEITACE.......ocvvrvrererreieer st tsse st sssssessssasssnsenen 12067
21.12.25 ip netstream export template tiMEOUL-TAte.....ccooviirrrireeerere et 12068
21.12.26 ip NELSLrEAM EXPOIT VEISION...uiiiirieirieieierieieeiiesiteeessesssesesssass st st ssssessssssssssssssssssssssnsssssssssasssssssesassens 12069
21.12.27 P NELSErEAM MULLICAST....everereeeeer sttt ss s s s st st ssss st s s sssssss s snssnsenssssssnns 12071
21.12.28 ip netstream pre-classify ENADLE. ...ttt eeeen 12072
271.12.29 iP NELSLIEAM FECONM. ..ottt bbb bbbt s s s s s bbbt s s s s s sansnbenes 12073
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